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Abstract: This research presents a novel and efficient public key cryptosystem known as the 

Enhanced Schmidt Samoa (ESS) cryptosystem, proposed to safeguard the data of a single owner 

in cloud computing environments. Data storage is a one-time process in the cloud, while data 

retrieval is a frequent operation. Experimental results demonstrate that the ESS cryptosystem 

offers robust data confidentiality in the cloud, surpassing the security provided by traditional 

cryptosystems. The research also introduces a secure cloud framework designed to 

accommodate both  individuals  and  organizations  accessing  applications  and  data  in  the  

cloud.  While  individual  users  may  generate  and  share  data, organizations often involve 

multiple users in data sharing to support their business processes. In these scenarios, multi-user 

data ownership and access management become critical, requiring secure sharing of 

cryptographic keys among the authorized users. To address these issues and ensure data 

confidentiality in multi-user cloud environments, the Improved Secure Cloud Data Storage 

Framework (ISCDSF) is introduced. This research not only enhances data security but also 

provides a comprehensive framework for secure data sharing in the cloud, catering to the 

needs of both individual users and organizations. 

Key words: Data security, Cloud computing, Encryption techniques, Comparative analysis, Key 

management. 

Introduction: 

Cloud computing offers end users and IT organizations large-scale data storage with suitable 

remote access. In most personal and business contexts,  there  is  a  single  owner  context.  You 

won’t disclose  your  private  information,  photographs,  videos, or documents with any other 

user. No personnel will be given access    to    confidential    business    documents,    personnel 

information, or sensitive data. In a situation when there is only one owner, maintaining data 

privacy is crucial. The main problem with cloud storage, though, is that the  
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data cannot be administered by a single owner, or individual. Rather, the  administrative  

controls  over  the  data  will  be  held  by  the Cloud Service Provider (CSP)[1]. Issues  with  data  

security,  such  as  loss  of  confidentiality  and illegal  access,  are  highlighted  by  this  situation.  

As  a  result,  a secure framework is required to safeguard private and corporate information.    

A    cloud    service    provider    will    assume accountability  for  data  security  in  the  event  

that  a  suitable framework is put in place, replacing a single owner.Privacy  is  one  of  the  most  

important  things.  Significantly, sensitive  personal  data  and  documents  belonging  to  a  

single owner  must  be  protected  when  it  comes  to  privacy.  Upon obtaining sensitive data 

information, an intruder may encounter multiple issues. This information can only be encoded 

using a straight  forward  way[2] .  The  majority  of  the  current queries, which  do  not  employ  

encoded  data,  make  this  assignment perplexing.Using a  cryptographic  encryption system, 

cloud data  capacity can  keep  up  with  its  confidentiality.  There  are  two  sorts  of 

cryptography:   public   key   cryptography   and   shared   key cryptography.   For   safe   data   

transmission   and   capacity, remarkable   cloud   service   providers   (CSPs)   like   Google, 

Amazon, and Microsoft use the business standard Undeniable level Encryption Standard (AES). 

AES, which has a 256-bit key length, is used to shield data from unwanted accessAggressors can  

get  the  accreditations  and  keys  expected  to  access  cloud data accepting they sort out some 

way to infiltrate the CSP.Investigators'  employment  of  public  key  cryptosystems  is  a 

calculated   move   toward   ensuring   the   security   of   private information under their 

control[3] . Crucial to this endeavor is public key cryptography, a type of cryptography that 

makes use of   number-theoretic   ideas   like   discrete   logarithms   and factorization. safe  

cloud data storage  and recovery, as well  as safe  sender-receiver  communication,  are  two 

important  use cases for this approach, which makes use of two separate keys: the public key 

and the private key.Public  key  cryptography  is  used  in  the  context  of  cloud  data storage 

and recovery to ensure that data is encrypted and safe from  prying  eyes  both  in  transit  and  

at  rest  within  the  cloud architecture.  With  this  configuration,  data  can  be  securely 

transmitted to the cloud while both the Single Owner (SO) and the Cloud Service Provider (CSP) 

have access to the public key. The data is encrypted, and only the SO has access to the private 

key  necessary  to  decrypt  it.  If  an  adversary  has  access  to  the encrypted data or intercepts 

the transmission, they will still be unable to decrypt the information without the private key. 

Securing  Single  Owner  Cloud  Data  Using  Proposed Enhanced Schmidt Samoa 

Cryptosystem: 

The  Schmidt  Samoa  cryptosystem's  concerns  are  the  primary focal point of the proposed 

ESS approach. General society and confidential  keys  created  by  ESS  are  produced  utilizing  

four different    indivisible    numbers.    The    ESS    framework    is introduced utilizing four 

enormous indivisible  numbers rather than two huge indivisible numbers,which expands the 

trouble level  of  savage  power  assaults  and  the  time  complexity  of whole number 

factorization. Within the ESS cryptosystem are five modules:i.ESS_Keygen() -key  generation  



 
 

Chaitanya Kanth Tummalachervu  et.al                        Journal of Science Technology and Research (JSTAR) 
 

Volume No.4 Issue No.1                                                                                         31 

 

module  is  used  to generate Public and Private Keysii.ESS_Encrypt_X() -encryption module, if 

public key is {N,X}iii.ESS_Encrypt_Y() -encryption module, if public key is 

{N,Y}iv.ESS_Decrypt_X() -decryption module, if public key is {N,X}v.ESS_Decrypt_Y() -decryption 

module, if public key is {N,Y}In  order  to  facilitate  communication  or  access  to  resources  in 

the  cloud,  the  key  must  be  generated  once  and  used  for encryption  or  decryption  as  

frequently  as  feasible.  Figure  1 displays   the   suggested   architecture   for   protecting   data 

belonging to a single owner[11].The critical matches —a public key and a confidential key —are  

produced  by  a  solitary  proprietor.  The  data  should  be scrambled and kept on cloud 

capacity by a solitary proprietor. Subsequent to getting the ciphertext from the cloud, a solitary 

proprietorwill translate the data as indicated by the need.Figure 1 Suggested Framework for 

Ensuring the Security of Single Owner (SO) Data1.4.1.ESS Key Generation AlgorithmAlgorithm   

3.2   presents   the   suggested   ESS   key   creation (ESS_Keygen())  algorithm  for  single  owner  

cloud  data.  It utilizes  four  huge  prime  numbers:  p,  q,  r,  and  s.  It  has  been determined 

that  the  least common multiplier is L between (p-1), (q-1), and M between (r-1), (s-1). Multiply 

p, q by X and r, s by Y to get the two prime numbers. The requirement that the greatest 

common divisors of X, L, and Y, M be 1 is required. Finding X mod L's multiplicative inverse 

yields the value of X'. Similar  to  this,  Y  mod  M'smultiplicative  inverse  is  found  in order  to  

calculate  Y'.  To  find  Z's  value,  multiply  X'  and  Y' together.Since  Z  and  L  have  exactly  one  

common  divisor,  we  may calculate N as the residual after dividing by L, and then find the 

multiplicative inverse of N modulo L, denoted by d. Therefore, N and X stand for the public 

keys, and d for the private one. If Z  and  Mhave  the  same  greatest  common  divisor,  then  

the process  is  repeated  to  find  d,  the  multiplicative  inverse  of  N modulo M. This is done in 

the same way as when Z and M have different greatest common divisors[12]. As a result, we set 

up the public keys as N and Y and keep the secret key as d. Due to the uncertainty of L and M, 

attempts to compromise the private key will include breaking the public key cryptosystem 

Performance Analysis -Variable file size: 

Performance evaluation of the ESS (Enhanced Schmidt Samoa) cryptosystem   was   performed   

on   an   owner's   cloud   data, analyzing  its  effectiveness  for  different  input  file  sizes.  The 

study compares the encryption and decryption execution times of  the  ESS  encryption  system  

with  the  traditional  Schmidt Samoa (SS) encryption system, which uses a consistent key size of 

32 bits. Here, compares the durations of two different cryptographic systems in the setting of 

single-owner cloud data; these are the Schmidt Cryptosystem Samoa (SS) and the Enhanced 

Schmidt Cryptosystem Samoa (ESS). The SS system uses a simpler set of  key  values  (p=73529)  

whereas  the  ESS  system  employs  a more  complex  set  (p=73529)  that  also  includes  

r=73553, s=73561,     N=2391448019,     and     d=1564100563.     Cloud computing settings 

place a premium on data safety and privacy, therefore these cryptographic methods are 

essential for assuring secure data transfer and storage.The  private  key  (d),  which  is  used  

both  for  encryption  and decryption,  is  also  calculated.  There  is  a  need  for  additional 
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improvements  to  SS's  robustness  and  scalability  because  its relatively  simple  key  structure  

may  limit  its  power  to  handle increasingly  sophisticated  security  challenges  and  larger  

data collections.In  order  to  overcome  some  of  the  shortcomings  of  the  SS system,  the  

Enhanced  Schmidt  Cryptosystem  Samoa  (ESS) employs a more complex key configuration by 

adding two more prime  numbers  (r  and  s)  to  the  already  present  p  and  q.  This expansion  

of  the  key  space  helps  to  improve  the  encryption process's   security  and  resilience  by  

making  it  harder  for adversaries to break into the system via mathematical assaults or  brute  

force  techniques.  More  importantly  for  the  arena  of secure  cloud  data  management,  the  

biggermodulus  N  and private key (d) in the ESS system indicate an increased capacity to 

handle  larger datasets and increased security demands. This table includes detailed data on the 

duration of the encoding and decoding processes in these specific configurations, providing 

insight into potential performance differences between the two encoding systems in the field. 

Cloud data security. 

 

Fig.1. Enhancing Data Security of Cloud Based LMS: 

Brute force Attack: 

A brute power assault is a broadly utilized classic cryptanalysis method.  The  objective  of  the  

assault  is  to  interpret  the  given ciphertext  by  endeavoring  each  possible  blend  of  keys.  

This approach   gives   the   time   expected   to   think   twice   about cryptosystem.How  long  it  

takes  an  interloper  to  break  the cryptosystem concludes how secure it is. The algorithm's 

most significant strength is that it gives breaks additional time. The ESS  takes  additional  

opportunity  to  break  the  key  than  other cryptanalysis systemssince it looks for every 

conceivable mix of  the  key. The  vital  size  of  the  RSA,  Paillier,  and  Schmidt-Samoa  

cryptosystems  is  exclusively  subject  to  the  two  prime qualities,  p  and  q.  In  any  case,  in  
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the  better  Schmidt  Samoa cryptosystem, p and q (or r and s) are  the two prime qualities that 

decide the key size. Thus, tracking down p and q (or) r and s  gives  off  an  impression  of  being  

a  difficult  part  of  the interruption in the ESS cryptosystem.The   correlation   of   brute   power   

assault   times   for   single proprietor cloud data with various key sizes of 16, 32, 64, 128 and  

256  bits  and  fixed  plaintext  document  size  of  512  MB  is displayed. The  data  was  gotten  

from  the  SS, Paillier, RSA,  andESS cryptosystems. Seconds (s) have been utilized  to  gauge  the  

length.  The  chart  makes  it  apparent  that Enhanced Schmidt Samoa demands more 

investment to finish cryptanalysis    than    RSA,    Paillier,    and    Schmidt-Samoa. Subsequently, 

it is trying for an assailant to break the key, and ESS  has  been  demonstrated  to  be  an  all  the  

more  remarkable algorithm. 

Integer Factorization: 

Number  factorization,  or  reducing  a  composite  number  to  its indivisible prime elements, is 

a central topic in number theory. Several encryption and decryption techniques are based on 

this process, making it crucial in the disciplines of cryptography and security.  One  special  case  

of  number  factorization  is  called prime  factorization,  and  it  entails  locating  the  prime  

numbers that, when multiplied together, give rise to the original number. Finding  these  prime  

factors  reveals  the  fundamentals  of  the original   number,   which   can   then   be   used   to   

analyze   it mathematically.When working with huge numbers, the search for prime factors, 

also  known  as  the  great  elements  of  the  number,  presents  a considerable    computational    

difficulty.    In    2014,    Shah Muhammad  Hamdi  et  al.  presented  the  number  field  sieve 

(NFS)  method,  a  potent  algorithm  used  for  factoring  big integers, particularly those with 

more than 100 digits. To ensure the  safety  of  today's  communication  networks,  which  rely  

on intricate encryption methods, this technique has had a profound impact on both number 

theory and cryptography.The  number  field  sieve  algorithm  shows  improved  efficiency and  

scalability  when  applied  to  changeable  private  key  sizes between 4 and 32 bits, in compared 

to other techniques such as the  Schmidt  Samoa  and  Enhanced  Schmidt  Samoa  methods. For  

the  purpose  of  maintaining  the  security  and  reliability  of cryptographic   systems,   its   

capacity   to   efficiently   process enormous numbers makes it an indispensable instrument. In 

the context  of  digital  security,  where  the  secrecy  and  privacy  of sensitive data significantly 

depend on the efficacy of encryption techniques, this flexibility is of paramount importance.The 

number field sieve method has greatly improved our grasp of  number  theory  and  its  

practical  applications  by  making  it possible to find prime factors in complicated and huge 

numbers. Its application in contemporary cryptography has been crucial in   creating   

trustworthy   channels   of   communication   and safeguarding  private  data  in  our  

increasingly  linked  digital environment.Arithematic analysis in accordance with the guidelines 

outlined in [26].  

Conclusions: 
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A  novel  and  efficient  public  key  cryptosystem -Enhanced Schmidt Samoa cryptosystem has 

been proposed for protecting the single owner data in the cloud. Data storage will be done in 

the  cloud  once,  and most  of  the  time,  data  retrieval  will  be performed.  The  experimental  

results  proved  that  the  ESS cryptosystem could be utilized to ensure data confidentiality in 

the  cloud.  From  the  cloud  setup  and  experimental  results,  the proposed  ESS  

cryptosystem  is  highly  secured  and  not  easily breakable, compared to the traditional 

cryptosystems[23].In this research, a secure cloud framework has been developed for the 

individuals, who are accessing the applications and data in the cloud. Individuals may generate 

and share the data among multiple  users  with  reading/writing  access.  In  organizations, 

mostly data will be shared among multiple users for supporting the  business  process.  In  these  

scenarios,  multi-user  (i.e.)  data owner  and  data  user,  the  concept needsto  be  adapted  in  

the framework.  If  the  data  need  to  be  shared,  cryptographic  keys need  to  beshared  

among  the  owners  securely[24].  Improved Secure  Cloud  Data  Storage  Framework  (ISCDSF)  

framework needs to be enhanced by addressing key management issues and ensuring  the  

data  confidentiality  for  multi-user  data  in  the cloud. 
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