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Abstract

This paper applies a very traditional position within Natural Law Theory to Cyberspace. | shall
first justify a Natural Law approach to Cyberspace by exploring the difficulties raised by the Internet to
traditional principles of jurisprudence and the difficulties this presents for a Positive Law Theory account of
legislation of Cyberspace. This will focus on issues relating to geography. | shall then explicate the paradigm
of Natural Law accounts, the Treatise on Law, by Thomas Aquinas. From this account will emerge the structure
of law and the metaphysics of justice. | shall explore those aspects of Cyberspace which cause geography to be
problematic for Positive Law Theory, and show how these are essential, unavoidable and beneficial. 1 will then
apply Aquinas’s structure of law and metaphysics of justice to these characteristics. From this will emerge an
alternative approach to cyberlaw which has no problem with the nature of Cyberspace as it is, but treats it as a
positive foundation for new legal developments.

Introduction

Today Cyberspace’ confronts legal theory with previously unimagined
challenges, yet in terms of human history it is so new as to barely qualify as having started.
We can reasonably expect it to extend its reach to most human beings, and to develop its
capabilities in many ways not yet imagined. During its first decade the Web was largely
unlegislated. While some international agreements provided a platform for the regulation of
the Internet, human activity using that infrastructure was largely bereft of legal framework.

' I shall use the term ‘Internet’ to refer to the technical infrastructure of the global ICT system; the
wiring, the routers and gateways and other hardware which makes possible this global network
activity and also the software which operates the physical infrastructure, from HTML and XML at the
top, to TCP/IP and the protocols of the OSI Network Model at the bottom. I shall use the term ‘the
Web’ to refer to the wider human experience which obtains from use of the Internet. This includes
the individual, social, and political experience. The term ‘cyberspace’ is becoming fairly common in
legal discussions (Xia 2011), so I shall use the term ‘Cyberspace’ to refer to the target of regulatory
and legislative practice, which often includes elements of regulation of both human practice and
technical feature in parallel. For example, data protection legislation, in mandating technical practices
with regard to data storage (Internet), and human practices regarding usage and ownership of this data
(Web), demonstrates how Cyberspace can encompass both the Internet and the Web, yet treat each
separately. I shall use the term ‘cyberlaw’ to refer to laws in respect of Cyberspace.
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As the Web has grown, and particularly as it has developed in its capacity to influence areas
in the material world such as politics and business, legislation of the Web is starting to
develop. Much potential cyberlaw has been vociferously opposed by web users. Not all of
this resistance has come from radical anarchist hackers. Much has come from large
corporations and from ordinary citizens. Some of that legislation has been withdrawn, while
some of it has passed into law. It has been common for this opposition to be founded on the
basis that the proposed legislation breaks the “spirit of the Web” or that it somehow damages
the essence of what makes the Web the good that it is. Sometimes the word “justice” is
coined as an evaluative criterion in these debates, though without much precision behind the
term, for the principles which provide justificatory framework for cyberlaw remain largely
undeveloped. Meanwhile governments are grappling with issues of a type never raised
before; it is often difficult, or even impossible, to determine under whose jurisdiction an
online act falls.  Simultaneously we are witnessing the rise of non-governmental
organisations with levels of regulatory power once reserved for nation states (and the
occasional barbarian horde). This situation has raised many concerns and calls for a
rethinking of legal philosophy as it applies to Cyberspace.

There are many standards by which we can evaluate a law. We can evaluate it on a
utilitarian basis, in terms of its consequences. We can evaluate it positively, in terms of the
procedures and other “social facts” (Marmour 2011) by which it was produced. Finally, we
can evaluate a law morally, in terms of justice. The concept of just versus unjust law
provides a mechanism by which we can individually determine to what degree we are
morally obliged to obey a law. In strong cases it may provide a justificatory mechanism by
which we can hold it is legitimate, or even obligatory, to disobey that law. This moral
approach falls under the heading of Natural Law Theory. It is this approach which provides a
foundation for many modern transnational legal systems and processes, commencing with the
Nuremburg Trials and the UN Charter (Mirabella 2011), and which continues to heavily
influence many aspects of law and jurisprudence.

The basis for legal development of Cyberspace can be difficult. Often laws are developed
on the basis they will produce positive outcomes. However, as a phenomenon without
precedence, we cannot look to previous examples of Cyberspace for understanding. We may
be able to derive some valuable insights from analogies with other cultural or technological
systems, but no society has had the historical experience of the emergence of a World Wide
Web. As a result we cannot look to the past to see what has worked or use the lessons of
history to anticipate the problems of the future. Furthermore, we have never seen a mature,
fully developed ubiquitous ICT network. Much of the technology is yet to be invented and
we cannot know what human practices a fully developed World Wide Web will give rise to.
However, we do know the Web of today was created largely by people using technology in
unexpected ways. It is therefore difficult to attribute much certainty to predictions of the
utilitarian consequences of any given cyberlaw. This makes assessing internet legislation in
terms of its consequences extremely problematic.

Problems for Positive Law

Even more pressing than this inability to see forward are issues of governance. Traditional
Positive Law accounts of the basis for legal authority are presented with difficulties when it
comes to regulating Cyberspace because the traditional principles underpinning legal
authority do not hold. The Internet was not pre-designed, but is a self-organizing system
(Ghanbari 2008, Stevens & Right 1994). As different components of the infrastructure have
evolved, so different systems and mechanisms have organically evolved to regulate those
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components (Pagallo 2013). As a consequence, no single body has been responsible for its
development, but rather a network of organizations, of disparate organizational type, have
emerged (Reidenberg 1996, Marsden 2008, Vedder 2003). Today, three alternative forms of
regulating authority are preferred by differing sectors; national governments, international
bodies and treaties, and self-organised bodies of involved groups offering self-regulation
(Mayer-Schonberger 2003, Vedder 2003, Leeuw & Leeuw 2012). A powerful libertarian
voice is held by the self-organising groups which have been most responsible for the
development of Cyberspace (Reidenberg 1996), many of whom argue it has developed
extremely well with barely any legislation and therefore the most appropriate legal
framework is a minimal one (Wilske & Schiller 1997, Frieden 2001). While some of these
groups are recognizable, such as industry bodies like the various national Internet Service
Providers Associations and standards bodies like the IETF or advocacy groups, such as the
Electronic Frontier Foundation, groupings like the Open Source movement are hard to define
as organizations in the traditional sense, yet provide a more coordinated and focused effect
than previous social movements (Choi et. al. 2009). This raises issues of legitimacy and
accountability while also presenting an unfamiliar landscape for regulatory and legislative
action (Vedder 2003).

The challenge facing Positive Law Theory is that it requires an account in terms
of social facts and procedures which become unclear (or even meaningless) in Cyberspace;
the problematic nature of the Internet’s relation to geographical location undermines the
traditional basis for determining jurisdiction. Traditional accounts distinguish three kinds of
jurisdiction when determining the limits of a state’s jurisdictional scope; legislative
jurisdiction, judicial jurisdiction and jurisdiction to enforce. Jurisdiction to enforce is
generally dependent upon having judicial jurisdiction, which is dependent upon having
legislative jurisdiction (Wilske & Schiller 1997). Legislative jurisdiction itself derives from a
limited set of principles; territoriality, effects, personality and the protective principle. These
principles are challenged in Cyberspace by their dependence on actions and consequences
having identifiable geographic locations (Xia 2011).

The principle of territorial jurisdiction allows states to regulate persons, things
or acts which occur within their state boundaries. Territorial jurisdiction becomes
problematic in many ways with regard to Cyberspace. The Internet carries nothing to
represent physical borders, making it difficult to apply the principle of territoriality. Actions
may be situated in multiple distributed locations or cause effects in more than one place and
therefore have the potential to involve more than one jurisdiction (Kulesza 2008, Xia 2011,
Davis 2001). Furthermore, it can be difficult for citizens traversing nodes on the Web to
understand what jurisdiction that node resides in or which state’s legal code they should
consider applicable (Xia 2011, Wilske & Schiller 1997).

The principle of effective jurisdiction permits states to regulate acts occurring
outside the state boundaries which are intended to have an effect inside that state. The
difficulty here is that most of Cyberspace is available in most of the world and on that basis
every state in the world may claim jurisdiction (Davis 2001, Kulesza 2008). Furthermore, the
default, or “natural” position is one of “open to all” — as we shall see, once a system is
connected to the global TCP/IP network, it requires additional steps to restrict access.

The principle of personal jurisdiction allows states to regulate to prevent harm
to their citizens when the actions occur outside state borders. However, this becomes
problematic when people from multiple countries interact on the Web, each backed by their
own jurisdictional claim, each remaining physically located within their own state borders.
Things are made more complex by the absence of international agreements to resolve these
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difficulties (Kulesza 2008). Furthermore, development of such agreements may be difficult
because of competing cultural perspectives. Attitudes to online privacy, for example, are
strongly culturally determined in terms of what people hold as constituting personal privacy,
the desired aims of privacy legislation and the preferred balance between individuals, social
groups and institutions (Capurro 2005). Further complicating this situation is the rise of
trans-national concerns which cannot be solved within state frameworks, but rather require
international bodies, or even new forms of organization (Pagallo 2013).

The last of the four principles, the protective principle, is only intended to cover
actions taken by non-citizens outside national borders which are specifically intended to harm
the state. This applies to a limited set of actions, such as terrorism or falsification of official
documents, and is generally considered less problematic in terms of Cyberlaw. However,
since it only applies to a very small fraction of online activity, the application of this principle
does not address the substantial body of concerns (Kulesza 2008, Wilske & Schiller 1997).

This situation makes the evaluation of law difficult in terms of existing accounts
of Positive Law Theory. To whose social facts, procedures or authorities are we to appeal?
Where territoriality functions in new ways, either non-existent or multiple, can we identify
which procedures apply or determine how to reconcile overlapping jurisdictions? Natural
Law Theory provides an account of law which is not troubled by these concerns because it
looks to the content of the regulation, not its form or origins. It provides a universal standard
by which to evaluate legislation irrespective of the types of action being regulated or the
nature of the regulating body.

Aquinas and Natural Law Theory

There are many accounts within the Natural Law tradition, and much variation between
them. For example, Murphy holds that the central claim of Natural Law is nothing more than
“that there is a positive internal claim between law and decisive reasons for action” (Murphy
2006, p. 1). By contrast, Westberg (1995) makes the stronger claim that the essence of
Natural Law theory is that moral claims form the basis for the assessment of law. This view
is echoed by Finnis (1980), who argues that Natural Law is concerned with the proposition
that legal obligation is a form of moral obligation. Such disagreements tend to support the
attitude that Natural Law Theory is a general term applying to a wide variety of positions,
and that it is the application of the term, rather than the contents of the ideas, which unites
them (Crowe 1962).

Be that as it may, there is general agreement that the treatment of law by Thomas Aquinas,
as found in Questions 90 — 97 of the Summa Theologicae I-11, represents the paradigm of
Natural Law Theory (Armstrong 1966; Crowe 1962; Henle 1993; Lisska 1996; Murphy
2006). In this section, which has become known as The Treatise on Law, Aquinas provides
an account of law which entails moral obligation as a function of the metaphysical structure
of the universe. Accompanied by his epistemology and his account of the nature of the
human being, Aquinas provides a comprehensive account of the nature of law and its basis in
morality and psychology. He also provides normative guidelines regarding many aspects of
law, including evaluations of justice, obligation to obey and legislative procedures. Interest
in Aquinas and Natural Law Theory revived after World War 11, providing the basis for the
concept of crimes against humanity and much of modern international law (Lisska 1996;
Mirabella 2011). Recent accounts of Natural Law, such as Finnis’s influential Natural Law
and Natural Rights (1980), can be characterised as modifications or extensions of Aquinas. It
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follows that if we can make sense of justice in Cyberspace using Aquinas, the entire corpus
of Natural Law thinking is better placed to confront issues of cyberlaw.

Our starting point will be structure of law provided in Questions 90 — 97 of the Summa
Theologicae I-11,% but we shall also draw upon Aquinas’s metaphysics of good as found in
Book 3 (Questions 2 and 3) of the Liber de Veritate. We shall examine how Aquinas defines
law, good and justice, and how he connects these with the human. 1 shall seek to explicate
the underlying principles within his schema and use them to produce an account of specific
criteria for determining the justice (or otherwise) of cyberlaw.

Aquinas’s Account of Law

Aquinas derives a number of concepts and methodologies from Aristotle which distinguish
his approach. Most importantly, Aquinas tends to regard things as processes rather than
states. For Aquinas a true understanding of something, especially living things and social
systems, can only occur through an understanding of the final state to which their
developmental processes are inclining. For Aquinas all living things have ends, states of
affairs which they have an inbuilt, essential, inclination to achieve. For example, all beings
are inclined to preserve their life; they have internal processes which preserve their lives, and
they have behavioural predispositions which function to the same end. This concept of
disposition towards ends is central to Aquinas’s treatment of Natural Law (Lisska 1996).
Aquinas also distinguishes between two forms of reason in the human; speculative reason and
practical reason. Speculative reason may be understood as that which most people think of as
the intellect and works through syllogistic reasoning. Practical reason, on the other hand, is
action-oriented. Where speculative reason is concerned with premises and conclusions,
practical reason is concerned with actions and consequences. Both forms of reason are
rational in the sense of having a methodological consistency. Where reasoning occurs in an
inconsistent manner, Aquinas characterises it as irrational.

Aquinas’s Four Laws

Aquinas defines four forms of law; eternal law, natural law, human law and divine law.
Eternal law may be conceived as the cosmic order of things (Pattaro 2005). It is regulative to
nature and normative to man’s free will. On the basis of its regulative nature, it may be
considered a type of law (ST, I-1l, Q91, Art.1). Natural law can be understood as the
manifestation of eternal law within creation as the underlying principles upon which the
living world operates. All instincts, physical and biological processes are instantiations of
principles of eternal law (ST, I-11, Q93, Art. 2).

While human beings are subject to the same biological and natural processes as any other
animal, they also have the ability to reason. Natural law is here reflected in our natural
“rational” characteristics (ST, I-1l, Q91, Art. 2). There may be some debate about exactly

% The text of “the Summa,” as it is known, is divided into three parts. The second part is further
divided into two sub-parts, traditionally referenced as I-11 and I1-11. Each part is composed of a series
of numbered questions. These questions are further divided into numbered articles. 1 shall follow the
convention of citing references within The Summa by sub-part, part, question and article; for example
(ST, I-11, Q91, Art. 4).
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what constitutes “natural” in man, but this does not entail any logical difficulty for Aquinas.
It is the existence of given human characteristics in the general sense which constitutes the
premise of the argument, not any specific conceptualisations regarding how human nature is
instantiated in real living people. So long as we accept that there is a basic human nature of
some sort, we can use the concept of natural law.

Natural law offers only general principles. Human law is the development of those
principles into specific regulations (ST, I-1I, Q91, Art. 2). Natural law is non-contingent
because the world has a certain given nature and humans have a given makeup. Aquinas
regards it as rational to make laws which understand things as they are and irrational to do
otherwise. Where human laws reflect the principles of natural law they may therefore be
described as rational. If a law is not reflective of natural law then it is irrational and lacks
validity. Aquinas holds such laws are only called ‘law’ because they are backed by state-
sanctioned violence (ST, I-Il, Q93, Art. 3). Divine Law is found in the Bible to provide
guidance for situations which cannot be regulated and so does not concern us here.

The Nature of Good

Under Aquinas justice is what makes laws morally obligatory - we are morally obliged to
obey just laws and not morally obliged to obey unjust ones. We can therefore develop a
conception of justice by determining what would morally oblige us. Moral obligation
pertains to action in that it is an injunction to act in certain ways. It therefore falls under the
purview of practical reason. Practical reason is compelled by its nature to incline to good and
will orient action to good in a properly functioning person.

Aquinas merges ends with good in a deep way which has often been misunderstood. His
clearest treatment is found in Book 3 (Questions 2 and 3) of the Liber de Veritate Catholicae
Fidei Contra Errores Infidelium, typically referred to as Summa Contra Gentiles or as De
Veritate. Question 2 first shows that every act is for an end. The concern is primarily to see
off the proposition that actions can be infinite. This is done analytically, showing that all
actions are done for a purpose, which may be described as, and is, an end. Having
established that every act is for an end, Question 3 sets out to show that every agent acts for a
good. The critical task for Aquinas is to avoid a mere analytic proposition which simply
defines ‘good’ as nothing more than the term for the end of a successful act.

Aquinas first establishes that desire (or appetite) represents an attractive orientation to
good. Good’s relationship to desire is that it provides the ends to desire and so good is the
final cause of appetite. Aquinas then argues that good is not merely the object of desire, but is
the fulfilment of potency. The aim of any act is to actualize a potency, so the aim of an act is
to achieve a good. Aquinas uses this to define evil as that which limits the fulfilment of
potential. Aquinas then offers a description of the way rational reason works. Intelligent
agents act for a purpose, an end; they do not act chaotically. As intelligent agents, they
determine what that end is for themselves, they are not puppets. This requires a combination
of will (desire) and practical reason. The will desires the good - that is its essential nature.
Practical reason can only select an end by considering what is desirable and practical reason
will only find an end desirable if it is perceived as good. Since practical reason is what
makes intelligent agents act, all intelligent acts are oriented towards achieving a good. Since
what an act aims to achieve is its end, ends and goods are coterminous as a fact of practical
reason.

It is not necessary to critique these arguments; our intent is merely to build upon Thomist
Natural Law Theory to construct a set of criteria for justice. What we have seen is that, under
the Thomist system, good and ends are closely intertwined; the difference is more a matter of
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the perspective than a fundamental metaphysical or ontological separation of the two. This
can be summed up as a “metaphysics of finality” (Lisska 1996, p.103)>. Under Aquinas good
is embedded in the fabric of the universe. All temporal things are in process, moving from
potency to actualisation and the fulfilment or frustration of that process is good or evil. Good
is therefore something which can be determined objectively, in the sense that it can be tested
for its effect on being and its actualisation of potencies. The actualisation of the natural
potencies of the human thus becomes a set of goods. Practical reason is attracted to good and
selects those ends which are good for the individual. If practical reason acts otherwise it is
acting in a self-contradictory fashion — irrationally. To be moral is to therefore be attracted to
good - which is to seek to operate rational practical reason in a manner so as to bring potency
to act and to maintain or enhance being.

The Nature of Justice

Since moral obligation derives from an ontological good instead of a human practice,
Aquinas does not allow that legal process is superior to conscience. For Aquinas laws can
only morally oblige us if they are in accord with our conscience (ST, I-1l, Q96, Art. 4). In a
properly functioning human being, the conscience will be in accord with natural law. For a
human law to accord with our conscience requires, therefore, that said law be in accord with
natural law (or at least neutral to natural law). A law which is in accord with natural law will
be “rational” in the sense of the rationality of practical reason. Our analysis of De Veritate
indicates that a rational natural law will promote being, seek the good, not prevent the
actualisation of potency and be in accord with human needs and dispositions. A law which
meets these criteria may be termed ‘rational.” A rational law is a just law and a just law is a
rational law; the two terms are logically commutative.

According to Aquinas, all law can be categorised as either just or unjust.
Laws have binding force insofar as they have justice. [...] Things are just
because they are right according to the rule of reason. [...] The primary rule of
reason is the natural law, [...] And so every human law has as much of the
nature of law as it is derived from the natural law, and a human law diverging
in any way from the natural law will be a perversion of law and no longer a law
(ST, I-11, Q95, Art. 2).

This provides us with the antecedents and consequences of justice. The source of the
justice of a law is accordance with natural law (the way things are). The consequence of the
justice of a law is moral obligation. Furthermore, there can be no unjust law. A law which is
unjust is a broken law; it is ‘bad law.” There may be extrinsic reasons for compliance, such

% It is this identification of ends with good which offers the primary point of attack against Thomist
natural law — the accusation that this identification is a naturalistic (or “is/ought”) fallacy. However,
it is outside the scope of this paper to address this issue in any depth. Both Lisska (1996, pp. 33 - 48)
and O’Connor (1967, p.72) offer excellent treatments of the issue in defence of Aquinas. What is
clear is that the is/ought accusation treats values as an ontologically different type than Aquinas does.
For him, values inhere within the material world. The primary facts of the material world, the nature
of what is given, its processes and structures, are our primary values.

bd@thinkmetrics.com 6



What can a medieval friar teach us about the internet? Brandt Dainow

as “to avoid scandal or civil unrest,” but unjust laws are “acts of violence rather than laws”
(ST, I-11, Q96, Art. 4) because they compel through fear instead of conscience.

Justice in Cyberspace

We are now in a position to determine the attributes of justice with regard to cyberlaw. To
determine the specific characteristics a cyberlaw must possess in order to be just requires
determining the features of Cyberspace which form the equivalent of its eternal law and then
tracing the manner in which they are expressed as natural laws in Cyberspace. These
characteristics will be the essential properties of Cyberspace which are necessary to make it
what it is and make it a good. In that Aquinas considers being in terms of process rather than
state, the essential properties of Cyberspace we are looking for will be dynamic and reflect its
operational systems, its capacity for, and mode of, growth and its ability to resist damage and
preserve its existence. If we can determine what those properties are we will have
determined the characteristics cyberlaw must possess in order to be just.

The Eternal Law of Cyberspace

Eternal law is the underlying order upon which the world is based. It represents a
combination of structures and processes, objects and systems. It provides the enabling and
limiting characteristics which force pattern onto natural law and determine what is potency
and act, what constitutes being and what promotes or inhibits being and fulfilment.
Determining the eternal law of Cyberspace is a reductionist process by which we seek to
determine the technical processes underpinning human action. It is those characteristics
which make the Web possible and which define its essential properties, without which it
could not be. In Thomist terms, such features constitute the essential being of Cyberspace.
In that the Web is technically supported and mediated by the Internet, eternal law will be
located in the Internet’s fundamental technical characteristics. These primary technical
characteristics of the Internet will hold the status of the self-evident synthetic necessities by
which the Internet can be and which are known to humans by their effects.

While there may be a number of such characteristics, we need only focus on one for the
purposes of this discussion. We have seen that the relationship between online activity and
physical geography is what causes the most difficulty for cyberlaw because there is no
physical geography on the Internet. This is an essential property of the Internet, encoded into
the core structures within the software which make the Internet and the Web possible. These
structures do not have the capacity to represent geographical information. This is not an
accident, they were designed not to represent geography because this makes transmission of
data possible in ways which references to geography prevent. Not representing geography is
a necessary characteristic for the Internet, the Web and Cyberspace. We shall therefore now
examine why this is so and how this constitutes an example of eternal law in Cyberspace.
Aspatiality

Aspatiality is the term coined by Michalis Vafopoulos in Being, Space and Time on the
Web (2012) to describe the well-known concept that items and actions on the Web cannot be
identified as occupying specific geographical locations or any form of spatial orientation. A
similar concept was used by Joohan Kim in The Phenomenology of Digital Being (2001,
p.98):

Digital-beings have no determinable spatiotemporality.  This is the
fundamental difference between physical things and digital-beings: while
every physical thing is here or there, a digital-being is here and there. The

bd@thinkmetrics.com 7



What can a medieval friar teach us about the internet? Brandt Dainow

specific spatial location of the Web cannot be determined. [...] Temporality of
a digital-being is not determinable, either. No physical instruments or any
sort of chronometer can possibly determine temporality of a digital-being.
In Heidegger’s terms, digital-beings have no “datability.”

The cause of aspatiality is the nature of the connective tissue of the Internet. An
examination of the manner in which messages move around the Internet shows that the
absence of geographical data is unavoidable because such an absence makes the Internet
possible.

The Internet sits on a foundation of TCP/IP (Transmission Control Protocol/Internet
Protocol), the two protocols which give devices the ability to exchange messages in a manner
which makes the Internet possible. The Internet owes its very existence to the way message
routing is handled by IP. The routing methodology of IP permits messages to move between
nodes on the Internet in whatever happens to be the fastest route possible at any given
moment in time. This flexible traffic flow permits devices to be added or removed from the
Internet without any other portion needing to be reconfigured. In turn this permits the
Internet to grow at a very rapid rate while also providing resilience when portions of the
Internet infrastructure become damaged (traffic automatically flows around the damaged
portion).  This flexibility requires that routing be dynamic, automated and free of
geographical consideration.

IP shields applications from the mechanisms which connect them to the Internet. The
physical network is therefore irrelevant to internet-aware applications, allowing the physical
infrastructure and its geographical arrangement to change without any impact on higher level
activity (Rosen et. al. 1999). The connection between the originating device and the
destination device is never direct; instead IP datagrams are passed from machine to machine
until they arrive at their destination. Each datagram is composed of a header followed by the
data being transmitted. The header contains all the information available to process the
datagram, including its origin and destination (in the forms of IP addresses). It is not possible
for the header to include information such as geographical location or information regarding
which route a datagram should take or has taken (Stevens & Wright 1994). There is thus
nothing within the structure of the messages being exchanged within the Internet which can
represent geography.

Message transmission is controlled by routers whose function is to receive IP datagrams
and send them onwards. Since these devices are what determine the traffic patterns within
the Internet, it would, in theory, be possible to encode geographic information there. Many
routing protocols are currently used in the Internet, which may be characterized as a
collection of autonomous systems, each of which can select its own routing protocol for use
within that system. This permits independent evolution of each portion of the infrastructure
of the Internet and also of the software humans use to create the Web. This is a necessary,
though not sufficient, condition for device-independence on the Internet. It is important to
recognize that when a new device on the Internet sends a message to another, such as a
request for a file, there is no need for any work to be done within the Internet to make
provision for it. The system simply adapts automatically. As traffic increases some routes
become congested; what was a moment ago the fastest route suddenly becomes slow and
alternative routes become preferable. Hence IP standards specifically state that IP systems
must support multiple routes (Stevens & Wright 1994) and it is a formal design principle of
the IP protocol that ‘“adaptability to change must be designed into all levels” (Braden 1989,

p.6).
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The paths which messages take over the Internet must be dynamic in order to provide
efficient traffic flow and the ability to withstand changes to the network. Furthermore, since
the function of IP routing is to move messages between computers, not geographical
locations, there is no reference to geography within the various routing protocols or the data
from which routing tables are composed, nor would such information serve any purpose.
Distance on the Internet is defined in terms of intervening nodes (“hops”), not the number of
kilometres or miles between them. The only information a router has about a remote network
is the number of hops required to reach it and what node is next on the path to get there
(Graziani & Johnson 2008). Taking geography into account could only slow the system;
sometimes the fastest route between New York and Washington is via a router which just
happens to be in Amsterdam. Geographical information is not of a type which could do
anything other than inhibit the good order of the Internet by reducing the ability of traffic to
adjust to changes in the network and maintain optimal message routes. Geographical
considerations are not only impossible at the IP level, they would be harmful.

The measure of the robustness of this system as a consequence of its aspatial nature is
evidenced by the maintenance of a consistent number of connections between nodes as the
Internet has developed and changed. The “degree” of a node in a network is the number of
connections it has to other nodes. The “degree probability” is the probability that a randomly
selected node will have a given number of such connections. A probability distribution of all
possible degrees can be plotted for the whole network, termed a “degree distribution.”
Despite the rapid growth of the Internet, uncoordinated by any central body, the degree
distribution of the Internet has remained remarkably consistent (Izaguirre et. al. 2007) such
that nodes on the Internet have maintained an average of six hops between them throughout
its evolution (Ghanbari 2008). It is the dynamic and self-organizing nature of IP routing
which has provided the ability of the Internet to self-organize. Without this ability to
dynamically accommodate change and growth it is unlikely the Web would have developed.

There is a belief in some circles that the geographical location of an IP address can be
determined post hoc (Poese et. al. 2011, Yong et. al. 2011). However, IP addresses are not
allocated on a geographical basis and a single IP address may be used by multiple machines
(“IP leasing”) or, conversely, represent a gateway handling IP traffic for many devices. As a
result a one-to-one correspondence between a specific device and an IP address can rarely be
established with certainty. Efforts to circumvent this have focused on creating IP geolocation
databases via traffic analysis, but these have been unsuccessful and, even when claiming to
pinpoint a location, are unable to be more precise than a 50 — 100 mile radius (Poese et. al.
2011).

The other component of Cyberspace which directs the flow of data traffic occurs at the
level of the human experience, so geography could, in theory, be represented at this level.
The human-readable description of the nodes on the Internet and their resources is the URI
(Uniform Resource Identifier)*. The URI is designed merely to represent an Internet
resource in a uniform and minimalist manner. The syntactical conventions of the URI
standard do not constrain the type of resource being identified, the method by which it is to

* The more commonly seen URL (Uniform Resource Location), or web address, is simply a type of
URI which incorporates representation of its primary access mechanism, usually HTTP (W3C/IETF
URI Planning Group 2001).
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be accessed, or even what form of identification is being accomplished. The URI scheme is
global in scope, such that “interpretation is independent of context,” (Berners-Lee et al. 2005,
p.9) including location. Furthermore, the relationship between a URI and the device or
resource it references is intentionally unspecifiable so that devices or resources may change
without changing the corresponding URI (Berners-Lee et al. 2005).

While many URL’s contain references to nations, such as “.uk”, the correlation of those
references to the actual nation represented is a matter of social practice rather than physical
location or technological encoding. A node accessed via a “co.uk” URL may be physically
located in Australia without any technical issues being raised; a national domain designation
is a name, not a location descriptor. Similarly, in order to balance traffic loads, a large
international website may place multiple copies of the same site on hosts in many countries,
all accessible via the same URL. These examples demonstrate that the country designation of
a domain reflects, at most, the national allegiance of the website’s governing authority rather
than the physical location of the designated resource. Conversely, such national domains may
be used for non-geographic purposes, as is the case with ‘.tv’, supposedly the national
domain designation for websites in Tuvalu, but in fact operated by private companies (in
partnership with the government of Tuvalu) as profit-making enterprise selling “.tv’ domain
names for television-related websites.

In order to transmit data, human-selected URI’s are converted into target IP addresses via
DNS (Domain Name Service), so perhaps geography could be encoded there. However, the
DNS resolution process is a mere mapping of domain names to IP addresses. There is no
decision process involved in this mapping, it is merely a matter of one-to-one
correspondences in lookup tables. As we have seen, IP contains no geographical reference.
Since no algorithms or logical decisions are involved in the process of mapping a URI to an
IP address, there is no space within DNS for reference to geography. In fact, DNS is
designed to be independent of geography and of any reference to the underlying
communications systems (Mockapetris, 1987).

What the above demonstrates is that geography is not represented within any of the
systems which locate nodes and resources within the Internet. When people think they are
making or using geographical references, as in URL’s, it is really human practice and custom
which attributes a connotation of geographical location, for no physical location is actually
being described. The connection between the Internet and state territories is not problematic
for contingent reasons, but because geography cannot be represented in the systems which
provide connectivity between different points on the Internet. Furthermore, the needs of
dynamic traffic flow dictate that geography cannot be built into these systems without
serious, possibly fatal, harm to the Internet. From this it emerges that aspatiality is an
essential property of the Internet, not merely an accident; the Internet was specifically
designed to avoid geographical considerations. It is this precept which has permitted the
Internet to maintain the same degree distribution during its growth and which makes it both
robust and fast. Aspatiality emerges from our analysis as an eternal law of the Internet and
therefore a guiding principle of justice in the natural law of Cyberspace.

An consequence of aspatiality as a precept of justice in Cyberspace is that IP traffic should
flow freely, an ideal within the broader concept known as “net neutrality.” As Tim Berners-
Lee, inventor of HTML and much else of the Web, puts it:

“When, seventeen years ago, | designed the Web, | did not have to ask
anyone's permission. The new application rolled out over the existing Internet
without modifying it. | tried then, and many people still work very hard still, to
make the Web technology, in turn, a universal, neutral, platform. It must not
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discriminate against particular hardware, software, underlying network,
language, culture, disability, or against particular types of data.” (Berners-Lee
Blog for MIT Decentralised Information Group, February 5™ 2006)

The precept of aspatiality links the free flow of IP traffic to justice. As we have seen, the
ability of the Internet to dynamically modify IP traffic flow without human intervention and
without reference to geography is essential to its being. The principle of net neutrality
reflects this by holding that every datagram should be treated equally, independent of origin,
destination and type of service (Berger-Kogler & Kruse, 2011). This is not the place to
examine the debates regarding net neutrality in depth. However, we should note the efforts
of many parties to undermine it. For example, some telecoms organisations wish to
discriminate between different types of traffic. They may want to charge for IP traffic
differently according to the data content or the destination or origin, or dump certain types of
traffic when things are busy (Frieden 2008). The filtering of IP traffic based on datagram
content has already been recommended by the International Telecommunications Union for
the purpose of blocking spam email (ITU Recommendation X.1243, 2010). This
recommends inspecting datagram content, cutting links with routers believed to be through-
putting spam email, and blocking IP addresses. This is one of a range of ITU
recommendations for handling spam, but the only one to suggest doing so at the IP level.
The other recommendations have been implemented by many countries, but so far IP filtering
has only been implemented in China (ITU-T Standards Q&A, 2013), which has also
implemented IP filtering on a wide range of other grounds (OpenNet Initiative, 2012). More
threats to IP freedom remain within the forum of the ITU. For example, the Russian
Federation has proposed that each nation have the ability to create its own IP numbering
system and URI conventions, and that global conformity be abandoned (Russian Federation,
2012). All such threats to the free and neutral flow of IP traffic emerge as unjust under our
analysis.

There may well be other characteristics which are essential or necessary for Cyberspace to
be what it is. The aim here is not to develop a complete analogue of eternal law for the Web,
merely to identify a critical component which justifies the approach. Clearly other essential
characteristics of the Internet remain to be explored in a wider examination of the eternal law
of Cyberspace, but aspatiality creates a special concern for jurisprudence. It cannot be
painted out of the picture - aspatiality is necessary for the Internet, and therefore the Web, to
exist and to fulfil its greatest possible potential, its own eudaimonia.

The Natural Law of Cyberspace

We now enter the application of our precept of aspatiality at the level of the Internet to the
human experience of the Web. The precept of aspatiality is reflected in the human
experiences of disembodiment and de-localisation. Disembodiment  occurs
phenomenologically when one surfs the Web while maintaining a conceptual framework of
the Web experience as that of physical movement. People see themselves as moving from
place to place (web “site” to web “site”), while, in reality, one negotiates a spaceless
geography composed of an ontological, rather than 3-dimensional, topography represented by
entities such as the URL’s of websites (Monnin & Halpin 2012). We may be “on” the Web,
or “in” a website, but not in any physical sense and thus we experience ourselves as
disembodied. This can lead to new conceptualisations of the nature of being. For example,
Smart (2012) argues that this leads to deep changes in our cognitive and epistemic profiles,
such that elements of our mental operations incorporate web resources so as to develop
“mechanistic substrates” (Smart 2012, p. 446).
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Aspatiality also leads to de-localisation of action. The distributed nature of the IP protocol
means that much online activity cannot be located easily within three dimensional space.
Imagine the following scenario: Someone in London is engaged in online text chat with
someone in Singapore. They are doing this on a website which is physically located (ie:
hosted) on a server in New York. The words typed in London and Singapore are first
transmitted to New York, processed by the website, then transmitted back to appear
simultaneously both in London and Singapore. Where does this conversation take place?
With the rise of cloud computing, the website may no longer be hosted on a specific
computer, but be within a “cloud” in which computing operations are distributed between
different computers dynamically to share the workload. A cloud may be spread over much of
the globe, so that the computer actually operating any given process may change from
moment to moment (Voorsluys et. al. 2011).

These issues cannot be solved by determining which geographical regions are relevant;
trying to cram these experiences into geographical constraints would be unjust to any
individuals so treated. Doing so would ask individuals to attribute a specific remote
geographical locus to their online activity and then understand themselves to be bound by the
laws of that locality, no matter how distant it may be from their physical location or unknown
to them that legal framework may be. However, while this appears unjust under this analysis,
this is exactly what happens with many global websites. For example, Facebook’s user
agreement for all users outside Canada and the USA states all issues are governed under the
laws of Ireland (Facebook, 2012), while Google’s terms of service statement holds that
everyone on the planet who uses Google’s search system is bound by the laws of California
(Google 2012). Under our analysis this common practice of pinning a global community of
users down to a single region’s laws emerges as unjust.

The customary method for developing positive laws for human practices on the Web has
been to seek back to pre-existing concepts which seem to offer the best analogies with known
experience, and then to apply the principles thereof as if the features of the Web were
identical with, not analogous to, those traditional conceptualisations. For example, in July
2012, the legislature of the US state of Maryland passed a law forbidding employers from
demanding access to employee’s private social media pages. Bradley Shear, an attorney who
worked on the drafting of the bill, described such social media pages as one’s “digital home”
(Rector, 2012) and so assigned the same rights and status as pertained to a physical property.
This approach denies the very uniqueness of the Web, which is what generated the need for
some additional work to regulate Cyberspace in the first place. By denying the unique
aspects of the issues at hand, those which distinguish them from other issues, the rationality
of the process is degraded and so, under Natural Law Theory, justice is reduced.
Furthermore, in denying the reality of the situation, the chance of obtaining laws which
appropriately respond to the needs for which they were generated is also reduced. As we
have seen, under a Thomist conception, laws which lack rationality and hence justice do not,
of themselves, warrant moral obligation beyond the need to keep the peace. Legislative
justice in Cyberspace therefore requires recognition of, and support for, the aspatiality of
Cyberspace. This does not mean that Cyberspace cannot be regulated, but the natural law
position suggests that regulation via regional statute may not be the most just route. There is
a growing body of opinion in support of international structures whose regulatory remits
would be determined on grounds other than geography, basing jurisdiction on a particular
form of technology (eg: viruses) or digital activity (eg: social networking) (Halavais 2000,
Leeuw & Leeuw 2012) and such an approach would appear more just. The OECD is
considering international arrangements for handling malware and we are now seeing the first
thoughts in terms of similar structures based more on what happens in the Web, such as an
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international privacy consortium (Kulesza 2008). However, as we have seen with issues of
net neutrality, it is insufficient to merely have trans-national scope to a regulatory framework;
the statutes produced must also be just.

Conclusions

Positive Law encounters difficulties with Cyberspace because geography is a weak, often
non-existent, concept in Cyberspace. As we have seen, geography underpins the basis for
jurisdiction by nation states, yet it is an essential property of the Internet that it not make
reference to geography. Similarly, at the level of human’s navigating via URI’s, references
to geography do not really exist; nor can they be imposed upon the Web. The result is that
actions cannot be pinned to single geographical locations, but may span many, or may not be
locatable in geographical terms at all. While the traditional foundations of state regulation
are undercut by this lack of geography, the state’s power to regulate has also been eroded by
the ad hoc and dynamic nature of the Internet’s development. This has led to the emergence
of a wide range of organizational types with legitimate roles to play in regulation while at the
same time devaluing the power of the state.

Ethical and legal positions tend to be based on metaphysics; once you conceive the world
as being a certain way ethical and legal consequences usually follow. As a consequence,
there exists a place for a metaphysics of Cyberspace which can serve as the foundation of
one's positions regarding norms, law, rights, justice and so forth. Aquinas provides a simple
basis for a metaphysics of Cyberspace because of his clear divisions of law and their
integration into his metaphysics, a metaphysics which contains an inherent ethics. What 1
have done here is to accept his schema, the set of conceptual structures and their
relationships, and use these to model Cyberspace. The idea that there are a set of knowable
principles which underpin the manifest features of the world is not too surprising in the
Western tradition. Aquinas’s modus operandi is that the features (natural law) produced by
these principles (eternal law) have positive value and that it is rational to behave in a manner
which accords with them. Aquinas directed his commentary towards the material world. To
the degree that the analogy of a “world” is applicable to the Web, it is possible to apply
Aquinas’s schema to this new digital “world.” The task becomes one of identifying the
eternal law of Cyberspace, those features which form its foundations and which differentiate
it. One then determines a set of goods within these features and arrives at criteria of justice.
The applicability of this process does not require acceptance of the content of Aquinas’s
concepts, such as belief in a Divine Mind, the existence of Platonic ideals, or a deistic
creation. One need merely accept his fourfold division as a viable model for locating laws
within a rational framework which attempts to reflect reality as it is.

The approach | have taken treats the Web and the Internet very much as processes, rather
than states. My position is founded on a view of Cyberspace as evolving, as existing more in
potential than in reality. Since its inception the Web has surprised us. Many of the most
important innovations have resulted from people using Internet technologies in ways not
anticipated by their inventors. At the time of writing there is no evidence of this trend
slowing. There is every chance the Web will continue to evolve as long as programmatic
devices and communications technology continue to evolve and as long as people can find
new ways of using them. Under such a view, a long-term understanding of Cyberspace
becomes both critical and highly problematic. In terms of what we should do with, and
about, Cyberspace, we must therefore bear in mind that our ignorance is greater than our
understanding. A process view of Cyberspace indicates that legislation designed to address a
current circumstance may have significant impact on some unknown future circumstance, and
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that this future impact may easily be more important than that of the present. Such a situation
also pertains in other areas of technology. This issue was considered by Hans Jonas in The
Imperative of Responsibility (1981). His solution was to adopt what he called “the heuristics
of fear” (p. 22), in which we switch our focus away from trying to make things better and
focus on avoiding making things worse.

| have adopted this approach to cyberlaw by arguing for evaluation of legislation within
the Natural Law framework, in terms of justice. Aquinas stands at the centre of Natural Law
theory and is therefore an excellent source from which to work. Furthermore, Aquinas’s
metaphysics is tuned to process, as in potency and actualisation, and so suits the nature of a
Web in evolution. Aquinas develops the nature of legal justice from his metaphysics of the
world. In order to use Aquinas we needed therefore to adapt his metaphysical schema to the
“world” of Cyberspace. This enabled us to arrive at a position couched in terms which match
the way people already experience the Web. Instead of seeking to answer the impossible
question of how to apply geographical principles to Cyberspace, | have developed a position
which accepts the Internet as it is. This required an explication of Aquinas’s metaphysics,
particularly those aspects which determine the nature of legal justice. Once we had identified
these, we could seek for their equivalence in Cyberspace.

My methodology thus leads to a position where it becomes possible to argue coherently
based on Cyberspace as it is, rather than become confused in a Procrustean attempt to trim it
to fit old thinking patterns. As we have seen, this methodology leads to a position whereby it
becomes more than unfortunate if one harms essential qualities of Cyberspace, it becomes
positively unjust. Justice becomes a criterion of assessment irrespective of the nature of the
regulatory body or the form that regulation takes and so puts all regulative endeavours on a
comparable footing. In doing so it provides a mechanism for comparing alternative strategies
for action which may take very different forms and also ties treatment of aspatial issues to an
accepted justificatory platform already underpinning international law. This argues for
Natural Law Theory as the only viable approach to present and future issues of cyberlaw.
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