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The internet is a giant manipulation machine; here
are some ways to fight back.
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KEY POINTS

e The simulation hypothesis can reinforce a cynical
dismissal of human potential.

¢ Online platforms increasingly rationalize neuromarketing
techniques and manipulate decisions.

e Overcome this process by using cognitive boosting
techniques that build critical reflection and mindfulness.

By Julian Friedland, Ph.D., and Kristian Myrseth, Ph.D.

By now, you've presumably heard of the simulation hypothe-
sis, a much-hyped metaphysical conceit of many a Silicon
Valley tech mogul. It's a shrugging dismissal of our world as
amounting quite probably to nothing more than idle amuse-
ment for denizens of a super-advanced cyber-civilization that
gets its kicks by observing us living out our lives in a virtual

petri dish.
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The neuro-marketing puppet master  Guest authors Friedland and Myrseth

Numerous philosophers since Descartes have demonstrated
the absurdity of such a view: What's there to stop the simula-
tors from themselves being simulated, in an infinite regress of
simulations? And if we could actually discover that we're in a
simulation via some telling quantum signature—as propo-
nents maintain—then that knowledge itself would have to be
accurate and genuine, including presumably other critical

judgments that rely on the same cognitive faculties.

This delusive notion smacks of the kind of narcissistic nihilism

wouldn't necessarily be a problem were they not also the
ones designing the platforms we now spend most of our wak-

ing hours on.
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While it may conveniently let them off the hook of having to
worry about the dystopic implications of a future in which all
our choices are determined by the Al infrastructures they set
into motion, the rest of us lab rats d“O_I_W't have multimillion-dol-
lar bunkers to escape to when the apocalypse erupts.
Thankfully, there may well be a way to nip Skynet in the bud,
and retain some control over our lives. But first, we'll need to
understand how the cyberhooks dig into our heads one
nudge at a time.

A Brave New Nudging World

As Aldous Huxley predicted in his masterpiece Brave New
World, societies will continue to be controlled by punishment
and, to an ever-increasing extent, by the more effective meth-
ods of reward and scientific manipulation. Indeed, this is in-
creasingly the case as advances in neuromarketing condition
us to behave in predictable ways via complex tapestries of

online nudges.

Nudges accomplish this by leveraging our fast and impulsive
reactions, which require far less energy than slow and delib-
erative reflections. They do so by introducing mild financial
rewards, by gamification ("enter for a chance to win!"), by
structuring reward patterns to maximize compulsion (the

“variable ratio reward,” in apps and casinos alike), or by acti-
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tions in whichever ways the designers deem desirable. The
result is a brave new consumer, pliable and with the attention

span of a goldfish.

The upside is that such techniques save time and can induce
responsible behavior by engaging many who wouldn't other-
wise or by preventing predictable mistakes. The downside is
that they can also have subtle negative consequences that
are difficult to detect in real time but that gradually under-
mine human competence at potentially every level of en-
gagement. This can happen through skill loss and by extrinsic
rewards becoming their own targets, thereby replacing delib-

erative ethical motivations.

THE BASICS

What Is Mindfulness?

Find a mindfulness-based therapist

Eventually, if we aren't given any financial, emotional, or repu-
tational carrots—or sticks—we may have no reason to do
much of anything and come to lack the capacity to think for
ourselves in new and unforeseen situations. Behavioral ma-
nipulation may also lead people to support well-meaning but
ill-considered fads or may anger those who see the nudges
as coercive. There is, hence, a longer-term danger that inter-
acting in environments where neuromarketing and behavioral
conditioning are commonplace can foster a culture in which
critical reflection and ethical competence become superflu-
ous, making us all essentially automatons in a deterministic

(un)reality.
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A Way Out of the Manipulation Machine

It's time to chart a new course that steers us out of this deter-

minist abyss of techno-adolescent fantasy and reactivity. A

ing"—offers an alternative. Unlike nudging, which aims to trig-
ger behavioral reactions, boosting invites critical reflection

and mindfulness. So instead of asking, “How can we manipu-

MINDFULNESS ESSENTIAL READS

5 Mindfulness Practices that Help a Grieving
Brain Heal

Leave Burnout Behind, Embrace the
Enchantment of Now

At the personal level, boosting opportunities abound: from
supporting reasonable internet regulations that limit neuro-
marketing toward children and adolescents to using online
mindfulness techniques. Tristan Harris' Center for Humane
Technology provides some good tips on how to accomplish

this, starting with turning off notifications and alerts and using

https://www.psychologytoday.com/us/blog/the-philosopher-is-in/202312/beat-the-simulation-and-seize-control-of-your-life 5/14


https://www.googleadservices.com/pagead/aclk?sa=L&ai=CligPo-aOZdykFeCSrr4Pme2jmATgreSAdZzTxovqEdrZHhABILrImSBgye6Zh9Cj2BCgAcD83eECyAEC4AIAqAMByAMIqgSTA0_QTqkTidKP3sMG6eRe_zd8tS8tUvfo0oIr1wW2SU0sdGnYc-sqlNPBnooALI0YGd7Y2qDVU9umo6VVdH2IFN1vwgTeTr-mN61V2cdvzLLI6yJ6H5pcLQ-BB-dreTr4qQ1D_KFgetQIAjE6l8-0kCxJb1BMRddKq7xbJ7CpVRjqhlz9zRn-6G9ns8n2BKHCbo6CfEn6KLGstaW_78sAzAqwLt7QR0TBX9lnCI0vjNnm4YC5xWhH2OzZ_b6PO2GOImYw1ki1W7E6nXxYibrzas69hNIiYYizbpf3c0AxMkrHONv17bzSu-xjIN3VqKTYwsaP96paDROhz1dVpMs715VFPg8pIpNYhPpDNWAkHsPs4qScabSBK52qPjD8N6jh_IBoyDPVVvYulgZwhvPG_nI4FRRKrhdPG2F7wbaQz8UfgO0kBkeMQx94Rwm_dBE_0cBBEhXuGg0UxuS6YQKzbepdOqsClxe6WQHfkCEHsCjB-Df5RqjGWk8exOa-GorU1SWO2im1BMvNLb8-B6oagEuMZsjABIODvt7LBOAEAYgFkLuKxEOgBgKAB6iDop4BqAfZtrECqAeOzhuoB5PYG6gH7paxAqgH_p6xAqgH1ckbqAemvhuoB5oGqAfz0RuoB5bYG6gHqpuxAqgHg62xAqgH_56xAqgH35-xAqgHyqmxAqgH66WxAtgHAdIIKAiA4YBAEAEYHTIEi4KADjoJgNCAgICABIBASL39wTpY5vaF9vu0gwOxCSfuiP82XNwngAoDmAsByAsBogwYKhYKFOS0sQLutbECtbixAqy6sQK7u7EC2gwRCgsQ0L740Pzs0uS3ARICAQOqDQJVU8gNAeINEwjQyob2-7SDAxVgicsBHZn2CEPYEwzQFQGYFgH4FgGAFwE&ae=1&ase=2&gclid=EAIaIQobChMInIKI9vu0gwMVYInLAR2Z9ghDEAEYASAAEgKtvPD_BwE&num=1&cid=CAQSOwAvHhf_Ou6hAPODJbAHHbDbp9c4QmXdKz_36L5nrRk_Sp0VC8-Qej99zSuv1qXHxP7qUCT8GLbqhdDlGAE&sig=AOD64_1tv4UBObcKwAmxLtoTAF7vJNoZZw&client=ca-pub-3406605080325507&rf=5&nx=CLICK_X&ny=CLICK_Y&uap=UACH(platform)&uapv=UACH(platformVersion)&uaa=UACH(architecture)&uam=UACH(model)&uafv=UACH(uaFullVersion)&uab=UACH(bitness)&uaw=UACH(wow64)&uafvl=UACH(fullVersionList)&nb=2&adurl=https://simple-life-app.com/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26campaign_id%3D18127953296%26adgroup_id%3D157769761155%26ad_id%3D685311635227%26utm_content%3Dagn_Intent_activity%7C300x250%26placement%3Dwww.psychologytoday.com%26utm_term%3D%7Cadn_ChallengeBlend_M8719_3_EN%26utm_campaign%3DUSCA_Simple_GDN_Intent_New_220822%26gclid%3DEAIaIQobChMInIKI9vu0gwMVYInLAR2Z9ghDEAEYASAAEgKtvPD_BwE
https://adssettings.google.com/whythisad?source=display&reasons=AWyjbB7caWmOLlgt4YbCnTM8J0BVGhoEmjWDvwdxBmtSv5Cffg0qXgGkvUKoKPs9_dpirD4z4rKTItUUnkaHpITceFyYFSlErTRf3HVdTJ4XZYUqDEHzJyCc65bbCyWHlXqyfW7THklCMY9LR8jGFS_otwGIj_E4YXMshNUE0OyHx-eTidH67lK98N9S7We5r7K7RhlIzhj27bIvspC4TBhStDvdGdd4pjgBVFqCBi_-eO_AnmrjErJviB7N4q-kzJUH49rDiletnho2spjmAtj_4mjHB_ZAZdYPPiBV4yVIPCiqs240hZIff9FRUR9qVW_LjfE0y36swrwEWhssTNRc3osDDK2Wd3SR6zIouyPNM-1xa4R6NJn7cd-_6y7DD1-Mxx4RTzUUVR5-1nudqzmmF4sik5PA58vwOdlHuDDIqya_7jqHO7f_F9LYI2yFi0JiA5B58Fzs47saXg3NQYNaZTIocVu1QLfLR-DYUJnbK6sg-bIZ0rB9D5vmMizF0qUX2rbQz7roBv2hoHimuJtwoGaIhwejjHKBgc0Y5q367hDuLxuJxaez16Tqoh9lg_nwTzHbkPBIGvOnh-Cfg7We0oRR_x6J1kYG17dl_GUmt5ylDSR1HIzbhYBdw2cNImY9NcjDG_StCeFJKVCz-cFKG0C-Xh7goP0leHpjZuvpDjxSpU6p08ToEh-ELdQlSedzq90rVFbVUh65zh2-CyOtCfUmm8fSJBkt4yXg9OMhZK51DeqQCY6wGM4wpLxLXEbD746INtAhvyJ2OAkSuK2SLLyJMKBWzIP24RLKNltIxPNuEb9AhSiviG0jkCabLPn1ynWLBdS4YfNUuKQR4Qi7udLJM6rneeoMEpwPOVBNOk0wB7-02fEPAfr4nCLxNc95Cl9a6sVRygsM1U56K44foXQaLnypcyXgiOEU4DlexrxSYcwwbbKVX76BrmmzVqJwOtl87b2YpK69pU26RZ79GqMGSmweHc6jWnp71fJhyWLPcifA50l82TRsPypYW5VK3iSO1mnYi6LQRBgLYWzUBvXMq1E9oD5SLk5XSy2AKSCviToxho9lmSVR3dYe8AN_EQDeyThrwrARA0BurAPmpoAHrXgqeMtS2zC0nxWyVBCs_cL2EoXm2mrqUam8fmep5GeWzEQjufAo92-2JqpHbo2cMXMDsnfNI4QMAiyugT97U9kvBWNLlWlyPrsCb4C9ixomNc-DMyYj1Qwks-y6PO96TSB1tpufosVrARIcqWOwiKQwOPtACks-GHjATnkSRKP9lo-_rVfdIZigp9NhwwxFB0lU4EUorMWjDw6D0_e6uhhKo9fMMB8L__mot0oHyDBg1exeQ9Kai_68KcgQbpLQvLPEkVS1CK7RHF0vH3XAV0X-I7qzGojKJEi5acYXpXk0Fq18d_ciqKr1eblhQq3V4q5cdsiIJrPC0qg4lU4iPwoP880hOBQv5gwe9VB8J3HV-4wMj3148anHoMQDQ4Ybis2cf0g2RIqfCSeUf1tIcsg6nVsN0LcPh5uoc5-6X_Yh5aa_oCXittsgHh63oOD8xvV6tPvJ7UmjAHkm5wqhowU063zFx2TaSm7QIuQvOFpJtZMIjPlK9dsgpfHDoOspToyoRQGOLUFz-HB4Gz5EcnOhDIkPuNks34ZlXNAyCInx8gRpaEGrB-iY2iSDT7-_Ap1WQp0zw4boiaa8G8b1zbYtPNlPHUp_ji6Q-ScWfPbia1WVwrvpi5ntwoLyS5T3JwYPO2C_NRvtvIJTXo9V1iYQK-_Ur3hT13fzgKrrfqN4QzikVJCXiTd62VrzzG4grCKKN4QUY8K9CQdC7sCaB2A4JAHJhw-MwZ_pYnhepoDiz2gUGEzEHlSpz4S8cj-tWLP4gqLUub46QRdKF2ttgSzKWAtkhILw93z-mG6QLqPrnEn6qglSNv-IOQfsnXTeMOXN7SDO33c2ndP29GhS9m5kNAEeb6xZmZxa37aXhIoVN8bcyUl_c653LMbB51hvrKwfBaV5p0VNdHp95AyG4ltG7eo7AJnLiHAtm30XITZSq6eaX1leliKP8VxRnkhAOZvWTv94Yp4TdDk1Bu76ybln9F6Ymg-xk2txL_jyn19r5jzd2zInhm-hvHzuqf9WPrllKsMRZVbNFsGKpaNjjJuJVHJbQ8Xf1W4n8AjPQCZkR1iV5q18-82Wry0FuN03WjdohK0TOg
https://www.psychologytoday.com/us/blog/laugh-cry-live/202304/5-mindfulness-practices-that-help-a-grieving-brain-heal
https://www.psychologytoday.com/us/blog/laugh-cry-live/202304/5-mindfulness-practices-that-help-a-grieving-brain-heal
https://www.psychologytoday.com/us/blog/momentology/202312/leave-burnout-behind-embrace-the-enchantment-of-now
https://www.psychologytoday.com/us/blog/momentology/202312/leave-burnout-behind-embrace-the-enchantment-of-now
https://www.psychologytoday.com/us/basics/fantasies
https://www.psychologytoday.com/us/basics/optimism
https://www.psychologytoday.com/us/basics/mindfulness
https://www.psychologytoday.com/us/basics/decision-making
https://www.psychologytoday.com/us
https://www.psychologytoday.com/intl/counsellors?domain=content&cc=us&cl=en

12/29/23,10:32 AM Beat the Simulation and Seize Control of Your Life | Psychology Today

ulating and addictive. It's also good to try to follow a few me-
dia sources you may not always agree with and to support lo-
cal journalism, which tends to build reflective trust communi-
ties by reporting on local events that everyone can confirm

with their own eyes.

At the organizational level, boosting can reduce reactive bi-
ases and help us develop greater moral self-awareness by in-
troducing speed bumps that ask us to slow down and to con-
sider what our choices say about us. They can involve client-
centered therapeutic practices and motivational interviewing
techniques that elicit edifying goals and optimal action plans.
But whatever forms they take, boosts maintain two funda-
mental principles: that humans can improve and that such im-

provement is both wanted and warranted.

These principles shouldn’t be hard to accept. They constitute
the Enlightenment project that yielded our foundational civic
values of freedom, equality, and self-rule. Yet they are contin-
ually under threat from relentless waves of belittling cynicism

that undermine human agency and potential.

The simulation hypothesis is only the latest contemptuous in-
tellectual fad, and the consequences of acquiescing to it can
be deeply corrupting, especially if you’re running a mega-cap
technology firm or developing generative Al. Instead, each of
us should try looking more upward to our potential and gaz-

ing less downward to our navel.

Julian Friedland, PhD is Associate Professor of Business
Ethics at Metropolitan State University of Denver. His re-

search applies moral psychology and reasoning to corporate

social responsibility.
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research focuses on decision-making and judgment in behav-

ioral economics.
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NARCISSISM 2 MIN READ

What If You're Too Smart for the
Narcissist?

Educate yourself on narcissists and narcissistic abuse.
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The expedition

TRAUMA 2 MIN READ

Engineering Ethics 101: The Titan
Submersible Disaster

It's unlikely humans will stop trying to get the farthest and most
dangerous recesses of the planet,
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MINDFULNESS 4 MIN READ

How to Practice Acceptance

One of the key ideas underlying acceptance is that difficult
emotions are an inescapable part of life.
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MINDFULNESS 3 MIN READ

Finding Light in the Darkness

Patience and self-reflection are ways to discover and nurture your
glimmers.
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MINDFULNESS 5 MIN READ

The Healing Power of Radical
Acceptance

Acceptance doesn't mean resignation, that the circumstance goes
away, or that we feel better about it.

MINDFULNESS 4 MIN READ

10 Profound Benefits of Embracing
Your Mortality

Memento mori means "remember you must die" in Latin.
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MINDFULNESS 4 MIN READ
How to Stop Overthinking and Live
Your Life

Many people experience rumination, or overthinking: thoughts
repeating over and over in your head.

MINDFULNESS 4 MIN READ

Creating an Adaptable Sustainable
Psychology

Exponential change has catapulted the psychological demands of
everyday living.
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MINDFULNESS 3 MIN READ

12 Simple Ways to Teach Mindfulness
to Kids

It's easy and fun to infuse your family's life with mindfulness—here's
how.

MINDFULNESS 3 MIN READ

How to Practice Radical Acceptance

Radical acceptance is accepting what is not under our control and
embracing what is happening now.
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