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Data subject rights provide data controllers with obligations that can help with transparency, giving data subjects
some control over their personal data. To date, a growing number of researchers have used these data subject
rights as a methodology for data collection in research studies. No one, however, has gathered and analysed
different academic research studies that use data subject rights as a methodology for data collection. To this end,
we conducted a systematic literature review that searched, compiled, and analysed 32 academic studies that use

data subject rights as a data collection method. We find that the right of access is the most commonly-used data
subject right by researchers, most studies are interested in measuring data subject rights compliance, and that a
variety of difficulties exist in conducting research studies with data subject rights. We conclude that researchers
should explore other data subject rights for alternative purposes, ease the process of exercising data subject
rights, and improve the scalability of these studies.

Introduction

In today’s technological world, our personal data are at high risk of
abuse, for instance, from unethical use and sharing of personal data, or
privacy violations (Cellan-Jones, 2020; Hill & Mattu, 2018). The Cam-
bridge Analytica scandal exposed how the personal data of millions of
Facebook users can be improperly shared and harvested to influence
democracy (Confessore, 2018). As a result of such abuses, there is a need
to integrate fairness and transparency principles when designing and
using technologies to collect, store, process, and/or share people’s data.
One way to implement these principles is to give citizens some control
over who can access, process, and share their data. Many countries have
done this through legislating data protection and privacy regulations to
protect data subjects in respect to the use of their personal data and its
movement (European Union, 2002). An example of such a data protec-
tion regime is the European Union’s (EU) General Data Protection
Regulation (GDPR) (Regulation (EU) 2016). Other countries (or regions)
have, or are in, the process of legislating their data protection regula-
tions (Greenleaf, 2021).

To address concerns about unethical use, retention, or sharing of
personal data, data protection regulations afford some rights, known as
data subject rights, to data subjects. For example, data subjects can use
the right of access to obtain from data controllers data held about them,
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how their data are processed, and how (and to whom) their data are
shared (Regulation (EU) 2016), Art 15). Another data subject right, the
right to data portability, allows data subjects to obtain and reuse their
data across different services (Regulation (EU) 2016), Art 20). Re-
searchers can use data subject rights as a powerful tool for collecting
data for studies (Ausloos & Veale, 2021). Consequently, a growing
number of researchers use these data subject rights as a methodology for
data collection in research studies; for example, studying compliance
with data protection regulations (Ausloos & Dewitte, 2018; Mahieu
et al., 2018), obtaining sensitive data to study corporate organisations
(Uldam, 2016), and auditing pervasive systems (Zwiebelmann & Hen-
derson, 2021). Other groups, such as activists, are using these rights to
fight for workers’ rights and demand fair processing of their personal
data (Open Society Foundations, 2019).

In this paper, we explore how research studies employ data subject
rights as a methodology. We term these studies as Data Subject Rights
Driven Studies (DSRDS). As these research studies become more popu-
lar, it becomes timely to study how they are carried out. To our
knowledge, no one has gathered and analysed different academic
DSRDS. Our main aim of this paper is to collect and analyse academic
DSRDS to identify gaps, shortcomings, and areas for research. We used a
commonly-used set of guidelines (Kitchenham et al., 2007) to conduct a
systematic literature review (SLR) and search, compile, and analyse
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academic DSRDS from six online databases. Our search covered the last
20 years and produced 3410 studies. A total of 32 studies pass our
assessment criteria, as detailed in Section 3. From analysing these
studies, we make the following contributions:

e We identify the data subjects’ rights that researchers use in their
studies.

e We categorise the purposes for which these rights are used by re-
searchers and their findings.

e We highlight experiences and challenges associated with exercising
these data subject rights in academic research studies.

From our SLR, we discover that DSRDS are hard to conduct in
practice. We highlight research methodological challenges, for example,
scalability and ethical issues. Our findings reveal a lack of data protec-
tion education on the sides of both data controllers and data subjects. As
this field is still in its early stage (Ausloos & Veale, 2021), we believe
that our review analysis will guide researchers, data subjects, data
controllers, system designers, managers, and policymakers in assessing
the practical implementation of data protection regulations. Stake-
holders will find our review valuable in addressing existing, emerging,
and future challenges in designing systems that fulfil these legal obli-
gations and implementing the law in practice.

This paper is laid out as follows. We next briefly describe the history
of data protection regulations and data subject rights. In Section 3 we
outline how the SLR was designed and conducted. In Section 4 we
present the results of our analysis of the 32 primary studies by answering
our review questions. In Section 5 we discuss our results and provide
some open questions. We discuss our review limitations in Section 6 and
conclude.

Background
Data protection regulations

Data protection regulations are legal frameworks designed to protect
the personal data and privacy of users. Historically, data protection has a
strong connection with privacy (Lukacs, 2016; Gellman, 2022). To give
an account of data protection to date, we will start by stating some brief
historical journeys of privacy. Privacy has evolved as part of funda-
mental human rights after its definition as “the right to be let alone” by
Warren and Brandeis in 1890 (Lukacs, 2016; Warren & Brandeis, 1890).
In 1948, the Universal Declaration of Human Rights (UDHR) recognised
privacy as a human right (Rudgard; Lukacs, 2016), followed by the
European Convention on Human Rights (ECHR) in 1950 (Rudgard;
Lukacs, 2016). In the 1970s, development in information society led to
the birth of the right to data protection (Lukacs, 2016). As a result, many
countries, especially in Europe, enacted laws that regulate the use of
personal information (Rudgard). In 1973 and 1974, the Council of
Europe established a framework to prevent the unfair collection and
processing of personal information (Resolutions 73/22 and 74/29)
(Rudgard). The idea was to facilitate trade amongst member states. In
the early 1980s, the Organisation for Economic Cooperation and
Development (OECD) set up guidelines to protect the privacy and the
transborder flow of personal data (OECD Guidelines); and the Council of
Europe set up another framework to protect individuals from automatic
processing (Convention 108) (Rudgard). Convention 108 was the first
international treaty on data protection, and both the OECD Guidelines
and Convention 108 integrate elements of the Fair Information Practices
(FIPs) (Gellman, 2022). In 2018, the Council of Europe and other sig-
natories modernised the Convention 108 treaty, which is now referred to
as “Convention 108+”. The modernisation was meant to enhance the
protection of personal data in this digital age by, amongst others,
strengthening the convention’s follow-up mechanisms and addressing
the emerging privacy challenges posed by the use of new information
and communication technologies (De Terwangne, 2021; Council of

Journal of Responsible Technology 16 (2023) 100070

Europe). Similarly, OECD guidelines were revised in 2013 in response to
the tremendous developments since they were adopted (Organisation
for Economic Co-operation & Development 2013; Kuschewsky, 2013).

The Fair Information Practices (FIPs), a set of principles developed to
safeguard the privacy of personal data, play a vital role in shaping data
protection regulations across the globe, to date (Gellman, 2022). FIPs
were first codified following proposals from two different committees
established by the British and U.S. governments in the 1970s.

Another major shift in European data protection regulation was the
1995 Directive 95/46/EC (the Data Protection Directive or DPD
(Directive 1995)). The DPD aims to harmonise data protection legisla-
tion within member states. The DPD, however, was not a panacea, as it
has its limitations. Van Biemen summarises diverging regulation, weak
enforcement, failure to address technological innovations, and inter-
nalisation as the main critiques against the DPD (Van Biemen, 2018). To
modernise and harmonise data protection across the EU member states,
the GDPR was adopted on 14 April 2016 and came into force on 25 May
2018. Elsewhere around the globe, Canada has the Personal Information
Protection and Electronic Documents Act (PIPEDA) (Government of
Canada 2000), the state of California has the California Consumer Pri-
vacy Act (CCPA) (State of California 2018), amongst other data pro-
tection frameworks (Greenleaf, 2021). Looking at the historical
progression of data protection regulations we can say that social, po-
litical, and technological factors have encouraged changes to data pro-
tection to date (Van Biemen, 2018).

The GDPR has been called the most remarkable reform in the history
of data privacy (Edwards, 2018). The passage of the GDPR into law has
changed companies’ behaviour toward handling personal data within
the EU and beyond (Mahieu et al., 2021). We thus choose to focus on the
EU data protection legislative framework in this background chapter of
our review and to drive part of the methodology of our SLR (see Section
3.4). For the purposes of this paper, we defined the following terms
based on EU law:

e Personal data refers to any information concerning a person who can
be identified directly from the information or indirectly in combi-
nation with other information (Regulation (EU) 2016, Art 4).

o Data subjects are people who can be recognised directly or indirectly
by the data held by controllers (Regulation (EU) 2016, Art 4).

e Data controllers are natural or legal persons which determine the
purposes and means of processing personal data (Regulation (EU)
2016, Art 4).

e Data processors are natural or legal persons responsible for pro-
cessing personal data on behalf of the controller. (Regulation (EU)
2016, Art 4).

Data subject rights

Data subject rights are designed to provide data subjects with
knowledge and potential control of their personal data. The GDPR de-
lineates eight data subject rights in chapter III to data subjects and
mandates respective obligations to data controllers (and data pro-
cessors). The GDPR’s data subject rights are as follows:

1 The right to be informed (Articles 13 & 14)

2 The right of access (Article 15)

3 The right to rectification (Article 16)

4 The right to erasure/‘right to be forgotten’ (Article 17)

5 The right to restriction of processing (Article 18)

6 The right to data portability (Article 20)

7 The right to object (Article 21)

8 The right not to be subject to automated decision-making (Article 22)

Giannopoulou et al. categorise the GDPR’s data subject rights into
two groups according to their mandate, passive and active (Gianno-
poulou et al., 2022). Passive rights, such as the right to be informed
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(Articles 13 & 14), aim to facilitate the exercise of rights. Whereas,
active rights, including Articles 15 to 18 and 20 to 22, deal with granting
the rights to data subjects. To classify the active rights according to
purpose, Articles 15 and 20 focus on transparency, Articles 16 and 17
focus on personal data, and Articles 18, 21, and 22 focus on processing
(Giannopoulou et al., 2022).

Even though some of these data subject rights predate the GDPR,
they are underused in practice (Giannopoulou et al., 2022; Ausloos &
Dewitte, 2018; Van Biemen, 2018). Max Schrems, an Austrian Law
student, revolutionised the use of data subject rights in practice (Van
Biemen, 2018). In 2011, Schrems filed an access right request to Face-
book for his personal data and received more than 1200 pages of PDF.
Schrems, grieved by Facebook’s action, initiated complaints pro-
ceedings before the Irish Data Protection Commissioner (DPC). Schrems’
case led to the abolishment of the Safe Harbour agreement and was an
eye-opener on Facebook’s breaches of European data protection regu-
lations (Ausloos & Dewitte, 2018; Van Biemen, 2018). Additionally,
Schrems’ case and other peoples’ alike have demonstrated that activists,
researchers, and other categories of data subjects can use the right of
access, the right to data portability, or the right not to be subject to
automated decision-making to correct injustice (Giannopoulou et al.,
2022), or negotiate better working conditions (Open Society Founda-
tions 2019), or audit pervasive systems (Zwiebelmann & Henderson,
2021). Invoking these rights can be done individually (Wong & Hen-
derson, 2019) or collectively (Mahieu et al., 2018) to achieve targeted
objectives. Collectively exercising data subject rights may be more
powerful in righting wrongs (Mahieu et al., 2018; Ausloos & Dewitte,
2018).

To exercise data subject rights, three steps are involved (Ausloos &
Dewitte, 2018). First, locate the controller that holds a data subject’s
personal data. Second, filing a request. The data controllers, upon
receiving, are duty-bound to fulfil such requests from the data subject
(or third party exercising on behalf of the data subject) except in certain
circumstances. In cases where the request cannot be fulfilled, the data
controller must communicate the reason(s). Third and finally, corre-
spondence with the data controllers and analyses of their responses. In
some cases, the data controller will provide no data despite answering
the requests, for example, if the data has been deleted or violates some
legal arrangements, or if the data controller fails to comply.

While data subject rights are designed to emphasise the rights of data
subjects concerning their personal data, academics can use these rights
to obtain access to enclosed datasets as part of their research studies
(Ausloos & Veale, 2021). Legal, ethical, and methodological challenges
can sometimes make these datasets held by data controllers hard to
access and scrutinise (Ausloos & Veale, 2021). Thanks to the trans-
parency requirements of the data protection regulations that allow ac-
cess and study of internal data held by data controllers. Researchers
have data subject rights as a legal framework to, amongst others, scru-
tinise algorithmic systems; identify and combat disinformation; and
improve technological system designs. This is done by encouraging
participants to collectively exercise their data subject rights in an
attempt to answer promising research hypotheses. This legal framework
provides valuable avenues for researchers to explore to quench their
taste for access to sensitive (and large) dataset (Ausloos & Veale, 2021)
and recent development has shown that researchers are increasingly
adopting data subject rights as data sources for data-driven research
(Wong & Henderson, 2019; Zwiebelmann & Henderson, 2021; Mahieu
et al., 2018).

The need for the review

We propose that using data subject rights as a methodology for data
collection should be studied extensively to identify gaps, shortcomings,
and areas for future research. This is based on two observations: first, as
argued by Ausloos & Veale, this research field is still in its infancy stage
(Ausloos & Veale, 2021). Second, driven by the passage of the GDPR,
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companies’ behaviour towards data protection has changed, not only in
the EU but globally (Mahieu et al., 2021), which makes such a study
timely. Having searched the literature, we found no existing reviews on
academic DSRDS (Section 3.1 details our search effort). Consequently,
we conducted an SLR using a commonly-used set of guidelines (Kitch-
enham et al., 2007) to collect DSRDS. We analyse how researchers use
data subject rights as a methodology for data collection in research
studies to identify gaps and challenges.

Review methodology

This section documents how we conducted this SLR, adapting our
procedure from the guidelines provided by Kitchenham et al. (Kitch-
enham et al., 2007).

Planning the review

To plan this SLR, we first drafted a pre-review protocol by writing
down research questions and an execution plan. Next, we tried to
establish whether a SLR or tertiary review should suit our case (Kitch-
enham et al., 2007). In doing so, we searched six electronic databases for
previous studies in the literature that gather and analyse DSRDS. The
searched databases were as follows:

1 ACM Digital library (Association for Computing Machinery 2022)
2 IEEE Xplore library (IEEE 2022)

3 Scopus (Elsevier 2022)

4 Web of Sciences (Web of Science 2022)

5 LawArXiv (arXiv 2022)

6 ProQuest Dissertation & Thesis (ProQuest LLC 2022)

We searched all the databases on 2021-11-11 except ‘ProQuest
Dissertation & Thesis’ which was queried on 2021-11-15. We used the
following strings to search for any relevant literature reviews of DSRDS:

("Literature Review" OR "Mapping stud*" OR "Mapping Surv*") AND
("Data Righ*" OR "Right to be informed" OR "Right of access" OR "Right
to access" OR "Right to rectification" OR "Right to erasure" OR "Right of
erasure" OR "Right to be erased" OR "Right to be forgotten" OR "Right to
restric*" OR "Right to data portability" OR "Right to objec*" OR "Right
related to automated decisi*" OR "Right to avoid*" OR "Right not to be
subject to automated decision-making" OR "Subject access right" OR
"Right to withdraw consen*" OR "Right to complai*").

In the end, the search yielded 73 papers (with some duplication)
from all six databases queried. We then read each of the studies using
Keshav’s guidance (Keshav, 2007), and found that none of the studies
address our problem. This discovery paves the way for a SLR.

Having concluded that we need to conduct a SLR, the next stage of
the review protocol was to develop the search strategy to answer our
research questions (Kitchenham et al., 2007). This strategy entails a
search string and search databases. For the search string, we used all
areas of data subject rights (see Section 3.4), and for the search engines,
we used the six online databases listed above.

Research questions

The aim of our SLR is to collect and analyse DSRDS to identify gaps
and or opportunities. We therefore formulated the following research
questions:

e RQ1: Which data subject rights do researchers use in their studies?

e RQ2: What purposes are data subject rights used in research studies,
and what findings have been made?

e RQ3: How are researchers using data subject rights in research
studies, and in which jurisdiction are people conducting research
studies?
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Inclusion/exclusion criteria

We used the following inclusion and exclusion criteria to screen the
primary studies generated from our search queries. We intended to focus
on academic studies driven by data subject rights, and we used a period
of 20 years to cover other data protection regimes.

1 Academic studies from the last 20 years;

2 Research studies that use any data subject right as a methodology for
data collection;

3 The expanded version of studies, if several version of a study was
archived,;

4 Each relevant study was treated differently when several studies
were reported.

Exclusion criteria

1 Abstracts, tutorials, presentations (e.g., PowerPoint), errata, letters,
retracted documents, or essays;

2 Studies associated with the Freedom of Information (FIO) request;

3 Studies not reported in the English language.

Search strategy

We adopt the search keywords and strings used in this study from
data subject rights and their branches as enshrined in the GDPR. To
capture all possibilities, we did our best to include alternatives for each
area of data subject rights. We cannot, however, rule out the possibility
of bias against some legal jurisdictions. We discuss this limitation in
Section 6. The following paragraph details our search strings:

("Data righ*" OR "Right to be informed" OR "Right of access" OR

"Right to rectification" OR "Right to erasure" OR "Right to be
forgotten" OR "Right to restric*" OR "Right to data portability" OR "Right
to object" OR "Right related to automated decision-making" OR "Rights
in relation to automated decision making and profiling" OR "Right not to
be subject to automated decision-making" OR "Subject access request"
OR "Right to withdraw consent")

Conducting the review

We made three passes through our search: “First pass” through the
metadata, “Second pass” through the abstracts, and then “Third pass”
through the full text (Fig. 1). We base our procedure on the work of
Meneely et al. (Meneely et al., 2013) and Keshav (Keshav, 2007). Our
method differs, however, from Meneely et al. as we did not screen out
primary studies using titles and authorship.

First pass

In the first pass, we queried the search strings from Section 3.4
through the metadata in each database. This procedure produced 3410
primary studies. Fig. 1 details the results according to databases.

Second pass

We considered all the 3410 sources returned by the six search da-
tabases for the second pass. Unlike Meneely et al. (Meneely et al., 2013),
we did not filter out studies based on titles and authorship. Our reasons
are two-fold: a researcher may use data subject rights to collect data
regardless of their study domain Ausloos and Veale, (2021), and addi-
tionally, a title may not describe the methodology used for data
collection.

For this pass, we used a spreadsheet to keep track of all the primary
studies (see Section 3.7). We then read the abstracts to screen each
study. Out of the 3410 sources, we considered only 55 studies for the
final pass, representing 1.61 % (38 sources after removing duplicates, as
some studies appeared in more than one database).
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Search Strings

43", 102 1,601 888 698 78"

Ny v v v ¥

[ 3,410 Primary Studies J

Second Pass (Abstract)

[ 38 Primary Studies ]

Third Pass (Read Text)

Y

Final 32 Primary
Studies

Fig. 1. The number of primary studies extracted from the six databases in each
of the three passes of the search process. “First pass” through the metadata,
“Second pass” through the abstracts, and then the “Third pass” through the full
text. 32 primary studies pass all the SLR assessment criteria.

Third pass

In this pass, we used Keshav’s procedure to read the 38 primary
studies (Keshav, 2007). Specifically, we read the title, the abstract, the
introduction, the conclusion, the Sections headings, and the
sub-Sections headings (ignoring everything else). In the end, 32 primary
studies pass all of the assessment criteria. In total, we dropped six studies
from the second pass. One was a conference paper (shorter version) of
another extended journal article. Two were the same work with different
titles, a journal publication, and the other a book chapter; we dropped
the book chapter. We rejected one study because the data right
mentioned in the abstract has no connection to data protection regula-
tions. We removed another because of its focus on FOI requests rather
than data subject rights. Finally, we rejected two papers because they
discussed data subject rights, but did not use them for data collection.

Quality assessment

We strictly applied our inclusion and exclusion criteria (Section 3.3)
in selecting the primary studies. No study was included or excluded
because of the quality or otherwise of its publication. This was because
of the interdisciplinary nature of this study area: we found studies in
Computer Science, Law, Social Sciences, and other knowledge fields
repositories. Since quality requirements in Computer science may differ
from those in Law, for example, setting metrics may lead to bias.
Moreover, as the targeted area for this review is still in its infancy stage
(Ausloos & Veale, 2021), we believe that including all valid research
regardless of the stage of the work is important.

Data extraction
Following Kitchenham et al.’s guidelines (Kitchenham et al., 2007)

and the work of Elhabbash et al. (Elhabbash et al., 2019), we extracted
data using a table format showing data items from the primary studies
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and their relevancy to the SLR research questions/objectives. Table 1
presents the data items we extracted and their connection to the SLR
research questions. We designed the extraction table during the protocol
design stage; this helps to minimize bias (Kitchenham et al., 2007).

Data synthesis

After the data extraction in Section 3.7, we coded the primary studies
and tabulated the data from the primary studies in tables based on the
research questions and other parameters, for example, the number of
data subject requests sent per primary study. For some of our analysis,
we sourced data from the meta-analysis by Norris and L’Hoiry (Norris &
L’Hoiry, 2017). We grouped common themes for analysis. This pro-
cedure simplified the synthesis and the statistical analysis. Our synthesis
and analysis approach was targeted to answer the research questions
(Elhabbash et al., 2019).

Results

In this section, we present the results of our analysis framed around
our research questions from Section 3.2.

Primary sources

Table 2 categorises publication venues for the 32 primary studies,
using the Journal Citation Reports (Clarivate 2023), Web of Science
(WoS Research Team, Web of Science Journal (WoS) Journal Info 2023),
and ACM Computing Classification System (Association for Computing
Machinery 2023). 17 (just over 50 %) of the primary studies were in
Law, with a variety of papers in computer science and social sciences.
This shows that research using data subject rights is multidisciplinary.
But the high concentration of papers in the law category could be
because data subject rights is a legal framework.

For the publication types, we see in Table 3 that the majority of the
studies are articles in journals (13), followed by book chapters (11), and
then conference proceedings (8). The high number of book chapters in
this review is because of the work of Norris et al. (Norris et al., 2017); we
treated each chapter in the book as an individual study.

Despite considering the period from 2001 to 2021, almost half (47
%) of the primary studies were published between 2018 and 2021 (see
Fig. 2). This suggests that after the GDPR, more people are studying data
subject rights. In addition, slightly over half of the papers in the 2018 to
2021 category are conference papers, and there were no technical re-
ports in all the primary studies. This supports the claim that this subject

Table 1
The data items extracted from each of the primary studies and their relevance to
the study.

Data item Description Relevant to Study

Key Key referencing the study Documentation

Title Primary study title Documentation

Date Year of publication Demographics

Research Research question/issues that needs ~ RQ1 & RQ2
question(s) to be identified

Methodology Method employed, how & why was ~ RQ1 & RQ3

the method used by the study

Data subject Data subject right used in the study RQ1
rights

GDPR status Whether the study was conducted RQ3

prior to GDPR Effective Date

Scope Study population and legal RQ2 & RQ3
framework used

Result What the study found RQ2

Open questions Possible open questions to be Discussion & open
explored question Section

Limitations Study limitations SLR analysis

Future work Possible future work SLR analysis

Conclusion Study conclusion RQ2
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Table 2
The primary studies according to publication venues for the 32 selected primary
studies. The Law category has the highest number of primary studies (17).

Publication types Number of studies

Communication 4
Computer science information systems 5
Information and library science 1
Law 1
Security and privacy 2
Social and professional topics 1
Social science and interdisciplinary 1
Urban 1
Total 32

Table 3
The 32 selected primary studies according to publication types. Most
of the primary studies are journal publications.

Publication types Number of studies

Book chapters 11
Conference proceedings 8

Journals 13
Total 32

area is still in its infancy stage due to the presence of many conference
papers and no technical reports (Ausloos & Veale, 2021; Elhabbash
et al., 2019). Conferences enable people to share observations, ideas,
and solutions, and a transition between research and practice is evident
from the presence of technical reports (Elhabbash et al., 2019).

Number of requests

75 % of the 32 primary studies sent fewer or 40 data subject requests,
and a total average of 39 requests, as evidenced in Fig. 3. Wong and
Henderson have the highest number of requests, with 230 data porta-
bility requests sent by the authors (Wong & Henderson, 2019). We
attribute this low number of requests to the fact that data subject’s rights
are individual rights, which means that researchers have to recruit and
guide participants to conduct such studies (Asghari et al., 2021).

Data subject rights in studies

RQ1: Which data subject rights do researchers use in their studies?

We are interested in understanding the data subject rights used by
researchers. The most commonly used data subject right by researchers
is the right of access: 29 of the 32 studies used this right as a method-
ology for data collection. One of those 29 studies used the right of access
and the right to data portability in the same study (S¢rum & Presthus,
2020). Relying on the GDPR, the right of access (Regulation (EU) 2016),
Art 15) and the right to data portability (Regulation (EU) 2016), Art 20)
are somehow related, as they both give data subject access to their
personal data. The remaining three other studies used the right to data
portability.

In answering our research question RQ1, our review shows that the
right of access is the data subject right used in more than 90 % of the
research studies.

Aims of the studies

RQ2: What purposes are data subject rights used in research studies,
and what findings have been made?

First, we reviewed the reasons various researchers conducted
research in the 32 primary studies. We find that the majority of the
primary studies are interested in examining legal compliance and us-
ability features.

Researchers have different reasons for conducting studies with data
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A Primary studies per year of publication

2001
2002
2003
2004
2005
2006
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2017
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2019
2020
2021

Year of publications

IJ_

Commulative distribution of number of requests per primary studies

100 150 200

Number of data subject requests

0 50

Fig. 3. The number of data subject requests sent in each of the 32 primary
studies. The midpoint of the observed data distribution is 19. This suggests a
scalability limitation in the number of data subject requests for DSRDS.

subject rights as a methodology for data collection. In the ten EU
countries studied in the book, The Unaccountable State of Surveillance,
the researchers were interested in testing how easy or difficult for a data
subject located in a country of study to exercise their right of access
(Norris et al., 2017). The studies monitor data protection regulation
compliance and usability features. Mahieu et al. follow the trend of
monitoring legal compliance by collectively examining how the right of
access meets its transparency requirements (Mahieu et al., 2018). Aus-
loos and Dewitte also investigated how data controllers accommodate
the right of access (Ausloos & Dewitte, 2018). Raento assessed how easy
it is for data subjects to get their data and information on data processing
using the right of access (Raento, 2006). The study further explored how
easy it is for the data subject to verify the correctness of the response
received following the requests or how the system supports transparency
requirements. Turner et al. conducted an empirical study to test the
exercisability of the right to data portability in the context of IoT and the
information provided to simplify how data subjects can exercise their

. The primary studies according to years of publication. The popularity of the studies after 2016 indicates how the GDPR influenced DSRDS.

data subject rights (Turner et al., 2021). These 14 research studies
measure compliance with legal requirements and usability.

Ten other studies were also interested in examining legal compli-
ance. Veale et al. attempted to use the right of access and gain access to
voice and audio data (Veale et al., 2018). Bier et al. set up a quantitative
and qualitative study with a sample of 612 companies to evaluate the
transfer of personal data, compliance with transparency requirements
on commercial emails using honeypots, and compliance with the right of
access requirements (Bier et al., 2017). Rothmann examined how the
right of access is implemented in practice using experience on how data
controllers react to subject access requests (Rothmann, 2017). Urban
et al. evaluated how companies respond to the right to access and the
right to portability requests (Urban et al., 2019). Tolsdorf et al. exam-
ined how privacy dashboards comply with the provision of Article 15
(Regulation (EU) 2016), Art 15) of the GDPR - the right of access
(Tolsdorf et al., 2021). Spiller discussed his experience in an attempt to
exercise the right of access in a UK city (Spiller, 2016). Using two EU
countries as case studies, Galetta et al. examined the right of access from
a theoretical perspective and its implementation in practice (Galetta
et al.,, 2016). Sgrum and Presthus investigated the practical exercis-
ability of GDPR’s Article 15 (Regulation (EU) 2016), Art 15) - the right
of access and Article 20 (Regulation (EU) 2016), Art 20) - the right to
data portability in information systems (Sgrum & Presthus, 2020).
Kroger et al. examined how service providers complied with subject
access requests using an undercover field study over four years (Kroger
et al., 2020). Finally, Wong and Henderson investigated how easy a data
subject can exercise the right to data portability and the file format
returned by the data controller by making 230 real-world portability
requests (Wong & Henderson, 2019). Wong and Henderson’s study
focused on the practical implementation of the law (Wong & Hender-
son, 2019).

Four studies used data subject rights to collect data from data con-
trollers for various reasons. Zwiebelmann and Henderson explored
whether the right to data portability could be used to audit pervasive
systems externally (Zwiebelmann & Henderson, 2021). Uldam (Uldam,
2016) and Uldam (Uldam, 2018) used the right of access to collect files
from cor-porate organisations for monitoring of activists’ activities.
Similarly, Ebbers et al. used the right of access to retrieve data from
vehicle manufacturers to reconstruct drivers’ activities (Ebbers et al.,
2021).

Two studies examined the security of data subject rights. Cagnazzo
et al. created an attack model, GDPiRate (Cagnazzo et al., 2019), which
sends subject access requests using a spoofed recipient’s address.
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Similarly, Martino et al. attempted to gain access to citizens’ personal
data without their consent using the right of access (Martino et al.,
2019). This was done by forging authentication credentials or by
impersonating publicly available information.

Researchers in the remaining three studies have different reasons for
their studies. Rene et al. conducted a longitudinal study (before and after
the GDPR) to examine the global effect of the GDPR on people who are
not EU citizens (Mahieu et al., 2021). Rene et al. assessed the right of
access using the EU and Canadian residents (Mahieu et al., 2021). Veys
et al. examined the usability features of data download tools provided by
data controllers (Veys et al., 2021). Data controllers provide download
tools to meet their data protection obligations under the right of access
and the right to data portability.

Summary of findings

In this section we report some of the findings of the primary studies.
We find that researchers experience both, in the words of Norris and
L’Hoiry, ‘facilitative’ and ‘restrictive’ experiences (Norris & L’Hoiry,
2017). For a facilitative experience, a data controller’s practices, be-
haviours, and administrative policies are subjectively deemed satisfac-
tory; otherwise, we say the experience is restrictive (Norris & L’Hoiry,
2017). A data controller can exhibit one or both practices.

We first look at studies that examined possible attacks on data sub-
jects’ privacy. Martino et al. (Martino et al., 2019) and Cagnazzo et al.
(Cagnazzo et al., 2019) described a procedure that could use data subject
rights for criminal conduct. Both studies used different techniques and
attempted to obtain the personal data of individuals without their
knowledge and consent. In both studies, the researchers have access to
leaked personal data. It is, however, imperative that data controllers
exercise caution when handling data subject rights requests.

In four studies, researchers successfully obtain data from data con-
trollers for their analysis. Uldam (Uldam, 2016), Uldam (Uldam, 2018),
Ebbers et al. (Ebbers et al., 2021), and Zwiebelmann and Henderson
(Zwiebelmann & Henderson, 2021) obtain data from data controllers
using the right of access and the right to data portability. Zwiebelmann
and Henderson, however, fail to externally audit pervasive systems due
to inaccuracies in the reported data (Zwiebelmann & Henderson, 2021).
On the other hand, Veale et al. attempted to obtain a copy of voice data
from a data controller, Apple but was unsuccessful (Veale et al., 2018).
Apple refused the request citing an unsubstantiated claim of privacy by
design (Veale et al., 2018). This trend of non-compliance with the legal
requirements is observed in most studies that attempted to measure legal
compliance (Norris et al., 2017). Though, some data controllers report
good practices (Norris et al., 2017).

In reporting the findings of some studies that examined data pro-
tection compliance, we start with the study of Tolsdorf et al. (Tolsdorf
et al., 2021). The study finds that most privacy dashboards and data
exports lack vital information regarding the right of access. And there is
a contradiction between the information in the privacy statement and
the actual data export. On the positive side, however, data subjects’
personal data are accessible, complete, and editable. Galetta et al. find a
significant difference in the theoretical perspectives of exercising access
rights in Italy and Belgium (Galetta et al., 2016). For example, theo-
retically, Italian law permits data subjects to access personal data pro-
cessed by the police directly. While in Belgium police files are accessed
indirectly. The EU harmonisation initiatives do not affect the exercise of
the right of access. In addition, the study encounters no noticeable dif-
ference between the legal regime in practice in both countries. Urban
et al. observe that data controllers offer an easy way to access personal
data (Urban et al., 2019). They fail to provide the required data, how-
ever, in most cases. 58 % of data controllers do not provide the necessary
information within the time limit stipulated by the GDPR. Data con-
trollers provide obstacles to data subjects, such as obtaining signed af-
fidavits and copies of ID cards (Urban et al., 2019). The data from the
data controllers are heterogeneous. Though some facilitative practices
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have been recorded in these three studies, most findings are worrisome.

To report other studies that test data protection regulations
compliance, we look at the ten EU countries’ studies (Norris et al.,
2017). For these ten studies, we use the meta-analysis by Norris and
L’Hoiry (Norris & L'Hoiry, 2017). In locating data controllers, results
show an overall success rate of 80 %. Researchers attempted to identify
data controllers using three mediums, the web (63 %), phone calls (27
%), and in-person visitation (10 %). Email contacts have the largest
share of the web medium of locating data controllers (Norris & L’Hoiry,
2017). Norris and L’Hoiry points out widespread restrictive practices in
compliance with data protection regulations, as the process was termi-
nated at the very beginning in a fifth of all cases, due to a failure to locate
data controllers (Norris & L'Hoiry, 2017). The procedure for submitting
access requests is complex and entails several correspondences. The
average number of back-and-forth correspondence in Belgium and Spain
is 3.1; in Austria, 1.3. Overall, results show the average number of
back-and-forth correspondence before submitting subject access re-
quests in the ten studies is 2.15 (Norris & L'Hoiry, 2017). For the data
controller’s responses to the subject access requests, in all cases, the
study records 43 % positive outcomes, i.e., answering the researcher’s
query adequately (Norris & L'Hoiry, 2017). On the positive side, some
data controllers, however, performed excellent facilitative practices.
Some of the Data Protection Authorities (DPAs) helped to resolve com-
plaints. The UK DPA resolved all complaints filed; the Spanish DPA
resolved all but one of the 14 complaints. DPAs in Austria, Hungary, and
Slovakia failed to resolve, successfully any of the complaints filed
(Norris & L’Hoiry, 2017).

Other studies that look at legal compliance, as well as usability fea-
tures, observe a general negative trend in the implementation of these
regulations. Raento’s study reports difficulty in the procedure adopted
by data controllers in exercising the right of access (Raento, 2006).
Similarly, the study finds that it is not easy to gain access and verify the
correctness and or completeness of the data controller’s responses.
Ausloos and Dewitte find that the current approach to exercising the
data subject’s right of access is mired with a lack of awareness, orga-
nization, motivation, and harmonization (Ausloos & Dewitte, 2018).
Turner et al. investigated the exercisability of Article 20 of GDPR
(Regulation (EU) 2016), Art 20) in the context of consumer IoT devices
(Turner et al., 2021). The study concludes that the right to data porta-
bility is not meaningfully explained to users and is not yet exercisable in
the IoT world. In an attempt to measure the collective effectiveness of
the right of access, Mahieu et al. engaged participants to evaluate the
responses from data controllers, following the right of access requests
(Mahieu et al., 2018). The study finds that noncompliance with the data
protection regulation is widespread, and participants are unhappy with
the practical implementation of the transparency requirements. Addi-
tionally, the study observes that citizens rarely exercise the right of
access. Veys et al. explored the design, formats, and tools for data
download provided by some data controllers in an attempt to fulfil their
legal requirements (Veys et al., 2021). The study reports that generally,
participants are not happy with either the format or content (or both) of
their data download tools. They suggest improving the filtration, visu-
alisation, and summarisation capabilities of the provided data download
tools for higher usability and usefulness.

Other studies recorded both restrictive and facilitative experiences.
In a longitudinal study conducted by Kroger et al., before and after the
coming into force of the GDPR, 53 % of the examined vendors gave an
acceptable response (Kroger et al., 2020). The result plummets to 15 %
and 41 %, however, in the second and third rounds, respectively. Re-
sponses to queries about third-party sharing are not helpful. Bier et al.
study finds that most companies do not transfer personal data without
consent (Bier et al., 2017). The right of access requests reports restrictive
responses as the study reports insufficient information. On the positive
side, 85 % of data controllers send responses on time. For Sgrum and
Presthus, most data controllers respond within the legal time (Sgrum &
Presthus, 2020). Companies are better compliant with Article 20
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(Regulation (EU) 2016), Art 20) than Article 15 (Regulation (EU) 2016),
Art 15) of the GDPR. On the negative side, the study finds that data
controllers fail to differentiate between the two data subject’s requests.
Other findings in that study reveal a variation amongst data controllers’
attitudes, in terms of response time, differences in file format and con-
tent received, quality of feedback, and how they handle the requests. In
Wong and Henderson’s study, the findings corroborated the difficulty in
exercising data subject rights (Wong & Henderson, 2019). 74.8 % of the
right to data portability was completed and not all file formats meet the
GDPR requirements. Like Sgrum and Presthus’s study (Sgrum & Pre-
sthus, 2020), Wong and Henderson find that some data controllers fail to
differentiate between data subject’s rights (Wong & Henderson, 2019).
Finally, Mahieu et al.’s study finds that slightly more than half reported
facilitative responses and that the GDPR unilaterally changes com-
panies’ behaviour globally (Mahieu et al., 2021).

Our analysis shows that CCTV footage is challenging to obtain from
data controllers. This is the case in the ten EU country studies (Norris
et al., 2017), data controllers blocked requests using several denial
strategies. A partial reading of the law; and a lack of technical and legal
competence are examples of denial strategies to block such requests
(Norris et al., 2017). This denial trend continues in other CCTV studies.
Rothmann attempted to obtain video footage in 29 locations but suc-
cessfully obtain a satisfactory response in only two and an incomplete
answer in four (Rothmann, 2017). Spiller’s study suffers a similar fate,
as only six out of the 17 requests are successful (Spiller, 2016). Spiller
points to the need for a more robust policy for handling data subjects’
right of access requests (Spiller, 2016).

Accordingly, from our review findings, we suggest that the exercising
of these data subject rights still requires much work going on the general
level of negative trends observed in terms of the data controller’s
behaviour towards responding to data subject requests.

Research evaluation methods

RQ3: How are researchers using data subject rights in research
studies, and in which jurisdiction are people conducting research
studies?

In this part, we study the methods employed by researchers in the
selected primary studies. We categorise the process of using data subject
rights in research studies for data collection into three steps (Ausloos &
Dewitte, 2018):

1. Identifying the data controller; where and how to send the data
subject requests.

2. Submit the data subject requests to the data controller.

3. Back-and-forth correspondence with the data controller; data con-
troller’s response analysis; and correspondence with the DPAs, if
there is a need.

We use these steps to characterise the primary studies research
evaluation methodology. In this Section, we exclude papers that did not
report their methodology (Uldam, 2016; Uldam, 2018; Ebbers et al.,
2021; Veale et al., 2018).

Identifying data controllers

Researchers used three media to identify data controllers: online,
including email; telephone contact; and in-person visitation. The ten EU
countries’ (Norris et al., 2017) and Galetta et al. (Galetta et al., 2016)
studies attempted to locate data controllers using these three media.
Meta-analysis for the ten EU countries reports that the studies success-
fully identify 262/327 data controllers; the majority through the web,
63 %); telephone, 27 %; and in-person, 10 % (Norris & L'Hoiry, 2017).
Eleven primary studies report that they evaluated the privacy policy
page of websites to locate the data controllers. In addition to the privacy
policy page, one of the 11 studies searched for the terms and conditions
page. Two of the 11 studies reported that they used other online media
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and the privacy policy page.

In the case of CCTV, the in-person visit to the camera site was the first
contact. The signage may not provide useful information or provide
misleading information, however. In that situation, the researchers
attempted to search websites or use other media like email or phone
calls before locating the data controllers. Other studies did not report
how they identify data controllers

Overall, most researchers used online media to identify data con-
trollers. With this result in mind, data subjects with limited or no access
to the internet are disenfranchised in exercising their data subject rights,
as the process terminates at the very beginning (Norris & L’Hoiry, 2017).

Submitting data subject requests

The majority of the studies used more than one medium to send re-
quests. Several media were used in studies by Norris et al. (Norris et al.,
2017) and Galetta et al. (Galetta et al., 2016) to submit requests: email;
mail post; online forms; and fax machines. The process was marred with
a lot of correspondence, combining several media in some cases.

Table 4 shows different media used by data subjects to send requests
in 15 primary studies. In the table, we exclude the ten EU country
studies, Galetta et al., the studies listed in the sub-Section 4.6, and two
others that did state that the access request letter was sent to a provided
address but did not report the medium of communication. Our results
show that email is the most widely used medium for sending data subject
requests.

Data controllers’ responses

Data controllers responded through different media: email; mail
post; online forms; fax machines; and DPAs. Some data controllers
contacted the data subject after receiving the request to acknowledge
the request recipient, others to seek clarification, others for additional
information, and others to provide answers to the request. Norris and
L’Hoiry, in their meta-analysis of the ten EU studies, and the study of
Galetta et al. (Galetta et al., 2016), note that the process of exercising the
right of access in those studies was complex to handle as researchers
experience several restrictive, facilitative and or both practices (Norris
& L’Hoiry, 2017). The process entails several back-and-forth corre-
spondences (an average of 2.15) to receive personal data (Norris &
L'Hoiry, 2017). In summary, data controllers contacted researchers in
these 11 studies through different media: phone; email; postal mail;
download tools; and DPAs.

Table 5 shows different media used by data controllers to establish
contact with data subjects in 15 primary studies. In the table, we exclude
the ten EU country studies, Galetta et al., the studies listed in the sub-
Section 4.6, and two others that did not state how they receive re-
sponses from data controllers.

Legal framework

To answer the last part of RQ3, we provide descriptive statistics of
the legal frameworks used by the researchers in sending the data subject
requests. The 32 studies employed four data protection regimes, the
DPD, the GDPR, the CCPA, and the PIPEDA. The DPD mandates member
states to enact data protection regulations to protect citizens. We classify
all requests under the scope of EU member states national laws that
derive from the implementation of the DPD as part of the DPD. The

Table 4
The various media used by data subjects to contact data controllers in 15
primary studies.

Medium of communication Number of studies

Email 12
Postal mail 5
Online forms 10
Fax 1
Other web forms 4
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Table 5
The various media used by data controllers to contact data subjects in 15
primary studies.

Medium of communication Number of studies

Email 3
Telephone
Postal mail

Download tools

O W0 W=

Other web forms

majority of the studies used the DPD (22 primary studies), then the
GDPR (12 primary studies); CCPA (one primary study); and PIPEDA
(one primary study). The high number of DPD frameworks is attributed
to the work of Norris et al. (Norris et al., 2017); we treated each chapter
in the book differently. It is not uncommon for some studies to use more
than one legal framework. One study used the GDPR and CCPA. One
study used the DPD and GDPR. One study used three frameworks (DPD,
GDPR, and PIPEDA). While the GDPR may have triggered most studies,
some studies were conducted before the GDPR became effective, so the
DPD framework was applied.

Discussion and open questions

In this section, we discuss our results and the primary studies, and
identify some open questions.

Discussion of results

The right of access is the most commonly-used data subject right
amongst researchers. From our analysis, three reasons explain re-
searchers’ interest in the right of access. First, the right of access is the
primary driver necessary to enable data subjects to exercise other data
subject rights (Norris & L’Hoiry, 2017). Most of the researchers in the 32
primary studies are interested in this right. Second, of all the data subject
rights, the right of access allows easy monitoring of compliance. It is
easier to measure compliance with data minimization, purpose limita-
tion, accuracy, and storage limitations using the access right (Ausloos &
Dewitte, 2018). Compliance with passive data subject rights (Gianno-
poulou et al., 2022), GDPR’s Articles 13 (Regulation (EU) 2016), Art 13)
and (Regulation (EU) 2016), Art 14) the right to be informed, can easily
be monitored using the right of access (Raento, 2006). Third is the ex-
istence of relevant studies in the literature to motivate researchers.
Mahieu et al. investigated the global effect of the GDPR by comparing
existing data sets in the literature (Mahieu et al., 2021).

We also find that some studies conducted an undercover investiga-
tion. In one case, a longitudinal study covering three repeated rounds of
data subject requests to data controllers (Kroger et al., 2020). The
practice of sending multiple unfounded requests to data controllers
deviates from the intention of data protection regulations (Regulation
(EU) 2016), Art 12). It is common knowledge that data controllers spend
time and resources to answer data subject requests. As such, these
studies may overburden the data controllers without their consent. The
result of that study shows how data controllers exhibit some restrictive
behaviour toward the data subject. The data controller gave an impolite
response, preferring to get rid of the data subjects than bear the exces-
sive demand (Kroger et al., 2020). The effect of these undercover studies
is that data controllers may be exhausted and discouraged from fulfiling
their legal obligations, even when the requests come from legitimate
citizens. Additionally, this may cause reputation damage to researchers
if things go wrong. For example, the Princeton-Radboud Study on Pri-
vacy Law Implementation was stopped, and the researchers had to
apologise (Mayer, 2021). In that study, researchers sent a bunch of
unfounded requests, and the institutional review board did not properly
evaluate the study to determine human subject involvement. Another
issue raised from these undercover studies is the ethical issue of making

Journal of Responsible Technology 16 (2023) 100070

the data controller waste excessive resources without consent.

Another insight from our review is that DSRDS are hard to conduct.
Data subject rights are individual rights, and the studies may involve the
personal data of participants. Researchers have to recruit, train and
guide participants to conduct such studies (Asghari et al., 2021), in
addition to ethical and privacy considerations. Our SLR shows research
scalability limitations. Out of the 32 primary studies in our SLR, only
three exceeded a hundred requests. In all three cases, fewer than 10
participants sent the requests in each case. A single data subject sent all
the 230 requests in the study with the maximum number of requests
(Wong & Henderson, 2019). Asghari et al. describe a novel method of
delegating the right of access that could improve the scalability of
research studies (Asghari et al., 2021). Delegation entails the exercise of
data subject rights using mandates by third-party on behalf of data
subject (Giannopoulou et al., 2022). This idea of mandate delegation is
not explicit in the GDPR,; its interpretation can be ambiguous (Gianno-
poulou et al., 2022). Despite the silence of the GDPR about mandate
delegation, it is important to note that data subject rights can be
mandated to a third party (Giannopoulou et al., 2022). Future studies
could incorporate the idea of delegation into Community science/Citi-
zen science to study scalability in a wider domain Vohland et al. (2021).

Another question that arises from our review is whether researchers
can act in the role of data controllers. In one study (Mahieu et al., 2018),
researchers recruited participants and as part of the study design, were
asked to submit data subject requests to data controllers. The response
received was shared with the researchers for analysis. In this case, the
researchers are acting on the role of data controllers. There are, how-
ever, some concerns associated with this. For example, complying with
Article 6 of the GDPR (or its equivalent in other jurisdictions) on further
data analysis (Regulation (EU) 2016), Art 6).

From the results of the primary studies selected for this review, we
observe a lack of data protection knowledge, expertise, and awareness
amongst the representatives of the data controllers. In one such case, the
data controller’s representative erroneously referred the researcher to
the police to submit a data subject request (Bellanova et al., 2017). In
another case, the officer was polite and willing to help but stated that
they had never received such type of a request before (Szekely & Vissy,
2017). These restrictive experiences, however, will discourage data
subjects from participating in research studies or exercising their data
subject rights. Literature shows that data subjects rarely exercise their
data subject rights (Mahieu et al., 2018). The unwillingness of citizens,
whom the data protection regulations protect, to exercise their data
subject rights has a connection to the failure of data controllers to pro-
vide appropriate organisational mechanisms for implementing the data
protection regulations in practice (Norris et al., 2017). Our SLR analysis
affirms this position. Having said that, educating the data controller’s
members of staff will be highly valuable to the success of data protec-
tion. In the current situation, disclosure of personal data seems to rely
heavily on the willingness and or training of data controller’s staff
members to handle the request rather than the legal rights of the subjects
(Fonio & Ceresa, 2017; Galetta et al., 2016). Moreover, educating data
subjects and data controllers on the importance of data protection reg-
ulations may simplify the process of exercising data subject rights.

Another issue we note in this SLR is the completeness of responses.
Assessing responses from data controllers require legal and technical
expertise. There are instances where the data controller can answer the
requests without providing data. Zwiebelmann and Henderson attemp-
ted to audit pervasive systems using ground-truth data versus the data
held by the data controllers (Zwiebelmann & Henderson, 2021). The
study was, however, unable to successfully audit the system due to
insufficient data from the data controllers. Some studies uncover how
data controllers use legal interpretation as a denial strategy to deny
requests (Rothmann, 2017; Norris et al., 2017). Others reveal how the
controllers fail to provide answers to third-party sharing and automated
decision-making questions (Fonio & Ceresa, 2017; Von Laufenberg,
2017). In one case, the DPA sided with the data controller to deny access
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to the necessary data. After exchanges of correspondence with the re-
searchers, the DPA rescinded its earlier position (L'Hoiry & Norris,
2017). Taking these experiences into account, how do we know that the
response from the data controllers is satisfactory and complete?

We also note the usefulness and accessibility of responses from the
data controllers. By usefulness, we here mean how the researcher (or
data subject) can comprehend and use the data, that is, the content
provided by data controllers. Is the response in an acceptable format that
can ease comprehension and usage? In some instances, the data con-
trollers provided the data in printable format (Krieger-Lamina, 2017),
which raises the question of how to comprehend and use the data.
Whether the data controllers provide the data in a structured or
machine-readable form (Wong & Henderson, 2019)? As regards acces-
sibility, we have to talk about the method of communication. Some data
controllers attempted to respond in a language foreign to the requester
(Bellanova et al., 2017; Szekely & Vissy, 2017; Fonio & Ceresa, 2017).
This behaviour will certainly restrict data subjects from interpreting the
correspondence. Another issue regarding accessibility is how some data
controllers use some security measures to protect the data and instead
impose some extra burden on the requester. In one case, the controller
provided a password-protected response with the wrong password
(Bellanova et al., 2017). The researcher could not access the document
until after investing more effort and almost two months delay. While
protecting the data is impressive, the data controllers must find usable
ways to secure the data without burdening the requester.

Our results show that email correspondence is the most widely used
medium for contacting data subjects following data subjects’ requests.
Email may have advantages, but it can lead to security breaches. Wong
and Henderson lost two email correspondences in transit (Wong &
Henderson, 2019). Further, Martino et al. demonstrate how an adver-
sary can use an email to compromise the data of a target individual
(Martino et al., 2019). Aside from security breaches, email correspon-
dence can easily disenfranchise data subjects with low or no internet
access. Data protection regulations aim to protect all categories of citi-
zens. Data controllers should research and use appropriate and
user-friendly communication channels accessible to data subjects.

Finally, we note that some data controllers complicate the exercise of
data subjects’ rights. Data subjects may find difficulty interpreting the
procedure for submitting data subject requests. For example, following
data subject requests, some data controllers responded by requesting
additional documents (Bellanova et al., 2017). The documents are not
part of the procedure for exercising data subject rights authored by the
data controller. After sending the said documents, some data controllers
argue that is the starting time for the 30 days counting (in the case of the
GDPR). This practice will make the process cumbersome by not speci-
fying all the required documents in advance.

Open questions and future work

We observe that the majority of the data subjects making requests in
our reviewed DSRDS are experts in their fields. At a minimum, they
understand the data protection regulations, including but not limited to
the data subject rights and what to expect from the data controllers. In
some cases, experts, for example, privacy experts or lawyers, assisted
researchers in the process. On the other hand, data protection regula-
tions aim to protect the rights of all citizens regardless of their back-
ground. Findings from this SLR show difficulty in exercising data subject
rights and require legal and technical skills beyond average persons. The
procedure entails back-and-forth correspondence, patience, persever-
ance, and, in some cases, resources. Our SLR analysis was on requests
submitted by experts in the majority of cases. A layperson may face
various challenges, starting from how to read and interpret the data
protection statute, how to locate the data controller, how to submit the
requests, when to expect the response, what to expect from the data
controllers, how to further correspond with the data controllers and
finally how to seek redress (if need be). In several instances, researchers
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from our primary studies (for example, Veale et al. (Veale et al., 2018))
fault the legal interpretation of the data protection laws by the data
controllers and or the DPAs. They argue that the data controllers use a
vague interpretation of the laws as denial strategies. Placing a layperson
in the position of dealing with the challenges of data subject requests (as
outlined above in this paragraph) may be disastrous, however.

We observe that none of the 32 studies focused on the views of data
controllers concerning the data subject requests. As far as data subject
rights are concerned, there are three key actors: the data controllers,
who are obliged with the responsibility of fulfilling the data subject
requests; the data subjects, whom the laws aim to protect; and the DPAs,
who are vested with the powers to ensure compliance with the legal
provision. The studies that we reviewed were interested in data subjects
and DPAs; it may be worthwhile to study the data controller’s sides
concerning the data subject’s rights implementation.

Limitations

The biggest limitation of this review study is that we considered only
academic studies. Journalists, activists, and other categories of people
are doing excellent work with data subject rights. The cancellation of the
Safe Harbour agreement was a result of the work of an activist (Ausloos
& Dewitte, 2018; Van Biemen, 2018) Another limitation is that our
exclusion criteria discarded studies not reported in English. Further, we
restricted our primary study selection to a search string that was inclined
toward the GDPR and applied to some selected online databases. The
search string may not favour all case scenarios as other legal frameworks
may have different wording. For example, the recent Kingdom of Saudi
Arabia’s Personal Data Protection Law (PDPL) has a wording for “The
right to knowledge” which our search string may not recognise. There-
fore, we cannot rule out the possibility of bias against certain jurisdic-
tions. Finally, researching with data subject rights is multidisciplinary;
we chose six different online databases, but these may have been biased
towards particular disciplines.

Conclusion

To promote transparency, data protection regulations grant data
subjects some rights, which are referred to as data subject rights. A
growing number of researchers are using these rights as a tool for studies
(Ausloos & Veale, 2021). Exercising data subject rights in research
studies (and in practice) is cumbersome and requires patience, perse-
verance, legal knowledge, technical skills, and resources (Norris &
L’Hoiry, 2017). Data subjects interested in exercising these rights have
to understand the legal statutes, how to exercise the rights, and what to
expect in return. In this paper, we have conducted a systematic literature
review that analyses 32 academic studies that use data subject rights as a
data collection methodology. From our results, we find that the right of
access is the most widely used data subject right in research studies;
accordingly, there is a need for researchers to explore other data subject
rights. Additionally, we find a variety of difficulties in using data subject
rights in research studies. From our analysis, we identify scalability;
ethical and privacy concerns; and lack of data protection knowledge,
expertise, and awareness amongst stakeholders as the major problems
associated with research studies that use data subject rights as a data
collection method. Using data subject rights to conduct research is in its
infancy stage (Ausloos & Veale, 2021). We believe that our contribution
will be valuable to researchers, designers, policymakers, and other
stakeholders in addressing new, existing, and future challenges associ-
ated with responsible ways of designing and using technologies that
incorporate the practical implementation of data protection regulations.
On a final note, we acknowledge that the GDPR was favored in our
primary studies search, which can be interpreted as a possible bias
against other data protection regimes. As many countries or regions of
the world are legislating (or have) data protection frameworks, future
reviews could look at the possibilities of integrating and analysing many
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data protection regulation frameworks.
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