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Abstract—In this research, we focus on the usage of
adversarial sampling to test for the fairness in the prediction of
deep neural network model across different classes of image in a
given dataset. While several framework had been proposed to
ensure robustness of machine learning model against adversarial
attack, some of which includes adversarial training algorithm.
There is still the pitfall that adversarial training algorithm tends
to cause disparity in accuracy and robustness among different
group. Our research is aimed at using adversarial sampling to
test for fairness in the prediction of deep neural network model
across different classes or categories of image in a given dataset.
We successfully demonstrated a new method of ensuring fairness
across various group of input in deep neural network classifier.
We trained our neural network model on the original image, and
without training our model on the perturbed or attacked image.
When we feed the adversarial samplings to our model, it was able
to predict the original category/ class of the image the adversarial
sample belongs to. We also introduced and used the separation of
concern concept from software engineering whereby there is an
additional standalone filter layer that filters perturbed image by
heavily removing the noise or attack before automatically passing
it to the network for classification, we were able to have accuracy
of 93.3%. Cifar-10 dataset have ten categories of dataset, and so,
in order to account for fairness, we applied our hypothesis across
each categories of dataset and were able to get a consistent result
and accuracy.

Keywords—Adversarial machine learning, adversarial attack;
adversarial defense; machine learning fairness; fairness testing;
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l. INTRODUCTION

With some of the latest advances in artificial intelligence,
deep learning (DL) can now be applied in areas as diverse as,
face recognition system [19], fraud detection system [20], and
natural language processing (NLP) [21]. As deep neural
network model continues to be increasingly associated with
important decision in our daily life, we cannot just view it as
only a mathematical abstraction but also as a technical system
for the modern society[22],[18][17]. Apart from looking at the
various metrics to better understand and evaluate the logic
behind the prediction of machine learning model, it is also
imperative to look at the ethics in order not to infringe on
people's privacy in which the ability to ensure fairness across
all groups without bias in dnn model prediction is of serious
concern to the community[23], while it is possible to have
intentional or unintentional discriminatory pattern in
dataset[24] which are being used to train a dnn model, it is
imperative and to have some mechanism to identify such

discrimination in dataset before training model with it as such
discrimination in dataset are eventually passed onto the trained
model when the model is trained with discriminatory dataset
especially when the discrimination is among the minority and
the vulnerable in the society.

There are several forms in which discrimination can exists
in dataset set, some of the forms includes group discrimination
[25], [26] and individual discrimination [27], [28],[29]. Some
of this discrimination can also be defined over a set of certain
attributes such as gender, race age and so on., and when a
machine learning model is trained with a discriminatory
dataset, such discrimination in dataset is always passed to the
trained model which make the model to make bias prediction
over the same group being discriminated against in the dataset
and this can be seen when ML model makes different decisions
for different individuals (individual discrimination) or
subgroups (group discrimination). Note that the set of protected
attributes is often application-dependent and given in advance.

Our research work is focussed on the usage of adversarial
sampling to test for the fairness in the prediction of deep neural
network model across different classes of image in a given
dataset. We are not dealing with the problem of individual
discrimination or samples that differs only by some protected
features. We aimed to use adversarial sampling to test for
fairness in a dnn model, while also making an avenue for
scaling the fairness through the misclassification rate across all
group of image. Several adversarial samples were generated
from the original image through several adversarial sampling
techniques which includes Calini & Wagner, fast gradient sign
method (FGSM), adversarial patch, gradient base evasion, and
projected Gradient Descent (PGD). Although proposals and
conceptual framework had been researched and formulated to
address the issue of fairness in ML model [30], [31], [32]. One
example is THEMIS randomly samples each attribute within
its domain and identifies those discriminative samples [30],
and also AEQUITAS which aims to improves the testing
effectiveness with a two-phase (global and local) search [31]
while SG [32] combines the local explanation of model [33]
along with the symbolic execution [34] to cause an increment
both in the discriminatory samples and diversity

Il.  BACKGROUND

Adversarial machine learning deals with the study of
attacks on machine learning algorithms, and of the defenses
against such attacks.[1] .Many years ago, the focus of machine
learning engineers and scientist was on obtaining high
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accuracy for correct prediction, and while this had greatly been
resolve in the past few years. The new challenge had focused
on adversarial attack and defense against machine learning
model there had been series of research survey which establish
the need for protecting machine learning model against various
forms of attach which make it to misclassify [2].

During the training of machine learning model, it is usually
assumed that the training and test data are generated from the
same statistical distribution. This assumption makes the final
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model vulnerable to various forms of attack, majority of which
includes evasion attacks, [3] data poisoning attacks, [4]
Byzantine attacks [5] and model extraction [6].

A. Current Adversarial Techniques

1) Gradient-based evasion attack: In gradient base
evasion attack, a perturbed image which seems like
untampered to human eyes is made to be misclassified by
neural network model (Fig. 1)[35].

ax %+
esign(VaJ (0, z,y))
“panda” “nematode™ “gibbon™

57.7% confidence

B.2%9% confidence

09_3 9% confidence

Fig. 1. Adversarial sampling based on addition of perturbation [35]

We can carry out this type of attack by trial and error
method as we dont know in advance, the exact data
manipulation that will break the model and make it to classify.

Let say we want to probe the boundaries of a machine
learning model designed to filter out spam emails, it is possible
for us to experiment by sending different emails to see what
gets through. And so, a model has been trained for certain
words like "momentum”, and now we want to make an
exceptions for emails that contains other words, if we want to
attack, we can craft email with enough extraneous words which
will eventually make the model to misclassify it.

B. Fast Gradient Sign Method (FGSM)

Let’s assume we want to produce an adversarial sample x’
= x + 1 such that x’ is misclassified by the neural network. For
us to make x’ and x produce different outputs, 1 should be
greater than the precision of the features. Let's represent pixel
of an image by 8 bits, and we want any information below
1/255 of the dynamic range to be discarded. Here, the input is
perturbed with the gradient of the loss with respect to the input
which gradually increases magnitude of the loss until the input
is eventually misclassified.

While & decides both the size and sign of each and every
element of the perturbation vector which might be matrix or
tensor which are being determined by the sign of the input
gradient. Here, we just have to linearize the cost function and
find the perturbation that maximizes the cost subject to an Loo
constraint. This technique causes varieties of models to
misclassify input and is also faster than other methods

1) Projected gradient descent (PGD): PGD initializes the
sample to a random point in the ball of interest which is being

decided by the Loo norm and does random restarts. This
applies the same step as FGSM multiple times with a small
step size while at the same time clipping the pixel values of
intermediate results of each step to ensure that they are in an
g-neighborhood of the original image the value of o used is 1
which means that pixel values are changed only by 1 at each
step while the number of iterations were heuristically chosen.
This made it sufficient enough for the adversarial example to
reach the edge of the € max-norm ball.

2) Carlini and wagner (C&W) attack: Berkeley, Nicholas
Carlini and David Wagner in 2016 propose a faster and more
robust method to generate adversarial examples [7]. The
attack proposed by Carlini and Wagner begins with trying to
solve a difficult non-linear optimization equation. However
instead of directly the above equation, Carlini and Wagner
propose using a different function and then propose the use of
the below function in place of f using z, a function that
determines class probabilities for given input x.

With the use of stochastically gradient descent, we can use
the above equation to produce a very strong adversarial sample
especially when we compare it to fast gradient sign method
which can effectively bypass a defensive distillation technique
which was previously proposed for adversarial defense [7], [8],
[91, [10].

3) Adversarial patch attack: Adversarial patch can be
devised to fool a machine learning models. They work by
causing physical obstruction in an image or by randomizing
images with algorithm. Since computer vision models are
trained on images that are straight forward. It is inevitable that
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any alteration to the input image can make the model to
misclassify depending on the severity of the alteration.

We could define a patch function p corresponding to every
transformation t € T which applies the transformed patch onto
the image and Hadamard product, and the final adversarial
perturbed image X which must satisfy x = p; (x; Z) in order to
trained patch Z and some t € T.

For us in order to train patch Z, we could use a variant of
the Expectation over Transformations (EOT) framework of
Athalye et al. [3]. Let’s assume a family of transformations T, a
distance metric d in the transformed space, and the objective is
to find a perturbed image x

As the image is expected to be within €-ball in anticipation
for transformations T. The attack could find some
unconstrained optimization problem. The adversarial patch
exploits the way machine learning model are trained for image
classification by producing more salient inputs than real world
objects. Such salient inputs are misclassified when fed to a
machine learning model

C. Current Defense Strategy and Limitation

1) Adversarial training: Adversarial training is a form of
brute force supervised learning technique where several
adversarial examples are fed into the model and are explicitly
labeled as threatening. The approach is similar to a typical
antivirus software, which is constantly being updated on a
regular basis. As effective as adversarial training may be in
defense against adversarial attack, it still requires continuous
maintenance or update in order to be effective in combating
new threats and it is still suffering from the fundamental
problem of the fact that it can only successfully defend against
threats or attack that has already happened and is already
trained against.

2) Randomization: Several adversarial defense methods
relied on randomization as a technique for mitigating the
effects of adversarial Perturbations in the input and/or feature
domain [11]. The idea behind this defense technique is the
robustness of deep neural network model to random
perturbation. The aim of randomization-based defense is to
randomize the adversarial effects of the adversarial sampling
into several random effects which is a very ok and normal
thing for varieties of deep neural network models.

High success had been achieved by successful defense of
Randomization-based defense technique against both black-
box and gray-box based attacks, but it is still vulnerable white-
box based attack, for example, the EoT method [12] can be
easily attacked and compromised simply by considering the
randomization process during attack.

3) Denoising: In denoising several research works had
pointed to both input denoising and feature denoising as a
technique for an effective adversarial defense. While input
denoising is aimed at complete of partial removal of
perturbation from the adversarial samplings or input, feature
denoising is aimed at alleviating, reducing or mitigating
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effects of adversarial perturbation on important features i.e
features that are more impactful on the decision of deep neural
network model.

Several methods had been proposed for denoising as a
technique for adversarial defense such as conventional input
denoising, GAN-based input denoising, auto encoder-based
input denoising, feature denoising.

Each of these methods of denoising had been shown to be
vulnerable to one form of adversarial attack or another. For
instance, Sharma and Chen [13] had shown that input
squeezing can bypass by EAD, While good performance was
achieved on Testbed by APE-GAN techniques[14], it is easily
defeated by white-box based attack[16], As for auto encode-
based input denoising,  Carlini and Wagner [15],[16]
successfully demonstrated that it is vulnerable to the
adversarial samples generated by attack, but with feature
denoising, research had shown that it merely increase accuracy
by 3% which makes it vulnerable to PGD attack.

Ill. RESEARCH METHODOLOGY

Fairness when using adversarial sampling as input had
shown to cause disparity in accuracy and robustness among
different groups [16]. Our method of approach is such as to
investigate the cause and offer a solution. The methodologies
were in three(s) phases of activities;

A. Phase-1: Development and Optimization of DNN Model
from Scratch

We created a python project in jupyter notebook and
created a deep neural network model (DNN) for image
classification. We used cifar-10 dataset which consists of
60000 colored images with each image having 32x32
dimensions and categorized into 10 classes of image [Airplane,
Automobile, Bird, Cat, Deer, Dog, Frog, Horse, Ship, Truck],
with each category containing 6000 colored images. The whole
50000 images in the training dataset folder of cifar-10 was
used for training our DNN model while the 10000 images in
the test folder of cifar-10 dataset was used to validate our
model.

With an initial accuracy of 72%, we needed a higher
accuracy and hence, we did some hyper parameter turning by
adjusting the learning rate, the number of convolusional layers,
and adding some regularization until we are able to get a good
accuracy that we can work with, after which we decide to
compile and save our new model with KERAS being a high
level neural network library that runs on tensorflow.

B. Phase-2: Generation of Adversarial Sampling

Another python class was created in jupyter notebook in
which we wrote algorithms for several adversarial attacks. We
wrote adversarial algorithm for adding various kind of noise
perturbation to all the images in the training folder (adversarial
sampling) (Fig. 2). The algorithm automatically creates new
folder and then puts all the adversarial sampling into the new
folder. The adversarial folder which contains all the perturbed
image or adversarial sampling is named dogsa (Fig. 3).
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def noise add(path,numb):
img = cv2.imread(path,@)
im = np.zeros(img.shape, np.uin
mean=40
sigma=50

t8)
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cv2.randn(im,mean,sigma) # create the random distribution

noise image

cv2.add(img, im) # add the noise to the original image

io.imsave("dogsa\\"+str(numb)+".jpg", noise image)

return noise image

Fig. 2. Creation and addition of random gaussian noise distribution to image having image path and position as argument
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Fig. 3. Generated adversarial sampling in the dogsa folder after iteration and noise attack

At this point, it was needful for us to test our model with
the newly created adversarial sampling to see if it will
misclassify those images, having satisfied the criteria of
misclassification, it was needful for us to test for fairness
across each of the 10 categories of images in the cifar-10
dataset. To actualize this, we separated each category of image
in the cifar-10 dataset as separate entity and then observe the
accuracy of misclassification across each entity to see if the
accuracy of misclassification for each entity will be close, and
indeed the accuracy of misclassification for each of the 10
categories of images were closely called which ensure fairness
across each group.
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Fig. 4.

C. Phase-3: Evaluation and Removal of perturbation

This is a very tricky part, as several methods had been
proposed with little or no effectiveness. Here, we write
algorithm to remove the perturbation, considering the existence
of several adversarial attack, we wrote an algorithm to remove
all forms of perturbation while at the same trying to maintain
the original property of the image. The algorithm iterate
through all the images in the adversarial folder where we have
our adversarial samplings and remove perturbation in each of
them, and in the process creating a new folder name dogsa-
clean where all the clean images from the adversarial folder are
saved (Fig. 4).

Images in the dogsa-clean folder after passing through the new separation of concern layer from software engineering concept
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At this point, we wrote few lines of python code to load our
model through keras, and iterating through each of the images
in the dogsa-clean folder where the cleaned images are saved
and observe the result. After this, each categories of image
were treated as separate entity to account for fairness across
each group of images.

IV. RESULT AND DISCUSSION

On iterating through each category of adversarial samplings
in our adversarial folder to see the rate of misclassification
across each image, it was found that there is unfairness as some
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of classes have high rate of positive misclassification than the
others.

The rate of misclassification was not consistent as Airplane,
Automobile, and truck (Fig. 5) has very low rate of
misclassification compared with other groups, calini & wagner
form of adversarial attack were added to them, while also
updating the learning rate and regularization of our initial
model and rebuild. The purpose of this is to ensure fairness and
consistency across all the classes of image through consistence
rate of misclassification (Fig. 6).

Misclassfication rate of cifar-10 Dataset Adversanal Sampling

100 1

Misclassification Rate(%)

Airplanefutomaobile  Bird Cat

Deer

Horse Ship Tuck

Dog Frag

Image Category! Class

Fig. 5. Plotting of the misclassification rate of the generated adversarial sampling and visualization of fairness across each of the 10 category of images

Misclassfication rate cifar-10 Dataset Adversarial Sampling
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Fig. 6. Plotting of the misclassification rate of the generated adversarial sampling and visualization of fairness across each of the 10 category of images after
Calini & wagner attack
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With some consistencies in the rate of misclassification,
series of algorithms were written to remove greater part of the
noises and perturbation for better accuracy. Rather than
labeling the attacked images as invalid input, we want the
model to be able to predict the attacked images correctly and
classify them to the category of images they belonged to.

We wrote an algorithm to iterate through all the images in
our adversarial folder, remove as much pertubation and denoise
as possible while creating a new folder dogsa-clean to store all
the new images. Substantial lines of python codes where
written to iterate through various classes of cleaned and
denoised images in our dogsa-clean folder, and feeding them to
the DNN model.

To our surprise and amazement, without making any
further hyper-parameter tuning, we were able to have high rate
of fairness and consistency across each of the classes of clean
images while still maintaining a very good accuracy of
prediction in our classifier.

V. CONCLUSION

In this research, we successfully demonstrate a new method
of ensuring fairness across various group of input in deep
neural network classifier. Rather than the existing method of
training the model on the adversarial sample and label them as
invalid. We trained our neural network model on the original
image, and without training our model on the perturbed or
attacked image. When we feed the adversarial samplings to our
model, it was able to predict the original category/ class of the
image the adversarial sample belong to.

Through our, method we were able to achieve fairness
across all the categories of images in the cifar-10 dataset. We
also introduce Separation of Concern (SOC) method from full
stark software engineering which ensures that we can manage
the filter layer as separate entity at any point in the
development life cycle without re-training the model.

Surprisingly, we tried to compare the true rate and false rate
of fairness for the adversarial sampling across each of the
classes of image with that of the cleaned images. We found
that the fairness rate was high, consistent and almost the same
without any hyper parameter tuning or modification to the filter
layer.

VI. LIMITATION AND FUTURE RESEARCH

In this research, we use the existing forms of adversarial
attack for the images. However, we envisage that there will be
more sophisticated forms of attack in the future. It is for this
reason that we adopt the model of separation of concern from
software engineering for our filter layer. In the event of a more
robust and sophisticated attack, rather than going back to
development to retrain our model, we only need to improve the
filter layer.

In addition, the filter layer can be made into a cloud based
handy toolbox library. In that case, the filter layer can be
managed in the cloud against any future robust attack and be
automatically available to all existing deployed model.

Vol. 14, No. 2, 2023

A. Material and Source

We use python 3.9 for this project, pip version 22.3.1,
tensorflow, keras to save, load and consume our model and a
host of other python libraries.

Our source code for the hypothesis and experiment on this
research had been uploaded to github and is made available to
the public, and can be accessed through the Uniform Resource
Locator (URL) below:
https://github.com/IGETOSIN1/Research-Adversarial-
Sampling-for-Fairness-Testing
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