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Abstract: Wireless security is the avoidance of unlawful access or impairment to computers using wireless networks. Securing 

wireless network has been a research in the past two decades without coming up with prior solution to which security method 

should be employed to prevent unlawful access of data. The aim of this study was to review some literatures on wireless security in 

the areas of attacks, threats, vulnerabilities and some solutions to deal with those problems. It was found that attackers (hackers) 

have different mechanisms to attack the networks through bypassing the security trap developed by organizations and they may use 

one weak pint to attack the whole network of an organization. However the author suggested using firewall in each wireless access 

point as the counter measure to protect data of the whole organization not to be attacked. 

 

Keywords - Wireless network, network security, WAP2, WEP, hackers, Firewall  

 

1. INTRODUCTION 

Wireless network is a network set up by using radio 

signal frequency to communicate among computers and 

other network devices, sometimes it is referred as Wi-Fi 

network or WLAN and it is getting popular nowadays due to 

easy setup feature and no cabling involved [1]. Wireless 

Internet access technology is being gradually arrayed in both 

office and public surroundings, as well as by the Internet 

users at home.   

With continual advances in technology, coupled 

with increasing price/performance advantages, wireless 

accessibility is being deployed increasingly in office and 

public environments. This new era of technological 

flexibility can also provide an open invitation for network 

security threats not only in the corporate world, but also the 

privacy of users at home. 

When the decision is made to move from a 

physically connected architecture to wireless LAN 

technology, component accessibility and signal propagation 

provided convenient opportunities for unauthorized users to 

introduce malicious activities, intercept data transmission, or 

passively eavesdrop upon the infrastructure of a system 

 

 
Figure 1: Showing the architecture of wired network and 

wireless network (for devices accessing Wireless Access 

Point) [1]. 
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In Figure 1, both wired network and wireless 

network get data to be communicated among the 

laptops/computers or any mobile devices from the router, for 

wireless network the wireless access point provide data 

access for laptops but for wired network the router provides 

data access to laptops/computers. Both (wired network and 

wireless network) require resolute confidentiality with no 

violations to system integrity, while continuing to sustain 

access to information and related systems for authorized 

users. 

The pervasive availability and wide usage of 

wireless networks with different kinds of topologies, 

techniques and protocol suites have brought with them a 

need to improve security mechanisms [2]. 

Wireless security is the prevention of unauthorized 

access or damage to computers using wireless networks. The 

most common types of wireless security are Wired 

Equivalent Privacy (WEP) and Wi-Fi Protected Access 

(WPA) [3]. It requires different thinking from wired network 

security as it gives hackers or attackers an easy transport 

medium access and this access increases the threat that any 

security architecture must deal with. 

Wireless security on the IEEE 802.11 standard has 

received a lot of critics, because it is has got several design 

errors and security problems. 

In dealing with wireless network security 

availability, authenticity, integrity, confidentiality and non-

repudiation are very important aspects to deal with because 

any effective wireless network security must make sure [4]: 

Availability: guarantees that the desired network 

services are available whenever they are expected, in spite of 

attacks. Systems that ensure availability seek to combat 

denial of service and energy starvation attacks. 

Authenticity: guarantees communication from one 

node to another is genuine. It ensures that a malicious node 

cannot masquerade as a trusted network node. 

Confidentiality: is a core security primitive for ad 

hoc networks, It guarantees that a given message cannot be 

understood by anyone else than its (their) desired 

recipient(s). 

Integrity: denotes the authenticity of data sent from 

one node to another. That is, it guarantees that a message 

sent from node A to node B was not modified by a malicious 

node, C, during transmission. 

Non-repudiation: guarantees that the origin of the 

message is legitimate. i.e when one node receives a false 

message from another, nonrepudiation allows the former to 

accuse the later of sending the false message and enables all 

other nodes to know about it. 

According to the above security problems, the main 

objective of this research was to identify principle elements 

related to wireless network security and provide an overview 

of potential threats, vulnerabilities, and countermeasures 

(solutions) associated with wireless network security.  

 

 

2. BACKGROUND AND LITERATURE SURVEY 

a) NETWORK SECURITY CHALLENGES, 

ATTACKS AND THREATS 

According to [1],  the threats in the network were not known 

to public people till prices of wireless equipment went down 

around 2000, before that date, the military was the number 

one client for wireless security products especially during the 

cold war but now days every person, company and even 

military are very much aware of network security. 

In his paper titled “What is computer security? “ [2],  asked 

several  questions, such as what exactly the network 

infrastructure is, what threats it must be secured against, and 

how protection can be provided on a cost-effective basis, but 

underlying all these questions is how to define a secure 

system.  

As per [3], Denial of Service (DoS) attack is the most severe 

security threat among various security risks, because DoS 

can compromise the availability and integrity of broadband 

wireless network. 

[4], discussed about computing as the most new technology 

adopted in the wireless network today in the case of shift of 

information technology but security and privacy are 

perceived as primary obstacles to its wide adoption in 

modern technological information. 

 [5], examined the challenges of providing intrusion 

detection in wireless ad-hoc networks, they reviewed current 

efforts to detect attacks against the ad-hoc routing 

infrastructure, as well as detecting attacks directed against 

the mobile nodes, they also examined the intrusion detection 

architectures that may be deployed for different wireless ad-

hoc network infrastructures, as well as proposed methods of 

intrusion response. 

Using wireless mesh networks (WMNs) to offer Internet 

connectivity had become a popular choice for wireless 

Internet service providers as it allows fast, easy, and 

inexpensive network deployment, but  [6, 7], found that, 

security in WMNs was still in its infancy as very little 

attention has been devoted thus far to this topic by the 

research community. 

[8], came out with the applicability and limitations of 

existing Internet protocols and security architectures in the 

context of the Internet of Things by giving an overview of 

the deployment model and general security needed and then 

challenges and requirements for IP-based security solutions 

and highlighted specific technical limitations of standard IP 

security protocols. 

In their paper titled „A Secure and Lightweight Approach for 

Routing Optimization in Mobile IPv6, [9],  found out 

security weakness in mobility support that has a direct 

consequence on the security of users because it obscures the 

distinction between devices and users and they went further  

by finding that, a malicious and unauthenticated message in 

mobility support may open a security hole for intruders by 

supplying an easy mean to launch an attack that hijacks an 

ongoing session to a location chosen by the intruder, so 
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they  come up with the solution on how to thwart such a 

session hijacking attack by authenticating a suspicious 

message. 

In a paper „Analysis of Security Threats in Wireless Sensor 

Network’ by [10],   investigated the security related issues in 

wireless sensor networks because wireless communication 

technology incurs various types of security threats due to 

unattended installation of sensor nodes as sensor networks 

may interact with sensitive data and /or operate in hostile 

unattended environments. 

[11], explained Internet of Things (IoT) as a three layer 

perspective: perception layer, transportation layer and 

application layer, they analyzed the security problems of 

each layer separately and tried to find new problems and 

solutions, they also analyzed the cross-layer heterogeneous 

integration issues and security issues in detail and discussed 

the security issues of IoT as a whole and tried to find 

solutions to them. 

As discussed by [12],  some current solutions data security 

and privacy protection issues associated with cloud 

computing across all stages of data life cycle.  

Even though security issues have received great 

considerations in cloud computing and vehicular networks, 

[13] identified security challenges that are specific to 

vehicular clouds (VCs), e.g., challenges of authentication of 

high-mobility vehicles, scalability and single interface, 

tangled identities and locations, and the complexity of 

establishing trust relationships among multiple players 

caused by intermittent short-range communications and 

finally they provided a security scheme that addresses 

several of the challenges discussed. 

The paper titled „Survey on VANET security challenges and 

possible cryptographic solutions‟ by [14], presented the 

communication architecture of VANETs and outlined the 

privacy and security challenges that needed to be overcame 

to make such networks safety usable in practice they then 

identified all existing security problems in VANETs and 

classified them from a cryptographic point of view [15].  

In their research paper, [16], improved the security of the 3G 

protocols in a network access by providing strong 

periodically mutual authentication, strong key agreement, 

and non-repudiation service in a simple and elegant way. 

[17], found out the security challenges such as identity theft, 

international credit card fraud, communications fraud and 

corporate fraud are some of the main barriers preventing 

wireless technologies from growing and over taking the 

wired technology position, so they  explored the security 

vulnerabilities of the 802.11b wireless LAN and presented 

solutions for some of its major vulnerabilities. 

As per [18],  the wormhole attack forms a stern threat in 

wireless networks, specifically against many ad hoc network 

routing protocols and location-based wireless security 

systems taking an example on  present ad hoc network 

routing protocols, in which  without some ways to defend 

against the wormhole attack, they will be unable to find 

routes longer than one or two hops, and thus severely 

disrupting communication. 

According to [19] ,the loss of confidentiality and integrity 

and the threat of denial of service (DoS) attacks are risks 

typically associated with wireless communications as 

unauthorized users may gain access to agency systems and 

information, corrupt the agency‟s data, consume network 

bandwidth, degrade network performance, and launch 

attacks that prevent authorized users from accessing the 

network, or use agency resources to launch attacks on other 

networks. 

As per [20], they researchers focused on routing and security 

issues associated with mobile ad hoc networks which are 

required in order to provide secure communication. On the 

basis of the nature of attack interaction, the attacks against 

MANET were classified into active and passive attacks. 

Attackers against a network can be classified into two 

groups: insider and outsider. Whereas an outsider attacker is 

not a legitimate user of the network, an insider attacker is an 

authorized node and a part of the routing mechanism on 

MANETs. 

[21], presented the rushing attack, a new attack that results 

in denial-of-service when used against all previous on-

demand ad-hoc network routing protocols. For example, 

DSR, AODV, and secure protocols based on them, such as 

Ariadne, ARAN, and SAODV, are unable to discover routes 

longer than two hops when subject to this attack, the attack is 

also damaging because it can be performed by a relatively 

weak attacker. They analyzed why previous protocols failed 

under this attack and then developed Rushing Attack 

Prevention (RAP), a generic defense against the rushing 

attack for on-demand protocols. RAP incurs no cost unless 

the underlying protocol fails to find a working route, and it 

provides provable security properties even against the 

strongest rushing attackers. 

According to [22], current wireless technologies in use allow 

hackers to monitor and even change the integrity of 

transmitted data so the lack of rigid security standards has 

caused companies to invest millions on securing their 

wireless networks which is very expensive. 

 

b) OSI MODEL IN NETWORK SECURITY 

To adequately secure the integrity of a network, 

administrators require standards of the framework to 

implement various protocols. In order to replace TCP/IP and 

satisfy this prerequisite, the Open System Interconnection 

(OSI) model was introduced as network reference model for 

analyzing data communication between hardware and 

software in a seven layer system. 

 

While carrying out very unique tasks, each layer is also 

assigned to support the layer above and offer service to the 

one below it respectively. 

According to [23], OSI layers are categorized into two group 

layers depending on the functionalities, and those layers are 

layers 1-4 which are assigned the lower layers of the 



International Journal of Academic Multidisciplinary Research (IJAMR) 
ISSN: 2000-006X    

Vol. 2 Issue 4, April – 2018, Pages: 19-27 

 

 
www.ijeais.org/ijamr 

22 

protocol stacks and media layers responsible for transferring 

and moving data and layers 5-7 which are considered to be 

the upper host layers of the system and are associated with 

application level data. 

 

Table 1: Seven layers Architecture and their functionalities 

[24]. 

 
 

In the OSI model each layer is susceptible to numerous 

attacks, which standstills the performance of a network. 

 [25], defined vulnerability as a weakness in security system 

and a certain system may be susceptible to unlawful data 

operation because the system does not authenticate a user‟s 

distinctiveness before permitting data access thus MANET is 

more vulnerable than wired network.  

The following is the description of the attacks, threats and 

vulnerabilities of various OSI layers [26] 

 

Physical Layer Vulnerabilities includes:  Loss of Power, 

Loss of Environmental Control, Physical Theft of Data and 

Hardware, Physical Damage or Destruction of Data and 

Hardware, Unauthorized changes to the functional 

environment (data connections, removable media, 

adding/removing resources), Disconnection of Physical Data 

Links, Undetectable Interception of Data and Keystroke & 

Other Input Logging. 

Link Layer Vulnerability includes: MAC Address Spoofing 

(station claims the identity of another), VLAN 

circumvention (station may force direct communication with 

other stations, bypassing logical controls such as subnets and 

firewalls.), Spanning Tree errors may be accidentally or 

purposefully introduced, causing the layer two environment 

to transmit packets in infinite loops, In wireless media 

situations, layer two protocols may allow free connection to 

the network by unauthorized entities, or weak authentication 

and encryption may allow a false sense of security, Switches 

may be forced to flood traffic to all VLAN ports rather than 

selectively forwarding to the appropriate ports, allowing 

interception of data by any device connected to a VLAN. 

Network Layer Vulnerabilities includes: Route spoofing - 

propagation of false network topology, IP Address Spoofing- 

false source addressing on malicious packets, Identity & 

Resource ID Vulnerability - Reliance on addressing to 

identify resources and peers can be brittle and vulnerable. 

 

Transport Layer Vulnerabilities includes: Mishandling of 

undefined, poorly defined, or “illegal” conditions, 

Differences in transport protocol implementation allow 

“fingerprinting‟ and other enumeration of host information, 

Overloading of transport-layer mechanisms such as port 

numbers limit the ability to effectively filter and qualify 

traffic, Transmission mechanisms can be subject to spoofing 

and attack based on crafted packets and the educated 

guessing of flow and transmission values, allowing the 

disruption or seizure of control of communications. 

Session Layer Vulnerabilities includes: Weak or non-

existent authentication mechanisms, Passing of session 

credentials such as user ID and password in the clear, 

allowing intercept and unauthorized use, Session 

identification may be subject to spoofing and hijack, 

Leakage of information based on failed authentication 

attempts, Unlimited failed sessions allow brute-force attacks 

on access credentials. 

Presentation Layer Vulnerabilities includes: Poor handling 

of unexpected input can lead to application crashes or 

surrender of control to execute arbitrary instructions, 

Unintentional or ill-advised use of externally supplied input 

in control contexts may allow remote manipulation or 

information leakage, Cryptographic flaws may be exploited 

to circumvent privacy protections. 

Application Layer Vulnerabilities includes: Open design 

issues allow free use of application resources by unintended 

parties, Backdoors and application design flaws bypass 

standard security controls, Inadequate security controls force 

“all-or-nothing” approach, resulting in either excessive or 

insufficient access, Overly complex application security 

controls tend to be bypassed or poorly understood and 

implemented, Program logic flaws may be accidentally or 

purposely used to crash programs or cause undesired 

behavior. 

The following figure shows the exact classification of 

security attacks for MANETS for different layers of the OSI 

model 
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Figure 1: Classification of Security Attacks for different 

layers in MANETS [27]. 

Some attacks are non-cryptography related, and others are 

cryptographic primitive attacks. Table 2 below shows 

cryptographic primitive attacks and the examples[28]. 

 

Table 2. Cryptographic Primitive Attacks 

Cryptographic 

Primitive Attacks 

Examples 

Pseudorandom number 

attack 

Nonce, timestamp, 

initialization vector (IV) 

Digital signature attack RSA signature, ElGamal 

signature, digital signature 

standard (DSS) 

Hash collision attack SHA-0, MD4, MD5, HAVAL-

128, RIPEMD 

 

c) SOME NETWORK SECURITY SOLUTIONS  

[29], suggested a new routing technique called Security-

Aware ad hoc Routing (SAR) that includes security 

attributes as parameters into ad hoc route discovery thus 

SAR allows the use of security as a negotiable metric to 

improve the significance of the routes exposed by ad hoc 

routing protocols, they then developed a two-tier 

classification of routing protocol security metrics, and 

proposed a framework to measure and enforce security 

attributes on ad hoc routing paths. 

According to [30], suggested to defend routing against 

denial-of-service attacks by taking advantages of the inherent 

redundancy in ad-hoc networks multiple routes between 

nodes,  they also used replication and fresh cryptographic 

schemes, such as threshold cryptography, to build a highly 

secure and highly accessible key management service. 

[18], presented a general mechanism, called packet leashes, 

for spotting and, thus protecting against wormhole attacks, 

and then presented a specific protocol, called TIK, that 

implements leashes. 

A modest solution to protect VANETs as suggested by [31], 

is the use of cryptographic algorithms and approaches that 

are already widely deployed to protect against traditional 

threats in computer networks. 

[28], suggested cryptography as an imperative and dominant 

security tool that offers security services, such as 

authentication, confidentiality, integrity, and non-repudiation 

but In all possibility, there exist attacks on many 

cryptographic primitives that have not yet been revealed 

even though Cryptographic primitives are considered to be 

secure, however, lately some problems which were 

discovered, such as collision attacks on hash function, e.g. 

SHA-1, Pseudorandom number attacks, digital signature 

attacks, and hash collision attacks which are very difficult to 

be secured.   

In their paper titled „Secure aggregation for wireless 

networks’ [32], presented a protocol that provided a secure 

aggregation mechanism for wireless networks that is strong 

to both intruder devices and single device key concessions, 

their protocol was envisioned to work within the 

computation, memory and power consumption limits of low-

cost sensor devices, but takes benefit of the properties of 

wireless networking, as well as the power irregularity 

between the devices and the base station. 

According to [33] a new and efficient wireless authentication 

protocol providing user secrecy was presented and was based 

on the hash function and smart cards, and mobile users only 

do symmetric encryption and decryption, in their protocol, it 

takes only one round of message exchange between the 

mobile user and the visited network, and one round of 

message exchange between the visited network and the 

corresponding home network.  

[34], came up with the description that when either firewalls 

or VPN gateways are used in security of wireless local area 

networks, centralized server based solutions can be used for 

authentication, as in  Remote Authentication Dial-In User 

Service RADIUS server (RADIUS), their architecture (as in 

figure 2 below) differ from others because they use location 

information together with user privileges in access control 

and they have chosen to determine location of the client from 

IP subnet information, which is considerably simpler 

compared to other studies which utilized GPS technology for 

a similar purpose.  
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Figure 2: Proposed security architecture using RADIUS [34]. 

[35], concluded that Wi-Fi Protected Access repairs all 

known susceptibilities in Wi-Fi network security and greatly 

improves data security and access control on current and 

future Wi-Fi wireless LANs and it also delivers an instant, 

strong, standards-based, interoperable security solution that 

addresses all known errors in the original WEP-based 

security. 

Ping Guo et al [36], proposed a novel design prototype in the 

direction of lightweight and tolerant authentication for 

service-oriented WMNs, named Variable Threshold-value 

Authentication (VTA) architecture in which VTA's 

intrusion-tolerant ability was guaranteed to design a series of 

node stimulated mechanisms to remain threshold values t 

and n of system private key unchanged the analysis and 

simulation results show that VTA can not only overcome the 

disadvantage of those static threshold value schemes, but 

also mostly increase system cost relating to the schemes not 

equipped with threshold mechanism for WMNs. 

 

d) WPA AND WPA2 TECHNOLOGIES 

The acronyms WEP, WPA, and WPA2 refer to different 

wireless encryption protocols that are anticipated to protect 

the information you send and receive over a wireless 

network  and the first protocol the Wi-Fi Alliance created 

was WEP (Wired Equivalent Privacy), introduced in the late 

1990s. WEP, however, had serious security weaknesses and 

has been superseded by WPA (Wi-Fi Protected Access). 

[37]. 

 

 

 

Table 3: Showing comparison between WEP and WAP [35]. 

 

Just as WPA substituted WEP, WPA2 (second version of 

Wireless Protected Access (WPA) has substituted WPA as 

the most current security protocol because WPA2 

implements the latest security standards, including 

"government-grade" data encryption and since 2006, all Wi-

Fi certified products started to use WPA2 security and was 

an optional feature on some products before that so it was 

designed to improve the security of Wi-Fi connections by 

requiring use of stronger wireless encryption than what WPA 

requires [38]. 

According to [39], WEP and WPA use RC4 (RC4 [40], is a 

stream cipher algorithm, which “takes one character and 

replaces it with another character, the output of which is 

known as a key stream), a software stream cipher algorithm 

that is susceptible to attack,  

 

WPA is still vulnerable to attacks because it is grounded on 

the RC4 stream cipher.  

The main difference between WEP and WPA is that WPA 

adds an extra security protocol to the RC4 cipher known as 

TKIP (Temporal Key Integrity Protocol) but WPA2 makes 

use of Advanced  

Encryption Standard (AES and it is so secure that it could 

potentially take millions of years for a supercomputers' 

brute-force attack to crack its encryption even though, there 

is speculation, partially based on Edward Snowden's leaked 

National Security Agency (NSA) documents, that AES does 

have at least one weakness which is a backdoor that might 

 WEP WPA 

Encryption Flawed, cracked by scientists and hackers  

  

Fixes all WEP flaws 

 40-bit keys 128-bit keys 

 Static – same key used by everyone on the network Dynamic session keys. Per user, per session, per packet 

keys 

 Manual distribution of keys – hand typed into each device Automatic distribution of keys 

Authentication Flawed, used WEP key itself for authentication Strong user authentication, utilizing 802.1X and EAP 
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have been purposely built into its design.) and CCMP, a 

TKIP replacement. 

The following table gives brief comparisons between WAP 

and WAP2. 

 
Table4: Comparison between WAP and WAP2 [39]. 

 WPA WPA2 

Abbreviation stands for Wi-Fi Protected Access Wi-Fi Protected Access 2 

Definition A security protocol developed by the 

Wi-Fi Alliance in 2003 for use in 

securing wireless networks; 

designed to replace the WEP 

protocol 

A security protocol developed by the 

Wi-Fi Alliance in 2004 for use in 

securing wireless networks; 

designed to replace the WEP and 

WPA protocols. 

Methodology As a temporary solution to WEP's 

problems, WPA still uses WEP's 

insecure RC4 stream cipher but 

provides extra security through 

TKIP. 

Unlike WEP and WPA, WPA2 uses 

the AES standard instead of the RC4 

stream cipher. CCMP substituted 

WPA's TKIP. 

Security and Recommendations Somewhat. Superior to WEP, 

inferior to WPA2. 

Yes, though more secure when Wi-

Fi Protected Setup (WPS) is 

disabled. 

 
 

One firewall may be the solution to some extent but the 

problem appears to the costs to be incurred as each wireless 

access point must be secured with firewall in order to make 

stubbornness for attackers to attack the whole system. So 

computers connected to one access point may be attacked but 

not all access points or even the server can be attacked by the 

same attacker using the gateway of access point 1because all 

other access points are secured separately from access point 

1 that‟s why it brings stubborn to attacker as the attacker is 

required to visit each access point which is time consuming 

and it may be easy to detect him/it.   

To be able to attack say computers (C) protected by firewall 

1 which protects computers connected to access point (1) 

one, so the computers in that access points may be 

vulnerable to attacks but all other computers connected to 

other access points can be attacked as the firewall 1 cannot 

allow access to wireless switch which links to other access 

points. 

The following figure explains very well the scenario 

described above in which the attacker may 

 

 
Figure 3: Suggested solution for small organization wireless network 

 

In figure 3, firewall 1 deals with protecting computers in 

access point 1 against attacks from computers from other 

access points, the same applies for firewalls 2, 3 and 4. 
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3. CONCLUSION 

According to visited literature reviews which bring about the 

secondary data sources and some few primary data sources, 

it seems that there are still difficulties in totally securing the 

wireless network against attacks, threats and vulnerabilities. 

The purpose of this study was to visit different literature in 

wireless network security and propose some network 

security solutions which will be more capable of securing 

wireless network compared to the existing solutions. .Most 

of the literatures indicated that securing totally wireless 

network is not an easy job but some parts of that network can 

be secured but not the whole network. So figure 3 is 

suggested in this study even though it is expensive but it may 

secure some network portion as it brings challenge for the 

attacker to visit every node in order to access the whole 

network which may lead for an attacker to be detected. 

 

4. RECOMMENDATION AND FUTURE WORK 

In the future, strong network security using firewall must be 

designed in order to avoid expenses of installing firewall in 

each WLAN as suggested in this study. 

The authors recommends the protection of data to be done in 

the media gateway even though it will be very difficult to 

monitor the whole network but some security mechanisms in 

the gateway may somehow reduce the expenses which many 

organizations are incurring now days. 
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