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Abstract

The main purpose of the study is to determine the key aspects of
the mechanisms of state management of the exchange of
information about cyberattacks, cyber incidents, and information
security incidents. The methodology includes a set of theoretical
methods. Modern government, on the one hand, must take into
account the emergence of such a new weapon as cyber, which
can break various information systems, can be used in hybrid
wars, influence political events, pose a threat to the national
security of any state. As a result of the study, key elements of the
mechanisms of state management of the exchange of information
about cyberattacks, cyber incidents, and information security
incidents were identified.
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1. Introduction

The realities of the present indicate that cyber threats
are evolving at an accelerated pace, cybercrimes are
becoming more sophisticated, better organized, and
transnational. This is due to the fact that the Internet,
digital services, information, and communication
technologies have become an integral part of the economy
around the world: from electronic document management,
online stores, and online banking to the Internet of things
systems and intelligent enterprise management systems.
With the growing dependence on the use of information
and communication technologies in business and
entrepreneurship, cyber risks and cyber threats grow
accordingly, which requires a premature response to their
prevention or solution and awareness of the risk factors of
all stakeholders. A cybersecurity system must work in the
public interest of both service providers and service users.
It is the state, as the guarantor of the rights and freedoms
of citizens, that should take responsibility for ensuring
access to a stable, secure digital space that all citizens can
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use because ensuring an adequate level of cybersecurity is
a necessary condition for the development of the
information society.

The problem of effective cybersecurity requires a

comprehensive solution and requires coordinated action at
the national, regional, and international levels to prevent,
prepare, respond and renew incidents by authorities, the
private sector, and civil society. Taking into account
modern socio-political and informational challenges of
determining political, scientific, technical, organizational,
and educational directions, designing an effective cyber
defense system as part of a comprehensive response to
cyber threats will contribute to the formation of an
effective mechanism for countering threats in the
cybersphere, which is ahead of the response to dynamic
changes, the development and implementation of effective
means and tools for a possible response to aggression in
cyberspace, which can be used as a means of deterring
military conflicts and threats in cyberspace.
The main purpose of the study is to determine the key
aspects of the mechanisms of state management of the
exchange of information about cyberattacks, cyber
incidents, and information security incidents.

2. Methodology

To achieve this goal, we applied a number of
theoretical methods that allowed us to form our own vision
of the key aspects of the mechanisms of state management
of information exchange regarding cyberattacks, cyber
incidents, and information security incidents. These
methods include a method of analysis and synthesis of
information. The method of systematization of basic
information on the chosen subject. The method of
generalization and abstraction in the formation of relevant
conclusions based on the results of the study. Our study is
theoretical in nature, the main thing is to explore key
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aspects in the chosen topic and draw appropriate
conclusions regarding the mechanisms of state
management of the exchange of information regarding
cyberattacks, cyber incidents, and information security
incidents.

3. Research Results

Everyone feels how the world is changing lately.
Industrial products, services, productivity, capital,
knowledge, and information are in demand across borders
and are exchanged in ever shorter time frames. This is due
to the rapid development of information technology, the
processes of formation and development of international
cyberspace, which has been going on since the end of the
twentieth century to this day. In the era of information
technology, it is impossible to feel secure in cyberspace.
With the development of technology, the number of crimes
in this area is growing rapidly, so it can be said with
confidence that it is "cybercrimes" in the 21st century that
will be one of the most numerous. The emergence of new
spheres of public life gives rise to new threats. State
authorities, represented by law enforcement agencies, must
respond to socially dangerous and illegal actions.
Therefore, the need to ensure the security of the interests
of a person and a citizen, society and the state, national
interests in cyberspace is gradually gaining more weight
and becoming one of the most important elements in
ensuring the national security of the state. Cyberspace is
limitless, and experienced hackers have all the necessary
skills and tools to remain incognito in it. Today, cyber-
attacks harm not only individuals and legal entities but
also states. Cybersecurity is one of the key aspects of life
in information times. Our smartphones, social networks,
and other online fingerprints contain more information
about users than they know about themselves. At the same
time, they can be much more vulnerable to attacks by
intruders than a person in real life. Therefore, all electronic
information, services, and devices need protection and
compliance with certain security rules [1-3].

Today we have a situation where global
informatization actively controls the existence and life of
the states of the world community, and information
technologies are used at the highest levels of government
in solving the problems of ensuring national, military,
economic security, etc. At the same time, one of the
fundamental consequences of the global informatization of
state and military structures was the emergence of a
fundamentally new environment for the coexistence and
interaction of states - cyberspace. At the same time, it
should be taken into account that cyberspace, although it
has signs of an international one, does not have certain
geographical features in the sense generally accepted in
the world, it is characterized by the absence of borders,

dynamics, and relative anonymity. The consequence of
this was the transfer of the issue of cybersecurity from the
level of information protection at a separate computer
facility to the level of creating a unified state cybersecurity
system as an integral part of the information and national
security system responsible for protecting not only
information in the narrow sense of the word but the entire
cyberspace [4-6].

The essence of information security is to ensure the
smooth operation of the organization and to minimize the
damage from lurking security threats by preventing them
and minimizing the consequences. Information security
management allows you to share information while
ensuring its protection and protection of computing
resources. It is necessary to implement measures to detect
and prevent the penetration of viruses into systems and
procedures to inform users about their harm. Users should
be reminded that preventing viruses is better than repairing
the consequences of their entry. Virus protection must be
based on high knowledge and understanding of security
rules, and proper means of controlling access to systems.
Should be used to check computers and storage media for
known viruses, either as a preventative measure or as a
routine procedure. Data change detection software should
be installed on computers as necessary to detect changes in
running programs.

For a long time, different companies have been
analyzing the security of enterprises. They build models of
various structures of commercial enterprises, financial
institutions, banks, public institutions, educational
institutions, and especially vulnerable enterprises of state
importance. In different countries, work has begun on
modeling objects and organizing attacks to further analyze
the defeat of enterprises, financial structures, or important
government institutions. For a long time, for 5-10 years,
companies have been studying the influence of various
factors on the development of threats in cyberspace. All of
them were funded by individual companies that developed
the cyber protection segment and state that used a lot of
resources to create systems for monitoring, controlling,
and checking security at the state level according to certain
criteria that were identified as a threat to national security
[7-8].

The protection of information today is, first of all, the
protection of values. Modern society lives in an
information environment where the creation, use, and
dissemination of information is an important economic,
political and cultural activity. Modern society is moving
from the consumption and provision of economic services
to economic information, which emphasizes information
activities based on information technologies such as
computers, mobile devices, and the Internet. Relationships



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.4, April 2022 35

that arise in cyberspace are increasingly becoming the
object of illegal encroachment. Information located in
cyberspace can be used and attacked from a distance.
Threats in cyberspace are as many and varied as
cyberspace itself. They are inherent in the very nature of
the network: their interconnectedness, scale, speed, and
complexity of perception of what is happening - all these
characterizes cases of cyberattacks.

There are a number of cyberattacks that are most popular
today (Table 1).

Table 1: The main cyberattacks

Ne Cyberattacks

Use of covert channels (information transfer paths that allow two
processes to exchange it in a way that violates security policy)

The user performs some action that is outside the scope of his duties
and violates the existing security policy, such as password disclosure

The attack can be carried out on the system as a whole; to data and
programs contained on external (drives, network devices, terminals)
or internal (RAM, processor) devices of the system, as well as in
data transmission channels; processes and subprocesses of the
system with the participation of users. The purpose of such attacks is
either a direct impact on the operation of the process (its
termination, changing privileges, and characteristics) or the opposite
effect.

The user listens to the communication lines between two network
nodes

States bear the legal, organizational and political
responsibility for ensuring cybersecurity. Because
cybersecurity and the protection of critical information and
infrastructure are at the core of the security and prosperity
of nations, security leadership must come from the highest
levels of government. The government should define areas
of responsibility and accountability, ensure control and
continuity of all necessary actions. At the state level, this
approach provides for a shared responsibility that requires
coordinated action related to the prevention, response, and
elimination of the consequences of all ministries and
government agencies, as well as the private sector and
citizens, to threats in the field of cybersecurity. At the
regional and international level, this approach means
coordination and cooperation with all major partners. And
it is the governments of states that should provide a
mechanism for training highly qualified personnel in the
field of cybersecurity, capable of leading and coordinating
this work.

Global informatization actively affects the
functioning of the countries of the world society,
information technologies are used in the process of solving
the problems of ensuring state, military, and economic
security. At the same time, one of the fundamental
consequences of the global informatization of public and
private structures was the emergence of a fundamentally

new environment for confrontation between competitive
states - cyberspace. The use of the Internet and
information technology not only opens up endless
opportunities for mankind but also creates new serious
threats. More and more information is moving online, and
at last count, there are already more than 20 billion devices
connected to the Internet in the world, which is several
times more than the population of the Earth. Also, billions
of gigabytes of various information are collected on the
servers. The world is becoming open, and such rapid
growth requires the formation of "rules of the game" [9-
10].

In an environment where cyber threats are constantly
emerging and evolving, EU member states intend to
pursue flexible, operational cyber security strategies when
faced with new global threats. The cross-border nature of
threats forces countries to enter into close international
cooperation. Cooperation at the European Ilevel is
necessary not only for effective preparation for cyber
attacks but also for a timely response to them. A
comprehensive government cybersecurity strategy is the
first step on this path.

Modern forms of production are being reformatted for
the online network in cooperation and interaction. For
banking institutions, a key role in the use of provisions for
action lies in the data on official information platforms.
All official government destinations have their official
web pages. Therefore, any attempts of cyber attacks and
cyber aggression in a particular industry can create
problems for the entire socio-political system as a whole.
Such a progressive development of the information
network requires the formation of specialists in the field of
cybersecurity, who form a system of effective protection in
various socially important areas. Therefore, using the
example of the Ukrainian society, specialties related to
cybersecurity and the IT industry are actively developing
and leading the ratings of popular modern progressive
professions with a high level of labor assessment and a
shortage of qualified specialists. Of course, politics
penetrates into all areas of social existence, since they all
need political will and regulatory decisions, cyberspace in
modern society is an important direction for improving the
mechanisms of interaction between different users, for
delineating the boundaries of permissible, tolerant, and
correct statements, the boundaries of political and others.
types of manipulations, features of the action of all these
qualities on public acts and behavior.

Keyways to counteract cyberattacks at the government
level should include the following (Fig. 1).
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Formation of a unified system
for the protection of state
information

Attracting leading IT
companies from other countries

1A

Establish appropriate law
enforcement departments to
combat cybercrime

Fig. 1 Key ways to counteract cyberattacks at the government level.

When analyzing cybersecurity and its role in
interaction in the information space for political actors
who also use this space as a platform for confrontations
and communication with citizens, one should take into
account the normative component, the so-called legal, and
the perception of political decisions in society (legitimacy),
among ordinary citizens and politicians themselves, who
also use information platforms and in a way that is specific
to politicians, pursue their own political interests and
receive public reaction as a response to political actions. It
is this need that exists in the political plane, that is, taking
into account both legality and legitimacy in the application
of cybersecurity mechanisms as an innovative form of
protection formed in the political plane. The subjects of
politics become at the same time objects, which are also
subject to the adopted political decisions in political
activity, which gives such a process significance and
publicity. After all, it is politicians who become a mirror
for society in matters of the boundaries of what is
permissible in the information space and the limits of the
effectiveness of the current regulatory framework, the key
to the formation of a legal, democratic, public society with
a worthy political elite and political leaders who will
become a model for the younger generation.

4. Discussions

Discussing the results of the study, it should be
determined that the active development of the universality
of communications, network convergence, the spread of
mobile platforms, social networks, and remote applications
have led to the fact that the concept of the protection
perimeter is lost, as a result of which not only the threat
landscape changes but also protection efforts are scattered,
its efficiency decreases. At the same time, low-impact
attackers have given way to modern cybercrime,
sophisticated, well-funded, and capable of causing long-

term disruption to businesses and government agencies.
The attacks they implement have become not only less
visible, longer in time, but also increasingly directional,
capable of accumulating network resources to increase
their range for the future.

Most protection systems are aimed at monitoring the

network or end-devices and blocking malicious software at
the entry point. These tools immediately scan files or
network traffic for threats, usually using a signature-based
method. If the malware is delivered to its destination in
parts, or it is modified to become harmful after it enters the
device, these detection technologies will no longer be able
to notice the next attack deployment. At the same time,
new attacks cannot be called momentary: they last a long
time and require constant attention. That is, the traditional
protection methods used by cyber defense units, whose
only purpose is to detect and block attacks at the point of
entry, are no longer effective [11-15].
The situational cyber defense center should not only
respond to ongoing attacks but also take preventive
measures to prevent cyberattacks and conduct processing
and retrospective analysis of cyber incidents. In addition,
when building a cyber defense center, it is necessary to
take into account not only the stages of the implementation
of cyberattacks but also the entire range of approaches to
their analysis and synthesis, as well as the maximum
arsenal of opportunities for other related activities.

The recent modern targeted attacks have shown the
inability of standard means and methods of protection to
resist them. This is because these tools are only focused on
detecting and blocking attacks at the point of entry into the
system.
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5. Conclusions

Over the past two decades, digital technologies have
developed rapidly. This caused a lot of excitement about
the opportunities offered by the new era of digital gadgets.
The transition from analog to digital technologies, that is,
the era of the digital revolution, the prerequisites for which
is the widespread use of information and communication
technologies, has already begun and is progressing very
actively. Increased digitalization and connectivity increase
cyber security risks, thereby making society more
vulnerable to cyber threats. At present, in the modern
information society, computer crimes have become a
characteristic feature of modernity.

Information, as a body of knowledge about actual
data and the dependencies between them, has become a
strategic resource, the basis for making any decision.
Information systems created in state authorities and
commercial structures circulate information containing
secret information about the achieved potential in the field
of economy, defense, science, and technology, confidential
information about managerial, economic, commercial,
financial, and other activities. Accordingly, information
protection is a complex, knowledge-intensive, and
multifaceted problem in the context of the introduction of
modern information technologies, the creation of
distributed computing systems, and communication
networks, which is becoming especially acute.

The study of public-private partnerships in the field
of information security should become promising in the
future. Cybersecurity issues affect both the public and
private sectors. A public-private partnership is a place
where both sectors can collaborate and share methods to
counter cyber threats. Attacks on a country's infrastructure
can cause enormous damage to people's lives, services,
and operations. Several models of successful partnerships
in this area are exemplary throughout the world. The
development of technology and the Internet responds to
the growth of threats in cyberspace, constantly
compromising data even in the most secure environments.
Visible or covert threats are disadvantageous to an
organization's information systems, assets, and data.
Countries' critical infrastructures include
telecommunications, electricity, energy, transportation,
finance, operations, water, emergency services, food,
health, chemicals, and classified materials. Most of the
country's critical infrastructures operate through online
technologies leading to positive economic development
and gradual growth. Consequently, organizations and
countries must collectively create systems to track and
control critical infrastructure from invaders.
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