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Abstract. Enterprise Risk Management and security have become a fundamental
part of Enterprise Architecture, so several frameworks and modeling languages
have been designed to support the activities associated with these areas. Archi-
Mate’s Risk and Security Overlay is one of such proposals, endorsed by The
Open Group. We investigate the capabilities of the proposed security-related con-
structs in ArchiMate with regard to the necessities of enterprise security modeling.
Our analysis relies on a well-founded reference ontology of security to uncover
ambiguity, missing modeling elements, and other deficiencies of the security mod-
eling capabilities in ArchiMate. Based on this ontologically-founded analysis, we
propose a redesign of security aspects of ArchiMate to overcome its original
limitations.

Keywords: Security Modeling - Enterprise Architecture - ArchiMate - Ontolog-
ical Analysis - Unified Foundational Ontology.

1 Introduction

Enterprise architecture refers to principles, methods, and models that are used in the
design and implementation of an enterprise’s organizational structure, business pro-
cesses, information systems, and infrastructure [7]. Risks are pervasive throughout the
activities of any enterprise, so it is important to create security mechanisms to control
certain risks that are particularly threatening to an organization’s objectives. Enterprise
Risk Management is exactly about this process of identification, evaluation, treatment,
and communication regarding these risks, as described by ISO 31000, an International
Standard for Risk Management [6]. The TOGAF® Series Guide to “Integrating Risk
and Security within a TOGAF Enterprise Architecture” [16] states that the Security
Architecture is a cross-cutting matter, ubiquitous throughout the entire Enterprise Ar-
chitecture. It is understood as a coherent collection of views, viewpoints, and artifacts,
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including security, privacy, and operational risk perspectives, along with related topics
like security objectives and security services. The Security Architecture affects and in-
forms the Business, Data, Application, and Technology Architectures [16]. Because of
that, Enterprise Risk Management has, naturally, become a key aspect of Enterprise Ar-
chitecture, as seen by the Risk and Security Overlay (RSO) of ArchiMate [1], an attempt
to introduce risk and security concepts into ArchiMate language — the Open Group’s
open and independent conceptual modeling language for Enterprise Architecture [15].

Though the RSO is based on risk and security frameworks (COSO, ISO, TO-
GAPF, and SABES) [1], it has already been shown to have some limitations concerning
its conceptualization of risk concepts [12], including ambiguity and missing model-
ing elements that negatively impact the capabilities of the RSO to support enterprise
risk and security modeling. Through an ontological analysis founded upon the Uni-
fied Foundational Ontology (UFO) [4] and the Common Ontology of Value and Risk
(COVER) [11], researchers have shown, for instance, a construct overload on the VUL-
NERABILITY construct, which collapses actual vulnerabilities with assessments about
them, and a construct deficit to represent THREAT CAPABILITIES [12]. Based on the re-
sults of this analysis, an ontologically well-founded redesign of RSO was proposed to
overcome the identified problems in the risk-related elements [12]. Here, employing a
similar methodology of ontological analysis (tracing back to [4, 10]), we further investi-
gate the modeling capabilities of the security elements of RSO: the notions of CoNTROL
OBJECTIVE, SECURITY REQUIREMENT, SECURITY PRINCIPLE, CONTROL MEASURE, and
ImMpPLEMENTED CONTROL MEASURE. Our analysis is grounded in the Reference Ontology
of Security Engineering (ROSE) [9], which is a UFO-based core ontology for safety and
security; particularly, ROSE provides an elucidation of the notion of security mecha-
nism. Based on the ontological analysis of security modeling constructs of RSO with
ROSE, we propose a redesign of the concerned language fragment, taking advantage of
the improved risk-related elements by the previous work [12].

The remainder of this paper is structured as follows: in Section 2, we provide an
overview of the RSO focusing on security elements. In the same section, we present the
redesigned version of the RSO with respect to risk elements, which will be the starting
point of our own proposal. In Section 3, we briefly present our ontological foundations
regarding value, risk, and security, which serves as the conceptual basis for the analysis
in Section 4. The results of the analysis are used to redesign the RSO in Section 5. We
conclude with a discussion on related work in Section 6 and final remarks in Section 7.

2 Security Modeling in Archimate

We present here the current security modeling constructs proposed for the ArchiMate
language as part of the Risk and Security Overlay [1] along with the redesigned risk
elements that resulted from the ontological analysis in [12].

2.1 The Original ArchiMate Risk and Security Overlay

The most updated version of the RSO was developed by a joint project of The Open
Group ArchiMate Forum and The Open Group Security Forum [1], accommodating



changes to the ArchiMate language in Version 3.1 of the standard. The RSO was designed
through ArchiMate language customization mechanisms, in particular the specialization
of both ArchiMate Core and Motivation and Strategy elements, and additional risk and
security-specific attributes [1].

Table 1 summarizes the security elements according to the specialized ArchiMate
elements. A ConTrOL OBJECTIVE (Or security objective) is a desired state of security,
a high-level goal that should be realized by a SEcurRITY REQUIREMENT (Or control
requirement), which is, during the risk analysis process, a specification of an action
or set of actions that should be executed or that must be implemented as part of the
control, treatment, and mitigation of a particular risk [1]. A CoNTROL OBJECTIVE is
associated with risk assessment, so that, for example, if the risk of workplace accident is
assessed as unacceptable, then the organization could decide to reduce it as its CONTROL
Osisective. To achieve this goal, the organization could define that its employees should
wear personal protective equipment as SECURITY REQUIREMENT. RSO proposes the
representation of CoNTROL OBJECTIVE and SECURITY REQUIREMENT as specializations
of the ArchiMate constructs of GoaL and REQUIREMENT, respectively.

Table 1. Summary of security elements in ArchiMate’s Risk and Security Overlay (RSO)

RSO Element ArchiMate Element
Control Objective Goal

Security Requirement Requirement
Security Principle Principle

(Required) Control Measure  Requirement
Implemented Control Measure Core Element

The notion of SEcUrITY PRINCIPLE is less developed in the RSO white paper [1].
A PrincrpLE in ArchiMate represents a statement of intent defining a general property
that applies to any system in a certain context in the architecture [15]. Similarly to
REQUIREMENTS, PRINCIPLES defines the intended properties of systems. But PRINCIPLES
are wider in scope and more abstract than REQUIREMENTS. For example, the PRINCIPLE
“Information management processes comply with all relevant laws, policies, and regula-
tions” is realized by the REQUIREMENTS that are imposed by the actual laws, policies, and
regulations that apply to the specific system under design [15]. A SECURITY PRINCIPLE
is related to the notion of policy and ArchiMate Motivation elements, though the RSO
offers neither an explicit definition of it nor its usage in an example. The white paper also
notes that the ArchiMate language does not have the concept of operational policy [1].

According to the RSO, a required ConTROL MEASURE, also called risk control,
treatment or mitigation, specializes SECURITY REQUIREMENT, and it is a proposed action,
device, procedure, or technique that reduces a threat, a vulnerability, or an attack by
eliminating or preventing it, by minimizing the harm it can cause, or by discovering
and reporting it so that corrective action can be taken [1]. An IMPLEMENTED CONTROL
MEasURE is the deployment of a ConTroL MEASURE. Depending on the kind of control,
almost any core concept or combination of core elements of ArchiMate can be used to



model the implementation of a CoNTROL MEASURE. A CoNTROL MEASURE may also be
realized by a grouping of a set of core elements as its implementation [1].

Figure 1 summarizes how RSO proposes to represent risk and security elements
in ArchiMate [1]. An IMPLEMENTED CONTROL MEASURE 1is associated with an ASSET
AT Risk, which can be a RESoURCE or a core element of ArchiMate. An IMPLEMENTED
ConTrOL MEASURE influences negatively a VULNERABILITY as an ASSESSMENT, in the
sense that it makes the emergence of a THREAT EVENT and the consequent Loss EVENT
associated with that VULNERABILITY less probable.

To exemplify how the RSO can be used, we present two examples extracted from [1],
highlighting the assumptions that the white paper calls “common characteristics shared
by entities in risk management domains”. The examples refer to the case of the Coldhard
Steel company, illustrating the stereotyping of ArchiMate Motivation elements as risk
elements. Figure 2 represents the risk of losing production due to machine failure. A
power supply assembly is an AsSeT AT Risk that fails when the power fluctuates (a
THrREAT EvVENT). This power assembly failure causes the failure of other machines,
characterizing a loss for the organization (a Loss EvenT), associated to the Risk of
production loss. Then, the ConTROL OBJECTIVE is defined as an adequate peak power
supply capacity, which means that the organization seeks to reduce this risk, which
should be done by the ConTrROL MEASURE of replacing the power supply assembly. By
this example, we notice some of the aforementioned characteristics: the asset is exposed
to a threat or a risk due to its vulnerability, but, at the same time, the asset posses
a control requirement and, indeed, participates in the realization of its own CONTROL
MEASURE.
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Fig. 1. Mapping of Risk and Security Elements to the ArchiMate language [1]
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The second example (Figure 3) illustrates a risk mitigation approach — continuous
improvement of machine reliability — applied across the entire Coldhard Steel risk
management domain. The implementation of control measures is grouped by Risk
Mitication DomAIN, aimed at negatively influencing the vulnerability of inadequate
power supply. This implementation involves several core elements of ArchiMate, such
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Fig. 2. Example from the case of the Coldhard Steel company [1]
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2.2 Redesigned Risk Elements of ArchiMate based on COVER

In [12], the authors performed an ontological analysis of the risk aspects of the RSO
based on the Common Ontology of Value and Risk (COVER), proposing a redesign of
part of the RSO to address the limitations identified by the analysis. Figure 4 shows the
proposal of [12] for evolving the RSO, while Table 2 shows the full representation of
risk concepts in ArchiMate based on COVER. This representation will be the basis of
our own proposal concerning security aspects of ArchiMate.

A HazaArD AssessMENT, proposed to represent UFO situations that activate threat
capabilities, is an identified state of affairs that increases the likelihood of a THREAT
EvEnT and, consequently, of a Loss EvenT. The occurrence of these events depends
on the vulnerabilities of an AssSeT AT Risk or of a THREAT ENABLER and the (threat)
capabilities involving THREAT AGENT. All of this forms the Risk ExPERIENCE of a Risk
Sussect, whose intention or GoaL is harmed by a Loss EvenT. This experience may
be assessed by a Risk Assessor (who may be the same subject as the Risk SUBJECT)
through a Risk AsseEsSMENT (e.g., that determines that the Risk is unacceptable).
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Fig. 4. Proposal of [12] for evolving the Risk and Security Overlay.

3 Ontological Foundations of Security

The Reference Ontology of Security Engineering (ROSE) [9] describes the general
entities and relations of the security and safety domain, making use of an adapted
version of COVER to capture value and risk domain#. ROSE understands the domain
of security as the infersection between the domain of value and risk, understood under
the terms of COVER [11], and the theory of prevention [2], which describes, in UFO’s

4 Files related to ROSE can be found in the following public repository: https://github.com/
unibz-core/security-ontology.
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Table 2. Representation of risk concepts in ArchiMate based on COVER [12]

COVER Concept Representation in ArchiMate
VULNERABILITY Capability stereotyped with «Vulnerability»
THREAT OBJECT Structure Element stereotyped with «ThreatAgent»
THREAT EVENT Event stereotyped with «ThreatEvent»
HAZARD ASSESSMENT Assessment stereotyped with «<HazardAssessment»
Loss EvEnT Event stereotyped with «LossEvent»
INTENTION Goal
Risk SuBJECT Stakeholder associated with a Goal that

is negatively impacted by a «LossEvent»
OBJECT AT Risk Structure Element stereotyped

with «AssetAtRisk»
THREAT ENABLER Structure Element associated with a «ThreatEvent» or a «LossEvent»
Risk EXPERIENCE Grouping stereotyped with «RiskExperience»
Risk Driver stereotyped with «Risk»
Risk ASSESSMENT Assessment associated with a «Risk»
Risk AsSSESSOR Stakeholder associated with a Risk Assessment

terms, how certain types of event are prevented or interrupted due to the occurrence
of other events of certain types. From this perspective, security mechanisms create
value by protecting certain goals from risk events. In COVER, Value is a relational
property that emerges from the relations between capacities of certain objects and the
goals of an agent. The manifestations of these capacities are events that bring about a
situation (a state of affairs) that impacts or satisfies the goal of a given agent — the goal
is understood as the propositional content of an intention [5]. Risk is the anti-value: risk
events are the manifestations of capacities, vulnerabilities, and, sometimes, intentions
that inhere in an agent; these events bring about a situation that hurts the goal of a
given agent. Just like value, security is also a relational property that emerges from
the relations between the capabilities of objects and the goals of an agent; however,
manifestations of these capabilities bring about a situation that impacts the goal of an
agent in a very specific way: preventing risk events [9]. Using the prevention theory
described in [2], ROSE understands that THREAT CAPABILITY, VULNERABILITY, and,
sometimes, INTENTION are dispositions associated with types whose instances maintain
amutual activation partnership to each other. This means that a THREAT OBJECT can only
manifest its THREAT CAPABILITY if a VULNERABILITY can be exploited; if the THREAT
OBJECT creates an ATTACK (an action, a kind of event), then the INTENTION is also
required. Analogously, a VULNERABILITY is only manifested in the presence of a THREAT
CaraBiLITY. From a security point of view, the importance of this generic dependence
relation among these entities is that it determines some ways by which security measures
can work: the removal of any of them from the situation that could activate them all
together implies the prevention of the associated Risk Evenrt. Figure 5 represents the
risk aspects of ROSE in OntoUML language; this part is basically an adaptation and
extension of COVER, clearly showing the dependence between intentions, capabilities,
and vulnerabilities.



A SecuriTY MEcHANISM is always designed by an AGeNT called the SEcURrITY
DESIGNER to be a countermeasure to events of certain type (Risk Event TyPE) [2,9].
When an object is made to be a countermeasure to certain types of events, it aggregates
capabilities whose manifestations ultimately prevent these events in a systematic fashion.
The AGENT creating a SECURITY MECHANISM is not necessarily the one protected by
its proper functioning, i.e., the PRoTECTED SuBIECT. Nonetheless, both agents have
INTENTIONS that are positively impacted by this proper functioning. For example, the
government designs policies for public safety, the functioning of such policies satisfies
some goal the government had when it designed them, but also satisfies the goal of
people who want to be safe. Sometimes, the PROTECTED SUBJECT is the same AGENT as
the SECURITY DESIGNER, such as when a person places an electric fence surrounding her
own house. A SEcurITY MECHANISM is an object, which may be a simple physical object
like a wall, a high-tech air defense system like the Israeli Iron Dome, an AGeNT like a
policeman, a social entity like a security standard or anti-COVID-19 rules, that bears
capabilities called ConTrOL CapPaBILITY. The manifestation of this kind of capability
is a ProTECTION EVENT, specialized in ConTROL CHAIN EVENT and ConTrROL EVENT,
where the former can cause the latter. The CoNTROL EVENT is of a type (CoNTROL EVENT
Type) that prevents, directly or indirectly, events of certain type (Risk EVENT TYPE).
This is so because the control events bring about a CONTROLLED SITUATION, Which is
of a type that is incompatible with the situations of the type that trigger risk events of
certain types. Since risk events are specialized in THREaT EvEnT and Loss EvENT, the
CoNTROLLED SITUATION TYPE is incompatible with the THREATENING S1TUATION TYPE
or with Loss TRIGGERING SituaTioN TYPE. Figure 6 shows this ontological unpacking
of the notion of Security Mechanism [9].
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4 Ontologically-founded Analysis of Security Modeling

ArchiMate is a modeling language for Enterprise Architecture. The RSO enriches Archi-
Mate with risk and security elements to support Enterprise Risk Management and secu-
rity. It is known that one of the key success factors behind the use of a modeling language
is its ability to provide its target users with a set of modeling primitives that can directly
express important domain abstractions [4]. In other words, the more the grammar of a
domain-specific modeling language corresponds to the ontology of the domain, the more
capable the language is of modeling domain scenarios accurately. An ontological anal-
ysis is “the evaluation of a modeling grammar, from the viewpoint of a predefined and
well-established ontology” [10], which is, in our case, ROSE [9] concerning the security
domain. Ideally, according to Rosemann et al. [10], the modeling grammars should be
isomorphic to their underlying ontology, that is, the interpretation from the modeling
constructs to the ontology concepts should be bijective. This is a desirable character-
istic because it prevents certain types of issues that affect the modeling capability of
the language: (a) ontological incompleteness (or construct deficit), which is the lack
of a grammatical construct for an existing ontological concept; (b) construct overload,
which occurs when one grammatical construct represents more than one ontological
construct; (c) construct redundancy, which happens when more than one grammatical
construct represents the same ontological construct; (d) construct excess, when there is
a grammatical construct that does not map to any ontological construct [10]. With the
support of this framework, we identify shortcomings concerning the security modeling
capability of the RSO.



Redundant Intentions and Lack of Clarity. The notions of CoNTROL OBJECTIVE, SECU-
RITY REQUIREMENT, CONTROL MEASURE, and SECURITY PRINcCIPLE, all reflect a desired
state of affairs that guides the actions of some agent. As we interpret the RSO, there are
two relevant aspects among these distinctions: (1) a distinction between an end and a
means to this end; that is the meaning behind, for example, the statement that a SECURITY
REQUIREMENT (a means) realizes a CoNTROL OBJECTIVE (an end); and (2) the generality
and abstractness of these intentions, in the sense that, for example, CONTROL OBJECTIVE
is more general than CoNTROL MEASURE; concerning this generality and abstractness,
it is not clear where SEcurITY PrINCIPLE should be placed, since in Figure 1 Secu-
RITY PRINCIPLE realizes CoNTROL OBIECTIVE, though the documentation of ArchiMate
suggests PRINcIPLE has a higher level of generality and abstraction, which means the
realization relation should be the inverse. The white paper [1] does not provide an exam-
ple employing SECURITY PRINCIPLE or even SECURITY REQUIREMENT, making use solely
of ConTROL OBIJECTIVE, CONTROL MEASURE, and IMPLEMENTED CONTROL MEASURE.
Furthermore, no distinction is made regarding how CoNTROL MEASURE specializes SE-
cURITY REQUIREMENT. The means-end distinction is relational: an end targeted by a
means may be a means to another end. For example, protecting the technical infras-
tructure from damage may be an end targeted by control measures, but it may also be
a means to achieve mandatory legal requirements. Because of all that, those distinct
notions of the RSO seem to be a case of construct redundancy, since different security
modeling constructs represent the same ontological concept. The redundant constructs
(particularly, SEcurITY REQUIREMENT and SEcURITY PRINCIPLE) do not seem to play
any practical role in security modeling!. We refer to this as Limitation LI.

Underspecification of Implemented Control Measures. An IMPLEMENTED CONTROL
MEASURE can be any ArchiMate core element or multiple core elements grouped in a
cluster, as seen in Figure 3. This would look like a construct overload, since a single
construct collapses the object, its capability, and the event that is the manifestation of
this capability. However, it is actually a strategy of representation via a supertype, so it is
not an ontological problem by itself. The issue relies on the fact that this strategy offers
no guidance to the modeler on what the implementation of a control measure should
look like. In other words, the device of IMPLEMENTED CONTROL MEASURE is too generic
and suffers from underspecification. In contrast, ROSE unfolds the notion of security
mechanism in a general pattern that distinctively shows the difference between objects
(PROTECTED SUBJECT, SECURITY DESIGNER, SECURITY MECHANISM), their modes and
capabilities (INTENTION, CONTROL CAPABILITY), the associated events and situations.
The lack of this richness of the domain may be better classified as a construct deficit.
This is aggravated by the assumption that the asset itself realizes its own control measure
(see Figure 2), suggesting a confusion between the OBJECT AT Risk and elements of the
pattern of SEcurITY MECHANISM. We term this issue Limitation L2.

Lack of Distinction Between Baseline Architecture and Target Architecture. The
implementation and migration concepts of ArchiMate are used to describe how an

! Actually, we can wonder whether the distinction of several of ArchiMate’s Motivation Elements
is (or not) redundant, such as GOAL, OUTCOME, REQUIREMENT, and PRINCIPLE, but this issue is
outside the scope of our paper.



architecture will be realized over time through changes [7], providing the means to rep-
resent a baseline and a target architecture. The existence of these concepts in ArchiMate
is justified by the importance of accounting for changes in the process of evolution of an
enterprise. The introduction of a security mechanism is one of these changes. However,
the RSO does not make use of this characteristic of ArchiMate, simply showing that
security entities have a negative influence on VULNERABILITY. The redesigned RSO
(see Figure 4) connects IMPLEMENTED CONTROL MEASURE to THREAT ENABLER and
Asset AT Risk, in order to express the impact on the threat event or the loss event.
Still, no account of change is provided, as it would be expected from the capabilities
of ArchiMate language by the means of constructs showing different pLATEAUS from
the baseline architecture to the target architecture. We call this lack of use of temporal
aspects of ArchiMate Limitation L3.

Modeling the Subjects in the Security Domain. ROSE highlights there is a subject
whose INTENTION is positively impacted by the effects of a SECURITY MECHANISM, the
ProT1ECTED SuBJECT. Considering the risk domain, it is clear that this subject must be
a proper subtype of the Risk SuBjecT, which appears in the redesigned version of the
RSO, as seen in Figure 4. In addition, another subject has not only his or her intentions
positively impacted by the effects of a SECURITY MECHANISM, but is also responsible for
the creation or introduction of the mechanism — often due to legal or contractual reasons,
such as when someone is hired to install an electric fence. This is what ROSE calls the
SEcURITY DESIGNER. Sometimes the PROTECTED SuBJECT and the SECURITY DESIGNER
are the same individual, while sometimes this is not the case. The original RSO presents
none of that, whereas these subjects are not part of the scope of the redesigned version
of the RSO. In summary, a case of construct deficit. We call this Limitation L4.

Triggering Conditions of Protection Events. The manifestation of the capability of a
SecuriTY MECHANISM occurs due to a PRoTEcTION TRIGGER, a certain state of affairs
that activates that capability. This represents environmental conditions that affect the
manifestation of a CoNnTrROL CapPABILITY. For instance, a circuit breaker manifests its
capability of interrupting a current flow when a fault condition is detected (heating
or magnetic effects of electric current). In the redesigned RSO, there is an analogous
notion for THREAT EVENT, a threatening circumstance mapped as an assessment called
HazArRD AssessMENT [12]. They are particular configurations of the world that allow
or increase the probability of the occurrence of a THREaT EvEnT. The advantage of
explicitly accounting for the situations that trigger the PRoTEcTION EVENT is that we can
represent how several environmental factors increase the effectiveness of the SEcurITY
MEecHANISM, assuming its effectiveness is directly connected to how likely it works
properly, manifesting the PrRoTEcTION EVENT. This whole dimension is neglected by the
RSO, a case of construct deficit — Limitation LS.

Interdependence Relation Among Risk Capabilities. As shown by ROSE, in its risk as-
pects (Figure 5), the manifestations of threat capabilities, vulnerabilities and, sometimes,
intentions depend on the presence of each other. From this perspective, for example, it
makes no sense to say that there is an ongoing threat without the simultaneous partici-
pation of a vulnerability. More importantly, from the security modeling point of view,



recognizing this generic dependence relation among these entities allows for different
strategies of protection or mitigation, since the removal of any of these capabilities or
intentions would result in the prevention of the threat or loss event. Again, this dimen-
sion is not considered by the RSO, which refers to the efficacy of the control measure
as simply influencing negatively a vulnerability. Doing so, the RSO says nothing about
the multiple patterns of prevention uncovered by ROSE. Therefore, a case of construct
deficit, Limitation L6.

5 Redesigning the Security Elements of ArchiMate

To address the identified shortcomings of security modeling in ArchiMate, we now
propose a redesign of the security-related portion of the RSO, which also follows its
original strategy of only using existing ArchiMate constructs. Since L/ concerns a case
of construct redundancy, we retain only the required constructs. So we retain CONTROL
OBJIECTIVE as a goal and CoNTROL MEASURE as a required means to achieve this goal.
Considering this distinction from ROSE’s perspective, we can conclude that the former
is associated with a PRoTECTED SuBJECT, while the latter is associated with a SECURITY
DESIGNER, the one responsible for introducing the SEcuriTY MEcHANISM. For example,
a company has a ConTrRoOL OBJECTIVE of protecting customer’s data from cyberattacks.
Based on an assessment, a series of CoNTROL MEASURES should be implemented by
the company’s cybersecurity team, playing the role of SEcUrITY DESIGNER; both the
company and the customers may be regarded as PROTECTED SUBJECTS, since they have
assets at risk that should be protected.

LA is the absence of these two subjects, so we propose to introduce them, respectively,
as a STakeHOLDER and a Business RoLe. The ProTECTED SuUBJECT specializes Risk
SusJecT, though some Risk SuBiecTs might not be PRoTECTED SUBIECTS due to lack
of protection. Similarly, L6 is the absence of a dependence relation among THREAT
CAPABILITIES, VULNERABILITIES, and INTENTIONS (GoaL in ArchiMate), a limitation that
is easily solved by adding ArchiMate’s associations among these entities. To address L5,
the introduction of ROSE’s concept of PRoTECTION TRIGGER follows the previous work
[12], which uses AsSESSMENT to represent THREATENING (or HAZARDOUS) SITUATIONS.
So ProTECTION TRIGGER becomes CONTROL ASSESSMENT.

Limitations L2 and L3 are treated together: the baseline architecture reflects the state
of the organization before the implementation of a security mechanism, and the target
architecture shows the impact of the implementation of the security mechanism. At
baseline, following a proposal for a pattern language for value modeling in ArchiMate
[13], there is a LikeLtHOOD associated with the causal emergence of a THREAT EVENT
and a Loss Event. The dependence relations among risk entities are also shown, so
that it should be clear that interfering in one of them would affect the likelihood of
happening events like these. This is exactly what a SEcUrRITY MECHANISM does in a
systematic fashion, following the ROSE and the theory of prevention [2, 9]°. But the
implementation of a SECURITY MECHANISM is carried out by a SECURITY DESIGNER
through the Work Packace device of ArchiMate’s migration layer, oriented by an

5 Naturally, employing the theory of prevention in ArchiMate requires adaptation, considering
ArchiMate does not distinguish the instance level from the type level.



identified gap in the baseline architecture. Once a SECURITY MECHANISM is implemented,
the target architecture may show a different configuration of the risk entities that are
interdependent, as well as a decreased likelihood concerning the emergence of a THREAT
EvenTora Loss Event. Because of that, Risk AssessSMENT may also be different, maybe
evaluating the risk is now acceptable. Similarly, the required CoNnTROL MEASURE might
change. The pattern of SEcuriTY MEcHANISM from ROSE is translated in ArchiMate
as a Structure Element that holds a capability whose manifestation is an event that
negatively influences the likelihood of THREAT EVENT or a Loss EvenT. This pattern
follows the value modeling pattern in ArchiMate proposed by [13], since security is a
matter of specific creation of value through the prevention of risks. Figure 7 shows our
proposal to evolve the security aspects of the RSO, highlighting in bold the constructs
and relations we propose. Table 3 shows our proposal of the representation of security
concepts in ArchiMate based on ROSE.
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Fig.7. Proposal for evolving the security aspects of the Risk and Security Overlay of ArchiMate

Figure 8 exemplifies our proposal using the same example from the RSO involving
a Loss EVENT of production loss caused by a THREAT EVENT of power fluctuation with
intermediate steps in between. Notice that there is a certain likelihood associated with
the causation between the power fluctuation and the power supply failure. The business
owner is the RISK SUBJECT, and the RISK ASSESSMENT is that the risk of production loss
is unacceptable. Considering this risk experience in the baseline architecture, therefore
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Fig. 8. Example of modeling the introduction of a security mechanism

before the introduction of a SEcuriTY MECHANISM, the CoNTROL OBJECTIVE is defined
to be an adequate peak capability of power assembly, realized by a ConTROL MEASURE of
replacing power supply assembly. This is the responsibility of a technician, the SECUrRITY
DesiGNER. In the target architecture, we see some changes concerning the risk entities:
the new power supply assembly is able to handle large power fluctuations, decreasing
the likelihood of power supply failure; the original power supply assembly was totally
removed from the scene, which means its vulnerability was also removed from scene.
This is one of the ways of prevention [2]. Now, the risk of production loss is acceptable,
because this interference in the risk causal chain ultimately decreased the chances of
happening the production loss. Finally, CoNTROL MEASURE turned into checking the
capability of the new power supply assembly. We provide the resulting files with related

information in a public repository®.

6 Related Work

The closest related works to ours are proposals of modeling Enterprise Risk Man-
agement and security through ArchiMate, as seen by ArchiMate’s Risk and Security
Overlay. The research conducted by Mayer and his collaborators [8] is one example of
these proposals. They propose a conceptual model for Information System Security Risk
Management, which is then integrated with enterprise architecture through ArchiMate’s
RSO. Their model contains four “risk treatment-related concepts™: risk treatment, se-
curity requirement, control. These concepts are mapped into RSO metamodel without

6 See: https://github.com/unibz-core/security-archimate
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Table 3. Representation of security concepts in ArchiMate based on ROSE

Ontology Concept Representation in ArchiMate

Protected Subject A specialization of Risk Subject associated with a «ControlObjective»

Security Designer  Business Role associated with «ControlMeasure» and assigned to the
implementation of a Security Mechanism

Security Mechanism Structure Element (Business Agent, Resource) stereotyped
with «SecurityMechanism»

Control Capability Capability associated with Control Event and SecurityMechanism

Protection Trigger ~ Assessment stereopyed with «Control Assessment»

Protection Event Control Event that realizes «ControlObjective» and it is associated
with «SecurityMechanism»

revision, which means that the problems we have shown remain untouched, such as
construct redundancy and construct deficits.

Another related proposal is the Master thesis by Sander van den Bosch [3]. Based
on Zachman Framework and SABSA Model, he proposes a metamodel describing
risk and security elements, which are the following: vulnerability, threat, risk, security
mechanism, and security policy. Then he employs them to extend ArchiMate towards
“Secure Enterprise Architecture approach”. The resulting language and the metamodel
are validated by interviews with experts from both the enterprise architecture and the
security discipline. The Master thesis by José Miguel Lino Teixeira [14] goes in a similar
direction, but it maps ISO 22301 and ISO 31000 concepts into ArchiMate concepts, then
introducing risk and security concepts. For example, the concept Risk Source from ISO
31000 is defined as an “Element which alone or in combination has the intrinsic potential
to give rise to risk”. The authors understands that “Risk can come from every layer of
the ArchiMate, and we can assume that all elements can be a source of risk”, including
BusiNEss AcTor, DRIVER, and REsourcke. Although both proposals present interesting
results, their analysis of security are not grounded in any well-founded ontology like
ROSE, which is founded in UFO. As a consequence, their analysis suffer from a degree
of informality, and certain modeling patterns and security elements are missing, such as
the ones presented previously.

7 Final Remarks

We presented an ontologically-founded analysis of the security modeling fragment of
ArchiMate’s Risk and Security Overlay (RSO). This analysis, grounded in the Reference
Ontology of Security Engineering (ROSE) [9], allowed us to clarify the real-world
semantics underlying the security-related constructs of the overlay, as well as to unveil
several deficiencies in its modeling capabilities, including both redundancy and deficit of
constructs. We then addressed these issues by redesigning the security modeling aspects
of the RSO, making it more precise and expressive. The proposed redesign supports
the representation of several important elements of Enterprise Risk Management and
security that the original RSO neglects, including patterns of security mechanism,
the subjects involved in it, the interdependence relations among risk entities, and the
interaction between security and ArchiMate’s baseline and target architecture. In doing



so, we fill the gap left by a previous work that analyzed the risk and value aspects of
ArchiMate [12, 13]. Therefore, we expect to contribute to the ontology-based modeling
of enterprise risk and security in a more comprehensive manner. In future work, we
intend to provide more examples in ArchiMate showing different patterns described
by the theory of prevention [2] and to offer support for computational simulations of
scenarios in Enterprise Risk Management and security.
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