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Abstract. Using the scarch engine Google to locate information linked to individuals and
organizations has become part of everyday functioning. This article addresses whether the “gaming”™
of Internet applications in attempts to modify reputations raises substantial cthical concerns. It
analyzes emerging approaches for manipulation of how personally-identifiable information is
accessed online as well as critically-important international differences in information handling. It
investigates privacy issues involving the data mining of personally-identifiable information with
search engines and social media platforms. Notions of “gaming” and “manipulation” have negative
connotations as well as instrumental functions, which are distinguished in this article. The article
also explores ethical matters engendered by the expanding industry of reputation management
services that assist in these detailed technical matters. Ethical dimensions of online reputation are
changing in the advent of reputation management, raising issues such as fairess and legitimacy of
various information-related practices; the article provides scenarios and questions for classroom
deliberation.
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1. Introduction

Every young person one day will be entitled automatically to change his or her
name on reaching adulthood in order to disown youthful hijinks stored on their
friends’ social media sites.

Eric Schmidt, Executive Chairman of Google, quoted in Jenkins (2010)

This article addresses the ethical issues involving efforts to manipulate the
Internet search engine results pertaining to oneself, another individual, or an
organization, with an emphasis on fairness and the overall legitimacy of related
information collection and analysis practices. A number of businesses have
emerged that assist individuals and organizations in the effort to influence search
engine results as well as shape social media profiles. In turn, other businesses and
governmental units are employing data mining practices (applications of
heuristics and protocols for analysis and retrieval of data) to construct detailed and
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