Nicolae Sfetcu

Philosophy of
Blockchain Technology:
Ontologies

ESSAYS Collection

MultiMedia Publishing



Philosophy of Blockchain Technology - Ontologies

Nicolae Sfetcu

April 23,2019

Sfetcu, Nicolae, "Philosophy of Blockchain Technology - Ontologies", MultiMedia (April 23,
2019), MultiMedia Publishing (ed.), DOI: 10.58679/MM73548, ISBN: 978-606-033- 222-0,
URL = https://www.telework.ro/en/e-books/philosophy-of-blockchain-technology-ontologies/

Email: nicolae@sfetcu.com

@ @ This work is licensed under a Creative Commons Attribution-NoDerivatives 4.0
International. To view a copy of this license, visit
http://creativecommons.org/licenses/by-nd/4.0/.



https://www.telework.ro/en/e-books/philosophy-of-blockchain-technology-ontologies/
mailto:nicolae@sfetcu.com
http://creativecommons.org/licenses/by-nd/4.0/
https://doi.org/10.58679/73548

Nicolae Sfetcu: Philosophy of Blockchain Technology - Ontologies

Abstract

In this paper I argue the necessity and usefulness of developing a philosophy specific to
the blockchain technology, emphasizing on the ontological aspects. After an Introduction that
highlights the main philosophical directions for this emerging technology, in Blockchain
Technology 1 explain the way the blockchain works, discussing ontological development directions
of this technology in Designing and Modeling. The next section is dedicated to the main application
of blockchain technology, Bitcoin, with the social implications of this cryptocurrency. There
follows a section of Philosophy in which I identify the blockchain technology with the concept of
heterotopia developed by Michel Foucault and I interpret it in the light of the notational technology
developed by Nelson Goodman as a notational system. In the Ontology section, I present two
developmental paths that I consider important: Narrative Ontology, based on the idea of order and
structure of history transmitted through Paul Ricoeur's narrative history, and the Enterprise
Ontology system based on concepts and models of an enterprise, specific to the semantic web, and
which I consider to be the most well developed and which will probably become the formal
ontological system, at least in terms of the economic and legal aspects of blockchain technology.
In Conclusions 1 am talking about the future directions of developing the blockchain technology
philosophy in general as an explanatory and robust theory from a phenomenologically consistent
point of view, which allows testability and ontologies in particular, arguing for the need of a global
adoption of an ontological system for develop cross-cutting solutions and to make this technology

profitable.
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Introduction

The Internet has completely changed the world, people's culture and customs. After a first
phase characterized by the free transfer of information, concerns have arisen about the security of
online communications and the confidentiality of users. Blockchain technology (BT) ensures both
these goals. BT, relatively new, has the chance to produce a new revolution, fully justifying a
philosophical investigation.

The first blockchain was conceptualized by Satoshi Nakamoto in 2008, using a method that
excludes an authorized third party. (Narayanan et al. 2016) In 2009, Nakamoto developed Bitcoin,
used as a public register for network transactions. (The Economist 2015)

Starting with 2014, new technology applications (Nian and Chuen 2015) known as
blockchain 2.0 have been developed for more sophisticated smart contracts that share documents
or automatically send owners' dividends if profits reach a certain level. In Philosophical
Engineering: Toward a Philosophy of the Web, Halpin and Monnin discussed some philosophical
aspects of this emerging technology, (Halpin and Monnin 2014) such as the relationship between
the physical world and the virtual world, the individual and society, the concepts of materiality,
temporality, space and possibility. (Institute for Blockchain Studies 2016) We can ask ourselves,
ontologically, what this technology is, how it can be characterized, how it is created, implemented
and adopted, and how it works; definitions, classifications, possibilities and limitations. From an
epistemological point of view, we are concerned about what knowledge can be gained through BT,
how it is in relation to reality, what knowledge involves the use of technology, etc. We are also
interested in how BT can be exploited, which aspects allow an assessment, what behavioral norms
involve, aesthetic and moral aspects involved in the use of this technology. The philosophy of BT

can be seen as a conceptual resource for understanding these developments in our modern world.
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(Swan and Filippi 2017) Conceptual metaphors can help us approach and understand new ideas.

(Lakoff and Johnson 2003)

Blockchain Technology

Blockchain, (The Economist 2015) (D. Z. Morris 2016)
(Popper 2017) initially called chain of blocks (Brito and Castillo
2016) (Trottier [2013] 2018) is a growing list of records called
blocks, communicating with each other by cryptographic
messages. (The Economist 2015) Each block contains a
cryptographic hash of the previous block, (Narayanan et al. 2016)
a time stamp and transaction data.

By design, a blockchain is "an open, distributed ledger that
can record transactions between two parties efficiently and in a
verifiable and permanent way", (Iansiti and Lakhani 2017) usually
managed by a peer-to-peer network adhering to a protocol for
node communication and validation of new blocks. After
recording, the data in each block it cannot be modified
retrospectively without changing all subsequent blocks, which
requires network consensus. Blockchain can be considered a
secure design system, distributed, with high error tolerance.
(Raval 2016) Block cryptography uses public keys. (Brito and

Castillo 2016) Private keys allow owners to access their digital

Figure 1 Forming the block
chain in the form of the Merkle tree.
The main chain (B0 ... BS) consists of
the longest series of blocks starting
from the initial block (B0) to the
current block (BS8). All other blocks are
orphan blocks that are outside the main
chain

assets or the ability to interact within the blockchain. (The Economist 2015)
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Each node in a system has a copy of the blockchain. (Raval 2016) There is no central
"official" copy, and no "trustworthy" user more than any other. (Brito and Castillo 2016) Mining
nodes validate transactions, (Tapscott and Tapscott 2016) adds them to the block they are building
and then spreads the block to other nodes. (Bhaskar and Chuen 2015) Blockchain uses various
timestamp schemes, such as proof-of-work, to serialize the changes. (Gervais, Karame, and
Capkun 2015)

Other emerging blockchain applications include e-government, such as Bitnation, (Allison
2015) initiatives for citizens involvement and new forms of democratic participation such as D-
Cent (D-Cent 2015) and digital platforms for creating diverse decentralized applications, such as
Ethereum platform. (Wood 2014) Blockchain technology is considered to have a particularly
important contribution to the future transformation of organizations, democratic governance and
human culture as a whole. (Tapscott, Tapscott, and Cummings 2017)

According to statistics synthesized by the World Economic Forum, interest in the
blockchain has expanded globally, (WEF Financial Services 2016) nearly 30 countries are
currently investing in blockchain projects.

There are three types of blockchains - public (no access restriction), private (access based
on invitation by network administrators, participants and validators are restricted), and consortium

(semi-decentralized, with limited chain access)

Design
Ontology engineering, (Smith 2004) along with semantic Web technologies, allow the
semantic development and modeling of the operational flow required for blockchain design. The
semantic Web, in accordance with W3C, "provides a common framework that allows data to be

shared and reused across application, enterprise, and community boundaries" (W3C 2013) and can
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be seen as an integrator for various content, applications and information systems. Tim Berners-
Lee had the first vision of data network power (Berners-Lee 2007) processed by machines:
(Berners-Lee 2004)

“I have a dream for the Web [in which computers] become capable of analyzing all the data on the
Web — the content, links, and transactions between people and computers. A Semantic Web
, which should make this possible, has yet to emerge, but when it does, the day-to-day
mechanisms of trade, bureaucracy and our daily lives will be handled by machines talking
to machines. The intelligent agents people have touted for ages will finally materialize.”
(Berners-Lee 2000)

Metadata and semantic Web technologies have allowed the application of ontologies for
the provenance of knowledge. Computational ontology research can be useful at the economic
level (including for companies), socially, and for other researchers, contributing to the
development of specific applications. (Kim and Laskowski 2016)

Many researchers regard computational ontology as a kind of applied philosophy. (Tom
Gruber 2008) In the paper "Toward Principles for the Design of Ontologies Used for Knowledge
Sharing," Tom Gruber delivers a deliberate definition of ontology as a technical term in the field
of informatics. (Thomas Gruber 1994) Gruber introduced the term as a specification of
conceptualization:

"An ontology is a description (like a formal specification of a program) of the concepts and
relationships that can exist for an agent or a community of agents. This definition is

consistent with the usage of ontology as set-of-concept-definitions, but more general. And
it is certainly a different sense of the word than its use in philosophy." (Tom Gruber 1992)

To distance ontologies from taxonomies, Gruber said: (Tom Gruber 1993)

"Ontologies are often equated with taxonomic hierarchies of classes, but class definitions, and the
subsumption relation, but ontologies need not be limited to these forms. Ontologies are
also not limited to conservative definitions, that is, definitions in the traditional logic sense
that only introduce terminology and do not add any knowledge about the world (Enderton,
1972) . To specify a conceptualization one needs to state axioms that do constrain the
possible interpretations for the defined terms." (Tom Gruber 1993)
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Feilmayr and Wo6B have refined this definition: "An ontology is a formal, explicit
specification of a shared conceptualization that is characterized by high semantic expressiveness
required for increased complexity." (Feilmayr and W6l 2016)

One of the most elaborated ontologies in this regard is the ontology of traceability (Kim,
Fox, and Gruninger 1995) which helped to develop the TOVE ontologies for enterprise modeling
(Mark Stephen Fox and Griininger 1998) considered as the main source for blockchain design.

Blockchain design is based on the fundamental principles of the Internet architecture:
survival (Internet communications must continue despite network or gateway loss), variety of
service types (multiple types of communications services), variety of networks (multiple types of
networks), distributed resource management, profitability, ease of hosting, and responsibility in

resource use. (Hardjono, Lipton, and Pentland 2018)

Models

The most widely used blockchain modelling system, by abstract representation, description
and definition of structure, processes, information and resources, is the enterprises modelling.
(Leondes and Jackson 1992) Enterprise modelling uses domain ontologies by model representation
languages. (Vernadat 1997)

Based on component-based design, blockchain ontology decomposes blocks into
functional or logical individual components, and identifies the possibilities, assisting in designing,
implementing, and measuring the performance of different block architectures. (Tasca and Tessone
2017) According to Paolo Tasca, the methodological approach is basically composed of the
following steps:

1. Comparative study of different blocks: vocabulary and term analysis to solve ambiguities

and disagreements
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2. Definition of the framework: identification and classification of components, defining a
hierarchical ontology

3. Categorization of levels: Different aspects are introduced and compared for components
from the lowest level of the hierarchical structure.

Like any ICT technology, a blockchain is driven by the fundamental principles of data
decentralization, transparency, security and confidentiality. (Aste, Tasca, and Matteo 2017) Other
fundamental features of blockchain include data automation and data storage capability.

According to Fox and Gruninger, from a design perspective, a business model should
provide the language used to explicitly define an enterprise. (Mark Stephen Fox and Griininger
1998) From the perspective of operations, the enterprise modelling must be able to represent what
is planned and what has happened, and provide the information and knowledge needed to support
operations. (Mark Stephen Fox and Griininger 1998) Functions are modeled through a structured
representation (FIPS PUBS 1993) a graphical representation in a field defined to identify
information needs, identify opportunities and determine costs. (Department Of Defense (DOD)
Records Management (RM) 1995) Other perspectives may be behavioral, organizational, or
informational. (Koskinen 2000)

An appropriate blockchain functional modelling focuses on the process, using four symbols
for this purpose:

e Process: Illustrates the transformation from input to output.
e Storage: Collecting data or other material.
e Flow: Moves data or materials into the process.

e External entity: External to the modelling system but interacting with it.
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A process can be represented as a network of these symbols. In Dynamic Enterprise
Modeling (DEMO), for example, a decomposition is done in the control model, function model,
process model, and organizational model.

Data modelling uses the application of formal descriptions in a database. (Whitten, Bentley,
and Dittman 2004) The data model will consist of entities, attributes, relationships, integrity rules

and object definitions, being used to design the interface or the database.

Bitcoin
Bitcoin is the main peer-to-peer and digital currency payment system that uses blockchain
technology. Bitcoin network features: (Calvery 2013)

e There is no central server, the Bitcoin network is peer-to-peer.

e There is no central repository, the Bitcoin registry is distributed.

e The register is public, anyone can store it on your computer.

e There is no administrator, the registry is maintained by a network of equally privileged
miners.

e Anyone can become a miner.

e Additions to the registry are maintained through competition. Until a new block is added
to the registry, it is not known which miner will create the block.

e The bitcoin emission is decentralized. These cryptocurrencies are issued as a reward for
creating a new block.

e Anyone can create a new Bitcoin address (a bitcoin correspondence of a bank account)
without the need for approval.

e Anyone can send a transaction on the network without the need for approval, the network

only confirms that the transaction is legitimate.
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Researchers have highlighted a "centralization trend": on the one hand, Bitcoin miners join
large mining bases to minimize their revenue variation. (Bohme et al. 2015, 215-22) On the other
hand, a Bitcoin "aristocracy" was formed as a result of the architecture of the code; the members
of this aristocracy are those who entered Bitcoin early on.

Nigel Dodd argues in The Social Life of Bitcoin that the essence of Bitcoin's ideology is to
take the money out of social control, including the government, there is even a Bitcoin Statement
of Independence. The statement includes a message of crypto-anarchism with the words: "Bitcoin
is inherently anti-establishment, anti-system, and anti-state. Bitcoin undermines governments and
disrupts institutions because bitcoin is fundamentally humanitarian." (von Hayek 1976)

David Golumbia states that the ideas that influence Bitcoin supporters appear from the
right-wing extremist movements and their anti-central bank rhetoric, or, more recently, the
libertarianism of Ron Paul and the Tea Party. (The Economist 2018)

Kroll et al. argue that Bitcoin's ecology will need governance structures to survive, (Kroll,
Davey, and Felten 2013) already showing signs of emerging governance structures. These modes
of government can be based on consensus and, if leadership opposes, the community can choose
another course. Beyond that, recent developments have shown that a single mining pool could
contribute so much to Bitcoin's computational processes that it could effectively control the whole
system, putting an end to its decentralized structure. (Kostakis and Giotitsas 2014)

Bauwens and Kostakis argue that Bitcoin is not a community-based project, but a currency
that reflects a new type of capitalism - "distributed" capitalism (Kostakis, Bauwens, and Niaros
2015) based on the liberal political ideology advocating the elimination of the state in favor of
individual sovereignty. In practice, what is being achieved is concentrated capital and centralized

governance.

10
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Vasilis Kostakis and Chris Giotitsas also consider that Bitcoin exemplifies a type derived
from "distributed capitalism" (Kostakis and Giotitsas 2014) although it should rather be seen as a

technological innovation.

Philosophy

Donncha Kavanagh and Gianluca Miscione introduced the concept of digital heterotopia!
as a way to describe and analyze the special and evolutionary relationship between contemporary
state and digital money, including block-based cryptocurrencies. (Miscione and Kavanagh 2015)

State features are affected by the connection with digital coins. Social systems create their
own limits and remain alive according to their internal logic, which does not derive from the
system environment. So, social systems are operationally and autonomously closed - interacting
with their environment and there is a general increase in entropy, but individual systems work to
maintain and preserve their internal order. Autopoietic systems (like the state, with the tendency
to maintain the inner order with a remarkable degree of independence from the outside world) may
contrast with allopoietic ones. It results in a state with a finite influence area, but recently troubled
by the new forms of digital money and the corresponding infrastructure.

In general, the current world is polarized politically, with very few exceptions. New
monetary systems, such as cryptocurrencies, fall within these exceptions, with the tendency to
decouple from the state.

Satoshi Nakamoto, in designing the most powerful cryptocurrency, has in fact considered

an imaginary world populated by individuals who do not trust each other. According to the

! Heterotopia is a concept developed by philosopher Michel Foucault to describe some cultural, institutional
and discursive spaces that are in a different way: disturbing, intense, incompatible, contradictory, or transforming.
Heterotopias are worlds in worlds, which at the same time mirror and still disturb those outside.

11
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ideology of freedom, one of the key objectives was to avoid any authority. The solution was
Bitcoin, a variant that disturbs all current formal infrastructures.

Foucault used the idea of heterotopia to identify where hegemonic rules and constraints are
not applied. He first used the term to describe spaces with multiple meanings (Foucault and
Miskowiec 1986) which reflect other spaces, identifying different types of heterotopias.
Blockchain manifests these attributes of heterotopia at the digital level. Blockchain is a growing
element of "cyber space" that has already been identified as a form of heterotopia, (Young 1998)
but it also has particular traits.

In the blockchain system we find the separate and opposable categories of heterotopias: the
center and periphery, the interior and exterior, foreign and local, etc. In this space, "libraries" and
"museums" as a heterotopic type function with "unlimited accumulation time". (Foucault and
Miskowiec 1986, 26) So, the blockchain functions according to a similar logic.

Heterotopic spaces avoid the rules and structures established in favor of alternative social
order processes that do not limit imagination, alterity and difference.

Digital technologies can also be interpreted as notational technologies, respectively a
syntactic notation in a reference field, a technology version of what Nelson Goodman called a
"notational system". (Dupont 2017) Notational technologies produce abstract entities through
positive and reliable tests, or constitutive tests of socially acceptable sense. Consequently,
blockchain technologies are effective in managing digital assets, because they produce abstract
identities through scoring performance. Digital technologies create representations by abstracting
complex object properties and then using these newly formed identities to control and manage

entities. This process is then used to control and manage "real" entities. More recently, these

12
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technologies can control and manage real people and goods, relying on their ability to abstain and
manage their identities.

Goodman believes that: "A system is notational, then, if and only if all objects complying
with inscriptions belong to the same compliance class, and we can, theoretically, determine that
each mark belongs to, and each object complies with inscriptions of, at most one particular
character." (Goodman 1968, 156) Codes, such as binary code, machine code, and software code,
are considered to be a kind of writing. There is an ontological gap between alphabetical scripting
(human code) and Javascript (code for computers). But there is a simple and smooth translation
between Javascript and the binary code (apparently the "language" used by computers).

Blockchain technology is an artifact of the asynchronous interaction of a network of
thousands of independent nodes with simple and algorithmic rules to accomplish a multitude of

financial processes. (Antonopoulos 2014, 177)

Ontologies

Social ontology is concerned with the nature of the social world, constituents, or building
blocks of social entities in general. Some theories claim that social entities are built from people's
psychological states, others are built up of actions, others from practice, and other theories deny
that even a distinction can be made between social and non-social. One of the ways to clarify
assertions about building social entities is to use different forms of the supervenience? relationship.
An advantage of the supervenience relationship is that it allows relatively easy articulation of
important distinctions in precise ways. But there may also be well-known shortcomings regarding

the relationship of supervenience. (Fine 2001) Various other relationships besides supervenience,

2 Supervenience is a relationship between sets of properties or sets of facts. It is said that X supervene on Y
if and only if a distinction is required in Y so that any distinction in X is possible.

13
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including identity, parties, merger, aggregation, membership, constitution, and substantiation, can

be discussed for the social blocks of the social world. (List and Pettit 2011)

Narrative ontologies

For Paul Ricoeur’, there is an order and a structure of history transmitted through the
narration of history, otherwise the history would be unintelligible. But the events and facts of this
narrated history disrupt the dominant order and reorder it.

Ricoeur has examined a number of different forms of extended speech, starting with
metaphorical discourse. Narrative discourse is one of the forms investigated by Ricoeur, (Pellauer
and Dauenhauer 2002) setting up heterogeneous concepts that identify actions at a time when
something happens not only after something else, but also because of another thing from a story
or history that can be followed. It reforms physical events as narrative events, which make sense
because they say what happens in a story or history. The narratives are always a synthesis of the
heterogeneous concepts that configures storytelling episodes.

In Time and Narrative, Ricoeur emphasized the importance of the idea of a narrative
identity. (Ricoeur 1988) Ricoeur's argument on individualization continues through a succession
of stages. It starts from the philosophy of language and from the problem of identifying the
reference to persons as individuals themselves, not just things. This leads to the consideration of

the speaker as an agent, passing through the semantics of the action that Ricoeur had learned from

3 Paul Ricoeur was a French philosopher preoccupied with philosophical anthropology in the tradition of
French reflective philosophy. Ricoeur concluded that, in order to properly study human reality, the phenomenological
description should be combined with the hermeneutical interpretation, thus developing a theory of interpretation that
could be grafted on phenomenology. While philosophical language always pursues univocal concepts, the language
actually used is always polysemic, so all language uses necessarily require interpretation. In his later work he put an
increasing emphasis on the fact that we live in time and history. (Pellaver and Dauenhauer 2002)

14
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analytical philosophy. Then comes the idea that the self has a narrative identity. (Pellauer and
Dauenhauer 2002)

The narrative paradigm is a theory of communication conceptualized by Walter Fisher,
(Fisher 1984) which states that all significant communication takes place by telling or reporting
events. Stories are more convincing than arguments. Stories have the power to include the
beginning, middle, and end of an argument. (Rowland 1988)

Narrative rationality requires consistency and fidelity. (Dainton and Zelley 2011) Narrative
coherence is the extent to which a story makes sense. Narrative fidelity is the extent to which a
story fits into the prior understanding of the observer. The narrative paradigm is generally
considered an interpretive theory of communication. (Spector-Mersel 2010)

Wessel Reijers and Mark Coeckelbergh describe ontologically the technology with
reference to the ever-growing digital chain, which contains transaction records. (Reijers and
Coeckelbergh 2018) The blockchain is made up of the programming code as a sequence of symbols
that can be read by the computing devices. This code has a significant human and socio-
institutional dimension. John Searle offers an ontological theory of social reality that explains the
similarity between the law and the programming code, indicating their linguistic origin. The origin
of certain artificial phenomena, called institutional deeds, is traced back to the linguistic entities
called statements of status functions. (Searle 2010, 13) The linguistic act of the agreement (speech
act) results in a new reality: (Searle 2006, 69) it gives the agreed party a new set of digital rights
and duties, the constitutive rules defining the ontology of the ICT environment. (Reijers and
Coeckelbergh 2018)

Declarations on status functions include both internal aspects (linguistic aspects, sentences)

as well as illustrating aspects (extra-linguistic aspects: intentional states such as beliefs and

15
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desires). Thus, if we declare something, we can create an ontological reality while we want it to
happen. (Searle 2006, 112)

In the case of blockchain technology, the individual act of trading a quantity of
cryptocurrency depends on the collective intentionality of this act, and a collective consensus is
needed to make the system work. (Nakamoto 2008, 8)

Wessel Reijers and Mark Coeckelbergh consider post-phenomenological theories in the
philosophy of technology about the role of technological mediation and social studies of science
and technology (mapping social networking groups or human and non-human actors) to analyze
blockchain technology by conceptualizing the type of relationship which he represents between
the subject and his world. Thus, the development of technologies such as Bitcoin indicates a policy
understood as an interaction between social discourses and social imaginations.

There are different philosophical views on how the ontological significance of narrative
can contribute to our understanding of the social world and the way in which social reality is
modeled. Some researchers consider that narrative is an instrumental cognitive skill or linguistic
tool, while others regard it as an ontological category related to how people exist in the world
(Meretoja 2014, 89) or understand human life as a narrative. (Maclntyre 2007, 114) Another
theoretical division of the role of the narrative exists between an empirical tradition denouncing
the narrative as a fundamental philosophical concept (Strawson 2004) and a hermeneutical
tradition rejecting the idea of a narrative-free experience and claims that all representations of the
human social world are mediated by the human linguistic interpretation (Taylor 1971, 4) that
subjectivity is always mediated by language, signs, symbols and texts. (Meretoja 2014, 96) Thus

narrative should be understood as a fundamental ontological aspect of human social reality.

16
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Narrative ontology can be used to study the different aspects of our social world. Ricoeur
characterizes narratives as cultural phenomena and explains why narratives can outline our social
reality: because it configures narrative portions that recreate social events (Borisenkova 2010, 93)
and thus renews our social reality. Organizing the narrative structure helps us to understand the
social world, but at the same time understanding the social world is the basis of any new narrative
structure.

David Kaplan established a connection between Ricoeur's work and the philosophy of
technology. He suggests that Ricoeur's hermeneutical method as well as the hermeneutic circle
analysis between human experience and narrative can be fruitful in technology discussions,
(Kaplan 2006, 43—44) as these elements can enrich the analysis of technological mediation by
including the notion of linguistic and social mediation.

Blockchain technology and narrative-constructed monetary technologies do not organize
people and interactions directly with each other, but rather quasi-characters (e.g., addresses,
exchange houses) and quasi-events (e.g., transactions) in quasi-plotting (e.g., mining a block).

(Ricoeur 1990, 181)

Enterprise ontologies

Enterprise ontology for blockchain transactions includes datalogical, infological and
essential levels. OntoClean (Guarino 1998) developed by Nicola Guarino and Chris Welty
(Guarino and Welty 2000) analyzes ontologies based on formal, domain-independent properties
(metaproperties), being the first attempt to formalize the notion of ontological analysis for
computer systems. The notions are extracted from the philosophical ontology. In the semantic web,
a property is a binary relationship, with a subtle distinction between ownership and class. Thus, a

metaproperty is a property of a property or a class.

17
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Identity for the ontologies of computer systems includes conceptual modeling of the
database, especially those that expose the existence or at least the need to represent other entities.
In OntoClean, identity criteria are associated with, or carried by a class whose instances are
identified in the same way, called sortal. Identification criteria and sortals are intuitively designed
to respond to the linguistic way of associating identity with certain classes.

The design of ontology can be done when there is a basic understanding of the blockchain
analysis. Blockchain comes in three forms: public, private or hybrid. (Buterin 2015) Blockchain
ontology should also refer to the operations and business processes of potential adopters.
Enterprise ontology provides a collection of relevant terms and definitions of natural language.
Examples of frameworks for enterprise ontology are TOVE, EO and DEMO. (Kruijff and Weigand
2017)

TOVE, the acronym of the 7Oronto Virtual Enterprise project, is a project for an
ontological framework for enterprise integration based and tailored for enterprise modeling.
(Totland 1997) The initial objectives of the project were: (M.S. Fox 1992)

Creating a distributed representation or an ontology of the enterprise that every agent in
the distributed enterprise can understand and use

¢ Defining the meaning of all descriptions or semantics

e Implementing semantics into a set of axioms that will allow TOVE to automatically answer
to many "common sense" questions about the enterprise, and

¢ Defining a symbol system to represent a concept in a graphical context.
The project develops a set of integrated ontologies for modeling enterprises. Ted Williams

states that it 1s "multi-level, spanning conceptual, generic and applications layers. The generic and

18
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applications layers all also stratified and composed of micro theories spanning, for example,
activities, time, resources, constraints, etc.” (Williams 2000)

Fox et al. presented TOVE enterprise models as a second-generation knowledge
engineering approach. An approach to first generation knowledge engineering "is extracting rules
from experts, while second generation is ontology engineering: They develop comprehensive
ontologies for all the aspects of an organization they find necessary (necessity is decided based on
competency requirements to the model, i.e., what are the questions the model will have to answer,
either by ordinary look-up or by deduction). The background of TOVE is clearly knowledge
engineering and to some degree Computer Integrated Manufacturing." (M.S. Fox 1992)

A business modeling methodology for transactions and the analysis and representation of
business processes that provide a coherent understanding of communication, information, action
and organization was developed in the 1980s by Jan Dietz and is inspired by the perspective
language/action introduced in the field of computer science and computer systems design by
Fernando Flores and Terry Winograd in the 1980s: (Flores et al. 1988) Design and Engineering
Methodology for Organizations (DEMO). (J. L. G. Dietz 2001)

DEMO is based on explicitly specified principles characterized by a rigid modeling
methodology (Van Nuffel, Mulder, and Van Kervel 2009) and focuses on building and operating
a system rather than on functional behavior. It underlines the importance of choosing the most
effective level of abstraction to establish a separation of problems. (Nian and Chuen 2015) DEMO
has proven to be a useful methodology to formalize systems that are ambiguous, inconsistent or
incomplete, especially when it comes to reducing the complexity of modeling (Wang, Albani, and

Barjis 2011) enterprise ontology. (Kruijff and Weigand 2017)
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The methodology provides a coherent understanding of communication, information,
action and organization, and is based on the following principles: (J. Dietz 1996)

e An organization consists of people with authority and responsibility to act and negotiate.
e Information systems and business processes design leads to uniformity.

e The models should be understandable for everyone interested.

e Information needs to match their users.

This concept has proven to be a new paradigm for the design of information systems,
highlighting what people do while communicating, reality through language, and how
communication brings a coordination of their activities. (Dignum and Dietz 1997)

DEMO is related to the Natural Language Information Analysis Method (NIAM)
developed by Shir Nijssen (Aaldijk and Vermeulen 2001) and Object Role Modeling (ORM) (J.
L. G. Dietz and Halpin 2004).

The ontological model of an enterprise in DEMO consists of an integrated set of four layout
models, each with a specific vision of the enterprise:

e Construction Model (CM): composition, environment, interaction structure and
interstriction structure

e Process Model (PM): the state space and the transition space of its coordinating world

e Action Model (AM): a set of action rules; and

e Factual Model (FM): the state space and the transition space of its production world

An important development in the history of databases was the separation of implementation
options from the conceptual model of the database (principle of data independence). A similar
separation is very necessary for the blockchain domain. An axiom of distinction of enterprise

ontology can be adopted as an ontological basis for this separation. (Kruijff and Weigand 2017)
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Enterprise ontology distinguishes three basic human abilities: performa (bringing new
things through communication), informa (content aspects of communication and information) and
forma (aspects of the form of communication and information). (J. L. G. Dietz 2006)

Following the three abilities, we distinguish three ontological layers: (Kruijff and Weigand
2017) datalogical (describes blockchain transactions at the technical level in terms of blocks and
code), an infological abstraction (to describe blockchain transactions as the effect of an open
(immutable) register system), and essential (to describe the economic significance of infological
transactions). The datalogical level is the level of data structures and data manipulation, using
taxonomies identified in the cryptocurrency, (Glaser and Bezzenberger 2015) blockchain research
(Christidis and Devetsikiotis 2016) and blockchain technologies and cloud providers. (Gray 2016)

Unified Modeling Language (UML) of Object Management Group, along with Object
Constraint Language (OCL), (Purvis and Cranefield 1999) are considered by Joost de Kruijff and
Hans Weigand as the best fit for blockchain ontology. (de Kruijff and Weigand 2017) OCL is a
declarative language that describes the rules applicable to UML models and is part of the UML
standard. Initially, OCL was just an extension of the formal specification language for UML.
(Object Management Group 2000) Now, OCL can be used with any meta-model. (Object
Management Group 2006) OCL is a precise text language that provides constraint expressions and
query objects on any specific model or meta-model that cannot be expressed otherwise by
schematic notation. OCL is a major component within the new standard recommendation for
model transformation.

OCL is an analysis and design method resulted from a previous second-generation object-
oriented method. OCL includes:

1. acontext defining the condition when the statement is valid
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2. aproperty of context features (for example an attribute if the context is a class)
3. an operation handling or qualifying a property; and
4. keywords for conditional expressions.

Joost de Kruijff uses OCL for datalogical blockchain ontology (de Kruijff and Weigand
2017) where wallet (that initiates transactions on the blockchain and receives the result),
transaction (a request to nodes containing an entry, an amount and an exit, or custom data), and
node (an entity to prove or validates and adds transactions to a block using a unique hash, being
rewarded for each successful transaction) are most important components of this ontology. In the
taxonomy for the ontological structure of a chain, Joost de Kruijff and Hans Weigand distinguish
several objects.

Langefors distinguished between information (as well as knowledge) and data (as
representation), (Goldkuhl 1995) creating a new field in knowledge engineering called infology,
for the administration of complicated structures. (J. L. G. Dietz 2006) Blockchain as a "distributed
register" is an infological characterization. A registry consists of accounts. Transactions must
comply with trading rules. For each transaction the entry is equal to the output. (de Kruijff and
Weigand 2017)

Essential or business level refers to what is created directly or indirectly through
communication. In the Language/Action Perspective, (Narayanan et al. 2016) the key notion in
communication is commitment as a social relationship based on the common understanding of
what is right and true, a change of social reality. (de Kruijff and Weigand 2017)

Enterprise ontology is combined with the business ontology of Resources, Events, Agents
(REA) to be used for the content of the change (Hunka and Zacek 2015) REA was originally

proposed in 1982 by William E. McCarthy as generalized accounting model. (McCarthy 1982)
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REA can add value when shaping current ERP business processes, providing an useful tool for
understanding. (Fallon and Polovina 1982)

REA sees the accounting system as a virtual representation of the real business. REA is an

ontology, with the following real objects included in the model:
e Resources: goods, services, or money
e [Events: business transactions or agreements affecting resources
e Agents: people or other human agents (companies, etc.)

REA philosophy is based on the idea of reusable design patterns, although REA models
are used to describe databases.

In ontology-based modeling, conceptualization is the set of ontologies needed to ensure
common interpretation of data from one or more databases. If blockchain modeling is a specialized
form of inter-enterprise modeling based on ontology results in a blockchain with improved
interpretability. (Kim and Laskowski 2016)

e For informal or semi-formal ontologies, can lead to improvement of database standards as
well as business practices and processes.

e For formal ontologies, can help with the formal specification of automatic inference and
verification.

In the formal ontology approach, the description is very similar to the definition of smart
contracts as "pieces of software that represent a business arrangement and execute themselves
automatically under pre-determined circumstances." (The Economist 2016)

The REA model developed of Bill McCarthy (McCarthy 1982) can be used in accounting.
The accounting perspective is appropriate in the context of the blockchain. (de Kruijff and

Weigand 2017)
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Since the blockchain transaction refers to events that trigger changes in economic reality,
REA is perceived as more suitable for the baseline analysis than DEMO, which is more appropriate
for coordinating these events, which is less important for the blockchain.

REA includes the concept of a contract as a package of mutual commitments, through
transactions and commitments, where some of the engagements are executed automatically.
(Szabo 1997)

Referring to REA processes, it can be said that planning (creating a smart contract) and
allocation of input resources (output events) materialize on the blockchain, while executing the
contract by exchange and conversion (in a smaller extension) triggers output resources (input
events) that could go beyond the blockchain, even for physical entities, such as, for example, loT
devices. (de Kruijff and Weigand 2017)

The accounting approach is appropriate for blockchain. The transactions trigger changes
in economic reality, so REA is more suitable for the baseline analysis than DEMO, which is more
appropriate for coordinating these events (less important). (Kruijff and Weigand 2017)

For REA the contract is seen as a mutual commitment. The smart contract supposes that
some of the engagements are executed automatically. (Szabo 1997) Transactions and
commitments are made with sets of infological transactions, and fulfillment is accomplished
through a transfer from the engagement account. (Kruijff and Weigand 2017)

Planning in REA processes for a smart contract, and allocation of resources and events
materialize on the blockchain, while executing the contract triggers resources and events that could

go beyond the blockchain.
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Conclusions

Blockchain technologies have ontological status specific to emerging web technologies,
offering new insights compared to what we know as reality. Blockchain technologies do not work
autonomously and discreetly, but intertwined with many other aspects of our conceptions of
reality, both physically and virtually. Blockchain technologies extend the aspects of our existence
and our ability to shape and create reality. It follows that blockchain is not just a new technology,
but even a new type of technology, it can be an innovative and fundamental way of configuring
reality. (Swan and Filippi 2017)

The first step in adopting technology was the financial industry by trading bitcoin
cryptocurrency. But global payments are only a fraction of the global financial industry use cases.
Blockchain technologies can open a new era in IT development and financial transactions,
affecting other areas such as IoT, consumer electronics, insurance, energy, logistics, transport,
media, communications, entertainment, healthcare, automation and robotics. (Tasca and Tessone
2017) Blockchain technology will allow for an evolution on a higher level of the IoT concept.
Tapscott and Tapscott (Tapscott, Tapscott, and Cummings 2017) claim that this new Tutorial
Internet will need a Register of All Things and a digital processing system that can be provided by
blockchain cryptography. By combining BitTorrent peer-to-peer file sharing with public key
cryptography, blockchain technology can also be used to record almost everything that can be
expressed in code: birth and death certificates, marriage permissions, property titles, financial
accounts, medical records, votes, records of origin, etc. (Kim and Laskowski 2016)

Currently, a blockchain 2.0 governance initiative uses technology to enable refugees across
Europe to create digital identities that can be used to identify theirs and their families

cryptographically and to receive and spend money without bank accounts. (K. Morris 2015) Swan
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provides a "Blockchain 3.0" stage where blockchain technology will also apply in other areas such
as health, literacy, culture and art. (Swan 2015, 55-78)

The blockchain philosophy is still at the beginning of the road. It will need to be supported
in the future by an explanatory and robust phenomenological, consistent and test-proof theory.
Efforts can focus on both ontological and epistemological issues, through an understanding of the
conceptual, theoretical and fundamental dimensions of technology, based on which new fields of
investigation - technological, economic, financial, and political - can be developed.

Using the conceptual framework of narrative technologies, Wessel Reijers and Mark
Coeckelbergh have come to the conclusion that blockchain technology actively configures our
understanding of social reality, configures narrative structures that abstracted from the sphere of
action, and configures the distances between the second order narratives of technology and the
first order narratives deriving from the active configuration of technology, (Reijers and
Coeckelbergh 2018) with potential implications and normative, ethical and political contributions,
both positive and negative.

For enterprise ontologies, a blockchain transaction, regardless of its ecosystemic and
cryptographic complexity at a datalogical level, presents conceptual similarities critical and
essential to traditional economic transactions. In addition to verification using top ontologies such
as DOLCE, subsequent validation can be done with applications, and by mapping to the various
implementations of the existing blockchain. (de Kruijff and Weigand 2017) A major step forward
is to understand and formalize interactions between networks, side chains and off-line chains in
public, private and hybrid domains (zoning of blocks).

At present, there is no formal blockchain ontology required for global adoption and

compatibility to develop cross-cutting solutions and provide cost-effective solutions. Blockchain
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ontology breaks blocks into functional or logical individual components, and identifies
possibilities to help design, implement, and measure the performance of different block

architectures.

All these possibilities suggest a new world that we have to understand, a task where

philosophy could help by providing a conceptual framework on how to do that.
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