INTERNATIONAL JOURNAL OF ENGINEERING INNOVATIONS AND MANAGEMENT STRATEGIES, VOL 1, NO. 6, DEC 2024

Distributed Denial of Service Protection

DR.T.Shyam Prasad Authors :Sowmya Pisarla, Varshitha Sirisetti, Kudulla Maneesh
Department of Computer Science and Engineering, Anurag University, Hyderabad, Telangana, India

21eg105f27@anurag.edu.in
21eg105f25@anurag.edu.in,
21e9105f37@anurag.edu.in

Abstract. As Distributed Denial of Service (DDoS) attacks evolve, accurately detecting these threats becomes essential to
ensuring network stability. Traditional methods often face challenges in recognizing adaptive DDoS patterns and balancing
detection accuracy with false positives. This paper presents a machine learning-based framework leveraging Gaussian Naive
Bayes, K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and an Ensemble Random Forest classifier. Through

an in-depth performance analysis using accuracy and AUC-ROC metrics, the hybrid model aims to provide a robust, scalable
solution to enhance network security.
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1.INTRODUCTION

1.1 Problem Statement

With therise in Internet connectivity, DDoS attacks have become more frequent and sophisticated, targeting critical services
to exhaust resources and disrupt access. DDoS attacks generate substantial, anomalous traffic, making detection challenging
within high-traffic networks. Traditional detection techniques like signature-based systems, while effective for known
threats, struggle with novel attack patterns and require constant updating. This situation emphasizes the need for advanced,
adaptive detection systems that leverage machine learning models to identify anomalies in real-time, reduce false positives,
and protect network stability.

1.2 Objective

This paper explores a hybrid machine learning approach combining Gaussian Naive Bayes, K-Nearest Neighbors, SVM,
and an Ensemble Random Forest classifier. Each classifier is tailored for different aspects of anomaly detection, while the
ensemble model integrates these strengths to enhance accuracy and robustness in DDoS attack detection.

1.3 Scope

The study focuses on evaluating each model’s performance on a network traffic dataset, analyzing their accuracy, precision,
recall, and AUC scores to determine the most reliable method for DDoS detection. The hybrid model’s ability to detect
both known and novel attacks makes it adaptable to varied network environments, positioning it as a potential solution for
real-world deployment.
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2. LITERATURE REVIEW

2.1 Network Anomaly Detection Techniques

Network anomaly detection techniques traditionally include signature-based, rule-based, and threshold-based systems.
These approaches often yield high false positives and require updates for each new threat type. Machine learning offers an
alternative by enabling the system to “learn” from network traffic, identifying patterns indicative of potential attacks. Such
models continuously adapt to evolving threats, making them suitable for dynamic and high-volume network environments.

2.2 Hybrid ML Models in Cybersecurity

Combining multiple machine learning classifiers—an ensemble approach—has demonstrated success in cybersecurity
applications like malware detection, spam filtering, and intrusion detection. Ensemble methods, such as Random Forest,
integrate multiple weak learners, enabling greater resilience and adaptability. Prior research confirms that hybrid models
reduce false positives, increase accuracy, and improve detection capabilities by leveraging the strengths of various
algorithms in a single framework.

3. METHODOLOGY

3.1 Data Collection and Preprocessing

The dataset, "dataset_sdn.csv’, includes diverse features such as source IP addresses, destination IP addresses, ports, and
traffic labels, categorizing traffic as either normal or malicious.

-Null Value Removal: Missing values are dropped to ensure data consistency.

-Feature Selection: Features are selected based on their correlation with traffic labels, ensuring only relevant attributes are
used for classification.

-Normalization: Numeric values are scaled to a standard range for uniformity, enhancing model learning and reducing
computational overhead.

3.2 Model Selection and Training
Four machine learning models were chosen based on their strengths in classification tasks:

Gaussian Naive Bayes (NB): Suitable for high-dimensional, continuous data, leveraging probabilistic inference for
anomaly detection.

- K-Nearest Neighbors (KNN): Classifies data by identifying proximity to labeled examples, effectively capturing local

relationships within structured data.

- Support Vector Machine (SVM): Separates data into classes using a decision boundary, ideal for complex, non-linear
decision surfaces.
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- Ensemble Model (Random Forest): Combines predictions from NB, KNN, and SVM, producing a majority-vote-based
classification that enhances accuracy and resilience to overfitting.

3.3 Feature Engineering

Features with significant correlations to the target label are selected based on a predefined correlation threshold. This
approach reduces noise and focuses the models on highly predictive attributes. Selected features are then normalized,
forming the input matrix for each classifier.

3.4 Evaluation Metrics

Performance evaluation involves multiple metrics, focusing on accuracy, precision, recall, F1-score, and AUC-ROC values.
Accuracy measures overall correctness, while AUC-ROC provides insight into the model’s sensitivity in distinguishing

between normal and malicious traffic.
4. RESULTS
4.1 Model Performance
Each model’s individual performance is evaluated, with results summarized as follows:
- SVM: Achieved 93.2% accuracy, showing strong performance in differentiating normal and anomalous traffic.
- Gaussian Naive Bayes: Yielded 88.4% accuracy, suitable for probabilistic classification on high-dimensional datasets.

- K-Nearest Neighbors (KNN): Reached 89.5% accuracy, ideal for scenarios where network traffic shows clear, structured
clustering.

-Ensemble Model (Random Forest): Combining the strengths of the above models, the ensemble achieved 96.1% accuracy
and reduced the risk of misclassification.

4.2 ROC Curve and AUC Analysis
The AUC scores provide a comprehensive view of each model’s trade-offs between sensitivity and specificity. Ensemble
AUC =0.96, SVM =0.93, KNN = 0.91, and Naive Bayes = 0.89. The ensemble’s high AUC confirms its superior detection

capability, making it highly effective for real-time applications.

4.3 Accuracy Comparison
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The ensemble model consistently outperformed individual classifiers, with a comparison chart illustrating its accuracy
advantage. By combining models, the ensemble demonstrates a higher detection rate for both benign and malicious traffic,
validating its robustness in complex traffic patterns.

5.DISCUSSION

5.1 Strengths of the Hybrid Approach

- Increased Detection Accuracy: The ensemble model leverages diverse algorithms, achieving greater classification

precision and recall.

- Reduced False Positives: By validating anomalies across multiple models, the ensemble approach minimizes the risk of

false alarms.

- Scalability: The model’s adaptability allows for application across various network settings by retraining on domain-

specific data.

5.2 Limitations

- Computational Overhead: Ensemble models are resource-intensive, requiring optimization to ensure viability in high-

speed, real-time environments.

- Data Dependency: High-quality labeled data is essential. Insufficient or unrepresentative data may lead to suboptimal
performance in real-world scenarios.

5.3 Implications for Cybersecurity

The hybrid model significantly improves the robustness of anomaly detection systems, essential for protecting modern
digital infrastructures. Its adaptability to changing network traffic and reduced false positives make it a viable solution for
organizations requiring high-confidence DDoS detection.

6. CONCLUSION

6.1 Summary

This paper presents a hybrid machine learning model, combining Gaussian Naive Bayes, K-Nearest Neighbors, SVM, and
an Ensemble Random Forest, which effectively detects DDoS attacks with 96.1% accuracy. The ensemble model’s balance

of sensitivity and specificity enhances its reliability, making it a robust solution for network anomaly detection.

6.2 Future Work
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Future research could focus on integrating deep learning algorithms, developing adaptive real-time models, and
incorporating advanced feature extraction techniques, like deep packet inspection, to improve model accuracy further.

7. DECLARATIONS

7.1 Study Limitations

1.Data Quality: Limited or unrepresentative data may negatively impact detection accuracy.
2.Computational Resources: The ensemble model's complexity may limit deployment in resource-constrained settings.

3.Generality: Retraining may be necessary to apply the model across diverse network environments.
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