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Abstract

The digital era brings various benefits to adolescents. However, operating on the digital
environment without sufficient knowledge and skills will expose them to multiple types of
risks, especially in the country with low digital safety education rate like Vietnam. The
current study examines factors that can contribute to cultivating adolescents’ digital
resilience using the information-processing reasoning of the Mindsponge Theory. A UNESCO
dataset of 1061 Vietnamese high school students was analyzed using the Bayesian
Mindsponge Framework analytics. It is found that adolescents’ daily Internet usage
frequency, parents’ Internet safety guidance, and teachers’ safety guidance are positively
associated with digital resilience. However, the effects of parents’ and teachers’ Internet
safety guidance on digital resilience are conditional on the daily Internet usage frequency.
Parents’ guidance only enhances adolescents’ digital resilience if they use the Internet less
than four hours per day. In contrast, the positive effect of teachers’ guidance on adolescents’
digital resilience becomes stronger when the students spend more time on the Internet
(more than 1 hour). Based on these findings, we suggest that adolescents can learn to
minimize risks and protect themselves by exposing more to the digital environment. Parents’
and teachers’ supports are important in enhancing adolescents’ capability to deal with digital
threats, but types of supports need to be carefully considered to avoid reverse impacts on
adolescents’ resilience.

Keywords: digital risks, safety, Internet usage, school support, parental support, BMF
analytics

“If you want to find food, you have to go where
the food is. Flying far only makes one tired; it
doesn’t guarantee anything.”

from “Food” in the Kingfisher
Story Collection (2022)

1. Introduction

Nowadays, the development of science and technology makes access to the digital
environment a more common thing for people around the globe. The wide availability of
information communication technology (ICT) allows us to communicate with each other
easily, quickly, conveniently, and at a reasonable cost (Rahmatullah et al, 2022). The
advantages of ICT are myriad, especially for children and adolescents. They can use ICTs to
learn, entertain, explore, or even work to earn money. Indeed, it is not difficult to find success
stories of teenagers becoming millionaires through computational entrepreneurship (Vuong,
2019), such as JoJo Siwa with It’s JoJo Siwa Youtube channel, Adam Hildreth with Dubit
Limited (a social-networking website for teenagers), Nick D’Aloisio with Summly (a web



platform and smartphone application that provides algorithmically-generated summaries),
etc. However, digital spaces also contain many threats to adolescent users.

A majority of adolescents use digital devices and the Internet regularly. They use digital
technology and media so frequently that they are labeled “digital natives” or “the net
generation” by multiple scholars (Oblinger & Oblinger, 2005; Prensky, 2001). The
International Telecommunication Union (ITU) estimated that the number of youths using
the Internet in 2020 accounted for 71% of the world’s youth, 1.24 times higher than the
remaining population (International Telecommunication Union, 2023). In Vietnam, 89% of
adolescents between the age of 16-17 use the Internet, and 87% of them utilize the Internet
daily with an average time of 5-7 hours per day, according to the survey conducted by the
Vietnamese Department of Children’s Affairs in the third quarter of 2022 (Quyen & Tam,
2023). Despite the high percentage of adolescents’ Internet usage, only 36% report receiving
education regarding digital safety (Quyen & Tam, 2023). The juxtaposition of Vietnamese
adolescents’ Internet usage rate and digital education rate underlines the urgent research
demand into factors improving Vietnamese adolescents’ digital resilience. The problem can
be even more dramatic as adolescents (ages 11-18) are in the transition period from children
to adults, when the establishment of autonomy, personal identity development, and future
orientation occur while the self-regulation mechanism is not fully developed (Oliva et al,,
2019; Sanders, 2013).

Major threats in the digital environment are various, including multifaceted aspects, such as
content, contact, commercial, and privacy risks (Bremer, 2005; Livingstone & Haddon, 2008;
Valcke etal., 2011). Content risks refer to the users’ exposure to harmful content, like images
or text showing pornography, violence, racism, or hate. A recent study in Vietnam indicates
that adolescents aged 15 to 18 have a very high overall exposure rate to sexually explicit
Internet material: 84.10%. The passive exposure rate is also high at 58.3% (Nguyen et al,,
2021). Contact risks refer to risky situations arising from online contacts. Cyberbullying and
sexual solicitation are two common types of contact risks. While cyberbullying is defined as
“an aggressive, intentional act carried out by a group or individual, using electronic forms of
contact, repeatedly and over time against a victim who cannot easily defend him or herself”
(Smith et al,, 2008), sexual solicitation occurs “when children or adolescents are asked to
engage in sexual activities, sexual talk, or to give personal sexual information on the Internet”
(Hornor, 2020; Mitchell, Wolak, et al., 2007).

When operating in the digital environment, adolescents are more likely to pass personal
information to others, resulting in privacy threats. Several studies have suggested that
adolescents are likely to disclose their identities, ages, residences, and telephone numbers
on the Internet (Dowdell, 2011; Kierkegaard, 2008). Besides giving out personal information,
adolescents may also face privacy invasion and hacking (Livingstone & Haddon, 2008).
Unwanted face-to-face interaction, harassment, or abuse may result from this invasion of
privacy, so Valcke et al. (2011) deem privacy risks as antecedents of offline contact risks. In



addition, empirical evidence shows the negative effects of cyberbullying on adolescents’
health and well-being (Nixon, 2014; Noll et al., 2022). Specifically, cyberbullying victims are
likely to experience anxiety, depression, emotional distress, trauma symptomatology,
sadness, hopelessness, powerlessness, delinquent behavior, and substance use (Mitchell,
Ybarra, et al., 2007; Raskauskas & Stoltz, 2007; Wigderson & Lynch, 2013; Ybarra et al,,
2006). Experiencing online bullying is even more stressful than that of offline bullying, partly
due to its anonymity (Sourander et al., 2010). Not knowing the cyberbullying perpetrators
can contribute to the victims’ fear, as perpetrators can be anyone, even their closest friends
(Bauman, 2010; Raskauskas & Stoltz, 2007). Commercial risks, like advertising/commercial
exploitation, illegal downloading, or gambling, are also another major type of threat for
adolescents. However, this kind of risk is not focused on the current study due to data
limitation.

Building digital resilience is imperative for safeguarding the youth from digital threats while
still keeping them employing the utilities of the digital environment (Sage et al., 2021).
Despite the importance, most studies about Internet use and resilience focus on its mediator
or moderator role in buffering the effects of Internet harms (Sage et al., 2021). Few studies
examine the factors improving children’s and adolescents’ digital resilience. For example, a
study on Vietnamese high school students shows that digital resilience is positively
associated with digital literacy (Tran et al., 2020). Hammond et al. (2022) use a mixed
qualitative methodology to study pre-teens (8-12 years old) and find that digital resilience
can be improved through a collective endeavor involving children at an individual level,
parents/carers within home environments, youth workers, civil society, teachers, and
schools at a community level, along with governments, policymakers, and the education
system and Internet corporations at a societal level (Hammond et al., 2022). This finding
aligns with Valcke et al. (2011)’s suggestion that parental supervision and school-based
approaches are among the main methods promoting adolescents’ safe Internet use. However,
much involvement of parents and teachers can cause negative effects on good-capacity
children and adolescents’ development (Vuong et al., 2021a). These adverse effects can be
exacerbated in the case of digital learning, in which children and adolescents are likely to
acquire greater Internet knowledge and skill levels than their parents (Grossbart et al,
2002).

The knowledge regarding the interplay effects of digital usage frequency and parents’ and
teachers’ guidance of Internet safety on digital resilience remain limited in the current
literature. Therefore, the present study aims to examine how digital usage frequency and
support from teachers and parents contribute to cultivating Vietnamese adolescents’ digital
resilience. The theoretical reasoning was conducted using the information-processing
framework of the mindsponge theory, while Bayesian Mindsponge Framework (BMF)
analytics was employed on a United Nations Educational, Scientific, and Cultural
Organization (UNESCO) dataset of 1061 Vietnamese high school students for validation.



2. Materials and Method
2.1. Theoretical foundation
2.1.1. Overview of the mindsponge theory

The current study’s models were constructed based on the information-processing
reasoning of Mindsponge Theory (Vuong, 2023), so it is essential to understand the theory
and how it helps lay a theoretical foundation for the study. In their pioneering research on
acculturation and global mindset, Quan-Hoang Vuong and Nancy K. Napier coined the term
"mindsponge mechanism," which describes a dynamic process of how a mindset assimilates
new cultural norms and discards waning ones in response to circumstances (Vuong & Napier,
2015). The original mindsponge mechanism supports a number of different theories and
frameworks in psychosocial contexts, such as those developed by Abraham Maslow (Maslow,
1981), Geert Hofstede (Hofstede et al., 2005), Inoue Nonaka (Nonaka & Konno, 1998), Henry
Mintzberg (Mintzberg, 1973), Icek Ajzen (Ajzen, 1991) and Michael Porter (Porter, 2011),
etc. It has also been used in many studies investigating psychological and behavioral issues
(Nguyen & Jones, 2022a, 2022b; Vuong et al,, 2023; Vuong, Le, et al., 2022; Vuong et al,,
2021b).

Later, the mindsponge mechanism was expanded into a theory of how the mind processes
information based on the newest evidence from brain and life sciences (Vuong, 2023). Being
inspired by the meta-physics assumption that our world is constructed from information so
that anything can be examined in terms of information (Adriaans, 2020; Davies & Gregersen,
2014; Dyson, 1999), the theory is also constructed through the information-processing
perspective. According to the mindsponge theory, the mind is a collection-cum-processor of
information that incorporates biological and social systems of varying degrees of complexity
and has the following characteristics:

1) Itrepresents the underlying patterns of the biosphere.

2) Itis a dynamic and balanced process.

3) Ituses acost-benefit analysis and aims to maximize perceived benefits while lowering
the perceived cost for the system.

4) It complies with the principle of energy conservation.

5) It follows objectives and priorities based on the needs of the system.

6) Its major function is to sustain the continuous existence of the system (manifested as
survival, growth, and reproduction).

Within a mind (or an information collection-cum-processor), the mindset is a collection of
highly trusted information stored in the system’s memory, which influence the mental
processes (including the information-filtering process) and behaviors of the individual.
Based on the content of the current mindset, the filtering mechanism determines what
information from the external environment enters or is ejected from the mindset. During the



information filtering process, the trust mechanism (selective prioritization) may be
employed to speed up the filtering process while still conserving energy (Le et al., 2022).

2.1.2. Mind, environment, and updating mechanism

In the mindsponge theory, the mind and environment are two primary components. The
mind exists within the environment, so the environment can be defined as all external
information outside the individual’s mind (or an information collection-cum-processor).
Because living systems are not isolated, the mind is not a constant information set. It is
continually updating, given the information exchange nature of cells and the plasticity of
neurological systems. The activities of neurons and their synapses, which follow the
biochemical rules of molecular interactions, underpin the functioning of the human brain
(Proces et al, 2022). Human social perceptions and behaviors are the outcomes of
information processes occurring in different areas of the cerebral cortex (Maliske & Kanske,
2022).

Due to neuroplasticity, the updating processes in human minds are “live-wiring” as opposed
to the dominant “hard-wiring” manner in simpler systems (e.g., more dependent on
predetermined genetic information) (Eagleman, 2015). For humans, information absorbed
from the environment and integrated into the mindset is stored in the form of trusted values
(beliefs) (Vuong, La, et al., 2022). An individual cannot understand the surrounding world,
navigate within it, and make decisions to adapt to a changing external environment without
the information absorption process. Accessibility and availability of information are two
fundamental conditions for an individual to absorb information. Availability refers to the
objective availability of information in the environment, whereas accessibility refers to the
mind’s ability to access or be receptive to available information. Thus, absorption depends
not only on the information available in the environment, but also on the physical capacity
of the sensory systems and the information stored in mind. In other words, the mind’s
content shifts to fit mental representations to reality better on a continuous timeline
(Nguyen et al., 2023). Bayes’ Theorem (presented below) is helpful when examining the
information process of belief updating (Gill, 2014).

p(01X) « L(X|6)p(6)

This can be interpreted as follows: the posterior probability (or current belief) p(8|X) is
proportional to the prior probability (or prior belief) p(08) and the likelihood function (or
new evidence) L(X]8).

2.1.3. Proposed hypotheses

Before delving into how digital resilience can be formed and improved among adolescents,
it is important to elucidate what digital resilience is. The concept of resilience has its roots

in ecology, but it has since spread to various disciplines, including the behavioral and
psychological sciences (Buikstra et al.,, 2010; Norris, 2011), the study of mental health



(Southwick et al., 2014), economics (Pant et al., 2014), and disaster management (Tadele &
Manyena, 2009). It can be generally defined as an individual’s ability to withstand, overcome,
and adapt to the adversities occurring within the environment (Masten, 2007; Salignac et al.,
2019; Sun et al,, 2022). The scoping review of Sun et al. (2022) suggests that the concept of
digital resilience in the educational field consists of five attributes:

1) Understanding online threats

2) Knowing solutions

3) Learning knowledge and skills

4) Recovering from stress

5) Moving forward through self-efficacy

As we examined the individual’s resilience through the information-processing perspective,
we defined digital resilience following the mindsponge-based definition of Nguyen, Khuc, et
al. (2022): “the individual’s capability to manage information within the mind and
information absorbed from the external environment to deal with and recover from” digital
adversities (or adversities occurring within the digital environment). This definition still
aligns with the first four main attributes of digital resilience in the educational field. Nguyen,
Khuc, et al. (2022) also suggest that the capability of managing information can be built and
cultivated by increasing the amount and types of information stored within the mind and
improving the mind’s capability to process information associated with digital issues. The
reasoning is supported by empirical evidence that higher digital literacy is associated with
higher digital resilience

Operating within the digital environment is one primary to absorb digital information. Doing
so will help adolescents cultivate their digital literacy by allowing them to absorb and
process information, make informed decisions, receive feedback from the environment, and
update their knowledge and skills. Such digital knowledge and skills will have more choices
and flexibility in response to adversities, thus building digital resilience. Following this logic,
it is assumed that the higher the frequency of using digital devices, the higher the amount of
digital information students absorb, which improves their digital knowledge and skills. As a
result, they are more likely to develop a higher capacity to deal with situations with digital
threats, such as cyberbullying, harassment, privacy violations, etc. We proposed the
following hypothesis (H):

H1: The Internet usage frequency of Vietnamese students has a positive relationship
with the ability to deal with digital threats.

In addition to the frequency of interaction with the digital environment, the student’s home
and school information space are potential factors contributing to students’ digital
knowledge and skills accumulation. Teachers and parents are students’ primary sources of
information, so regularly educating students about digital safety is expected to improve
students' knowledge and skills to deal with digital threats. We hypothesized that:



H2: The frequency with which Vietnamese students are instructed to use the Internet
safely by their parents is positively correlated with the ability to deal with digital
threats.

H3: The frequency with which Vietnamese students are taught to use the Internet
safely is positively correlated with the ability to deal with digital threats.

If Hypothesis 1 is true, students with different frequencies of Internet users are more likely
to have different mindsets and, therefore, different value evaluation systems. More
competent students may need more freedom or autonomy, while less capable students may
need more guidance (Vuong et al, 2021a). These trends can lead to different or even
contradictory effects of the same teaching method on the development of different students.
For this reason, we hypothesized that:

H4: Effect of frequency of parents teaching safe Internet use on students' ability to deal
with digital threats depends on how often children use the Internet

H 5: The effect of teachers' frequency of safe Internet use on students' ability to deal
with digital threats depends on how often students use the Internet

2.2. Model construction
2.2.1. Variable selection and rationale

The current study employed a secondary dataset of Vietnamese students’ attitudes,
behaviors, competency levels, and information and communication technology (ICT) skills
(Le et al,, 2019). The dataset contained 1061 observations, which were obtained from 20
surveyed senior high school students across five provinces and cities in Vietnam (Lao Cai,
Hanoi, Danang, Lam Dong, and Can Tho). The data collection was a part of the “Digital Kids
Asia Pacific (DKAP)” research, which investigated the ICT proficiency levels of school
students in the Asia-Pacific region using four pilot nations: Vietnam, Bangladesh, Fiji, and the
Republic of Korea. The DKAP research was carried out by UNESCO in Bangkok as a
component of the “Fostering Digital Citizenship through Safe and Responsible Use of ICT”
project.

The theoretical foundation for the survey design was based on Bronfenbrenner’s bio-
ecological model, which describes a child’s maturity in interactions with multiple levels of
sociodemographic, cultural, and societal elements that constitute their community
(Bronfenbrenner & Ceci, 1994). During the survey distribution process, the research team
adhered strictly to the UNESCO survey protocol, which was as follows: (i) holding the
consultancy workshop in July 2018 to review and develop the modified version of the survey
questionnaire; (ii) running the survey's pilot test at two Hanoi schools and making the
necessary adjustments in August 2018; (iii) getting in touch with the target schools’
administrators and coordinators and conducting administrative work for the investigation;
and (iv) implementing the survey.



In the current study, five variables were employed to investigate the study’s objectives. The
variable description is shown in Table 1.

Table 1: Variable description

T f
Variable Meaning y;-)e ° Value
variable
Female: 1;
Sex The respondents’ gender Binary
Male: 2
Never: 1;
Hardly ever:
2;
Amount of time accessing )
- . . . Sometimes:
DigitalUsageFrequency the Internet using digital | Numerical 3. Often: 4:
devices per day ’ S
Very often: 5;
All the time:
6
Never: 1;
Hardly ever:
2;
The level of support from )
. . Sometimes:
ParentsSafetyGuide parents on ways to use the | Numerical 3. Often: 4:
Internet safety ’ Y
Very often: 5;
All the time:
6
Never: 1;
Hardly ever:
The level of support from 2.
TeachersSatetyGuide teachers on ways to use Numerical _
the Internet safety Sometimes:
3; Often: 4;
Very often: 5;




All the time:
6

The number of response
measures to deal with
CapabilityAgainstDigitalThreat N ical N/A
apabilityAgainstDigital Threa digital threats that the umerica /

adolescents can think of

The adolescents’ sex is indicated by the Sexvariable, with female coded as 1 and male coded
as 2. The variable was generated from variable 7 in the dataset.

The amount of time that the student accessed the Internet per day was measured and
represented by the DigitalUsageFrequency variable. The variable was generated from
variable g2 in the dataset. The variable was measured by a six-point Likert Scale, ranging
from 1 (‘Never’) to 6 (‘All the time”).

ParentsSafetyGuide and TeachersSafetyGuide are variables used to measure the level of
support from parents and teachers on Internet safety, respectively. These two variables were
generated from variables 46_1 and A6_2 in the dataset. The variables were measured by a
six-point Likert Scale, ranging from 1 (‘Never’) to 6 (‘All the time”).

To measure the adolescents’ digital resilience, we used questions inquiring about how they
respond when being in scenarios exposed to threats. In particular, the adolescents were
asked how they would respond when the following scenarios happen:

1) When they are exposed to unwanted, disturbing files or websites (e.g., pornography
websites, violent media)

2) When they receive unwanted, disturbing messages, including annoying messages or
embarrassing pictures

3) When they find that their personal information is misused, compromised, or
acquired without permission online

4) When they are bullied online by friends or others

For each question, a range of response measures was provided for the students to choose
from (e.g., block and report the contact, delete the contact, talk with parents/caregivers, keep
the evidence of bullying, etc.). The total number of options the adolescents chose will be
considered their capability to respond to adversities, as knowing more options to deal with
risks will give them more choices and flexibility in solving and overcoming the problems.
Thus, the higher the score of CapabilityAgainstDigitalThreat, the higher the adolescents’
digital resilience will be. The CapabilityAgainstDigitalThreat variable was generated by
summing the responses of four variables b15, b16, b17,and b18. It should be noted that the
‘Don’t know what to do’ option was not included in the summation.



2.2.2. Statistical models

We employed three multilevel regression models to test the proposed hypotheses in
Subsection 2.1, starting with the simplest. In each model, we also examined whether there is
a sexual effect on the CapabilityAgainstDigitalThreat by applying varying intercepts on Sex.
Specifically, we constructed Model 1 to examine Hypothesis 1:

CapabilityAgainstDigitalT hreat ~ normal(u, o) (1.1

Wi = Qsex[i] + Bpigitausagerrequency * DigitalUsageFrequency (1.2)
a ~normal(M,, S,) (1.3)

B~ normal(Mﬁ,Sﬁ) (1.4)

The probability around u is determined by the form of the normal distribution, whose width
is specified by the standard deviation o. yu; indicates the adolescent i’s digital resilience;
Sex[i] indicates the sex of adolescent i; DigitalUsageFrequency ; indicates the daily
Internet usage frequency of adolescent i. Model 1 has four parameters: the coefficient,
BpigitaiusageFrequency » the intercept of female adolescents, &sexremaie], the intercept of male
adolescents agexmale), and the standard deviation of the “noise”, o. The parameters of the
intercepts of male and female adolescents are distributed as a normal distribution around
the mean denoted M, and with the standard deviation denoted S,; the coefficient of the
variable DigitalUsageFrequency ; is distributed as a normal distribution around the mean
denoted Mg and with the standard deviation denoted Sg.

We tested Hypotheses 2 and 3 by incorporating variable ParentsSafetyGuide ;
TeachersSafetyGuide ; into Model 1:

CapabilityAgainstDigitalT hreat ~ normal(u, o) (2.1)

Hi = Qsex[i] T .BDigitalUsageFrequency * DigitalUsageFrequency ; +
BParentsSafetyGuide * ParentsSafetyGuide it ﬁTeachersSafetyGuide *

TeachersSafetyGuide ; (2.2)
a ~normal(M,, S,) (2.3)
B~ normal(Mﬁ,S[;) (2.4)

ParentsSafetyGuide ; indicates the support level regarding Internet safety from patients
that adolescent i received; TeachersSafetyGuide ; indicates the support level regarding
Internet safety from teachers that adolescent i received; PBreacherssafetyGuize and
Bparentssafetycuiade are coefficients of TeachersSafetyGuide and ParentsSafetyGuide,
respectively.



Finally, for testing Hypotheses 4 and 5, we constructed Model 3 to include the interaction
variables between ParentsSafetyGuide ; and DigitalUsageFrequency ;, and between
TeachersSafetyGuide ; and DigitalUsageFrequency ;:

CapabilityAgainstDigitalT hreat ~ normal(u, o) (3.1

Hi = Qgex[i] + ﬁDigitalUsageFrequency * DigitalUsageFrequencyi +
.BParentsSafetyGuide * ParentsSafetyGuide it BTeachersSafetyGuide *

TeaCherssafetyGuide i + ﬁDigitalUsageFrequency*ParentsSafetyGuide *
DigitalUsageFrequency ; * ParentsSafetyGuide ; +

ﬁDigitalUsageFrequency*TeachersSafetyGuide * DigitalUsageFrequency i*

TeachersSafetyGuide ; (3.2)

a ~normal(M,, S,) (3.3)

B~ normal(Mﬁ,Sﬁ) (3.4)
BpigitalusageFrequencysTeacherssafetyGuide and

BpigitalusageFrequency«ParentssafetyGuide iNdicates the coefficient of the non-additive effects of
DigitalUsageFrequency ; * TeachersSafetyGuide; and DigitalUsageFrequency ; *
ParentsSafetyGuide ; on CapabilityAgainstDigitalT hreat. The logical model of Model 3
can be plotted in Figure 1.

ageFrequency

Capabimyn' alThreat / \ P “'e"‘ssafe@eﬁequency




Figure 1: Model 3’s logical network
2.3. Analysis and validation

The current study employed Bayesian Mindsponge Framework analytics, which incorporate
the Mindsponge Theory and Bayesian inference with the Markov Chain Monte Carlo (MCMC),
for several reasons (Nguyen, La, et al., 2022a, 2022b). Firstly, Bayesian inference was well
suited to the mindsponge mechanism. By treating a probabilistic analysis of all properties
(Csilléry et al, 2010; Gill, 2014), Bayesian inference enables precise prediction using
parsimonious models. The MCMC technique’s benefits can be utilized for implementing the
Bayesian approach to a range of models, like multilevel modeling, offering researchers great
flexibility (Dunson, 2001; Nguyen & Vuong, 2007; Nguyen et al., 2005). Besides, the Bayesian
approach reduces the risk of over-dependence on the p-value by using credible intervals for
result interpretation (Wagenmakers et al., 2018).

Pareto-smoothed importance sampling leave-one-out (PSIS-LOO) diagnostics were
employed to measure the models' goodness-of-fit (Vehtari & Gabry, 2019; Vehtari et al,,
2017). It is computed as:

n
L00 = ~2LPPD1gy = =2 ) 10g [ p10)pposec- ()0
i=1

Ppost(-i)(0) is the posterior distribution calculated through the data minus data point i A-
Pareto values are employed in the PSIS method to compute leave-one-out cross-validation
in the R "LOO" package. This aids in identifying observations that have a significant impact
on the PSIS estimate. For accurate estimation of the leave-one-out cross-validation,
observations with k-Pareto values greater than 0.7 are normally considered to be influential.
When a model's kvalues are less than 0.5, it is typically regarded as being fit.

Markov chains’ convergence was diagnosed via trace plots, Gelman-Rubin-Brooks plots, and
autocorrelation plots. The effective sample size (n_eff) and the Gelman-Rubin shrink factor
(Rhat) were also employed for statistical convergence evaluation. The Markov chains are
convergent, and the effective samples are sufficient for precise inference if n_effis greater
than 1000. The Rhat value (Gelman-Rubin shrink factor) can also be used to assess the
Markov chain convergence. The model may not be convergent if the value is greater than 1.1.
The model is deemed convergent if Rhat= 1. The Rhat value is calculated as:

R_v
W

In the formula, R is the Rhatvalue, V is the estimated posterior variance, and W is the within-
sequence variance.



Given the objectives and requirements of the current study, we used the bayesvl R package
to conduct Bayesian analysis (La et al., 2022). It is simple to use, openly accessible, and has
excellent visualization capabilities. All the coefficients’ prior distributions were set as
uninformative to avoid subjective bias because the current study is exploratory in nature.
Uninformative priors are flat prior distributions that provide the least amount of prior
information possible to the model estimation. Although the prior information still exists, it
is so small that it can be negligible (Diaconis & Ylvisaker, 1985). The MCMC setup for the
analytical model consists of 5000 iterations, 2000 warmup iterations, and four chains. All
data and code snippets were uploaded to an Open Science Framework server in order to
increase transparency and lower the cost of reproduction (https://osf.io/zum9g/) (Vuong,
2018, 2020).

3. Result
3.1. Model comparison

We compared the weights of Pseudo-BMA without Bayesian bootstrap, Pseudo-BMA without
Bayesian bootstrap, and Bayesian stacking to determine which model had the most
predictive weight. Table 2 demonstrates that Model 3 weighs best in all categories, meaning
it best fits the data. As a result, we decided to continue the analysis using Model 3.

Table 2: Model comparison and weight ranking

. Pseudo-BMA without Pseudo-BMA with . ]
Weights i ] Bayesian stacking
Bayesian bootstrap Bayesian bootstrap
Model 1 0.004 0.070 0.120
Model 2 0.126 0.248 0.128
Model 3 0.871 0.682 0.752
Most predictive Model 3 Model 3 Model 3
model

Before evaluating the estimated results, it is necessary to assess the model’s goodness of fit.
All computed A-values of Model 3 are less than 0.5, as shown by the PSIS diagnostic plot in
Figure 2, indicating that the model specification is appropriate.


https://osf.io/zum9g/
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Figure 2: Model 3’s PSIS-LOO diagnosis plot

3.2. Convergence diagnostics

We only present the estimated results, diagnostic statistics, and visualizations for Model 3,
which serves as the primary model in the current study, in the main text, while those of other
models are shown in the Supplementary (see Tables S1 and S2 and Figures S1-S6).

Table 3: Estimated results of Model 3

Parameters Mean cslza::il;i:il(:i n_eff Rhat
DigitalUsageFrequency 0.06 0.33 5040 1
ParentsSafetyGuide 1.03 0.39 4671 1
TeachersSatetyGuide -0.79 0.47 4159 1
ParentsSafetyGuide*DigitalUsageFrequency | -0.23 0.10 4649 1




TeachersSatetyGuide*DigitalUsageFrequency | 0.28 0.12 4212 1
Sex/Girls] 10.11 1.34 5204 1
Sex/Boys] 9.66 1.33 5204 1
Constant 9.22 3.13 2219 1

Based on convergence diagnosis statistics, the simulation of all models can be regarded as
well-convergent. In particular, all model parameters have n_effvalues above the standard of
1000, and all Rhatvalues are equal to 1 (see Table 3 for Model 3 and Table S1-S2 for other

models).
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Figure 3: Model 3’s trace plots
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The Markov chains in the trace plots in Figure 3 fluctuate around a central equilibrium, which
indicates good convergence. The shrink factors for all parameters in the Gelman-Rubin-
Brooks plots rapidly decrease to 1 during the warmup phase, confirming the convergence of

Model 3 (see Figure 4).
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The autocorrelation for all parameters in the autocorrelation plots is rapidly eliminated
(values dropping to 0), also indicating the model’s convergence (see Figure 5).
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Figure 5: Model 3’s autocorrelation plots

3.3. Result interpretation

As seen from Table S2, DigitalUsageFrequency, ParentsSafetyGuide, and
TeachersSafetyGuide all have positive impacts on adolescents’ digital resilience. The effects
are reliable as the mean values of DigitalUsageFrequency, ParentsSafetyGuide, and
TeachersSafetyGuide are much higher than their standard deviations. These results validate
Hypotheses 1-3.

When adding the interaction variables DigitalUsageFrequency*ParentsSafetyGuide and
DigitalUsageFrequency*TeachersSafetyGuide into the model, the effects of
DigitalUsageFrequency, ParentsSafetyGuide, and TeachersSatetyGuide on
CapabilityAgainstDigitalThreat become more complex. Visualization of results is required
for better interpretation.

However, before doing so, checking the effects’ reliability is necessary. Figure 6 shows the
coefficients’ posterior distributions of Model 3 with their 89% Highest Posterior Density
Intervals (HPDI). The thick black line in the middle of the distribution presents the HPDI.
89% HPDIs of all coefficients (except for DigitalUsageFrequency) lie entirely on either the
positive or negative side of the x-axis, implying the high reliability of the effects. Also, from
Figure 7, we can see no clear difference between the two sexes in digital resilience.
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Figure 6: Model 3’s posterior distributions
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Figure 7: Model 3’s posterior distributions of female and male intercepts

Employing Equation 3.2 and the estimated mean values of parameters in Table 3, we
estimated the adolescents’ capability to respond to digital threats. Figure 8 shows the
estimated adolescents’ response capability toward digital threats in different scenarios of
parents’ safety guidance and Internet usage frequency, while teachers’ safety guidance is set
as ‘never.” Figure 9 shows the estimated adolescents’ response capability toward digital
threats in different scenarios of teachers’ safety guidance and Internet usage frequency,
while parents’ safety guidance is set as ‘never.’

Both Figures 8 and 9 indicate that parents’ and teachers’ guidance positively impacts the
adolescents’ digital resilience, but these impacts are conditional on the digital device usage
frequency of the adolescents. Specifically, the less time the adolescents use the Internet per
day, the more substantial the positive impact of parents’ safety guidance on adolescents’
digital resilience will become. Nevertheless, if adolescents use the Internet more than 5
hours a day, the effect of parents’ guidance becomes negative. In contrast, the positive effect
of teachers’ guidance on adolescents’ digital resilience becomes stronger when the students
spend more time on the Internet (more than 1 hour). The effect of teachers’ guidance



becomes negative when adolescents hardly ever use or use the Internet for less than an hour
a day. These findings validate Hypotheses 4 and 5.
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Figure 8: Students’ response capability toward digital threats in different scenarios of
parents’ safety guidance and Internet usage frequency
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Figure 9: Students’ response capability toward digital threats in different scenarios of
teachers’ safety guidance and Internet usage frequency

4, Discussion

The current study employed the Mindsponge Theory to explain how the interplay
between Internet usage frequency and parents’ and teachers’ safety guidance affects
adolescents’ digital resilience. Analyzing the dataset of 1061 Vietnamese high school
students using BMF analytics helps validate the explanation. We found that Internet usage
frequency and parents’ and teachers’ safety guidance have positive impacts on digital
resilience. Nevertheless, when the interactions of usage frequency with parents’ and
teachers’ safety guidance were added into the model, the effects of parents’ and teachers’
safety guidance became conditional on the adolescents’ Internet usage frequency per day.



Regarding the interplay effect between Internet usage frequency and parents’ safety
guidance, our finding showed that parents’ guidance only enhances adolescents’ digital
resilience if they use the Internet less than four hours per day. For adolescents that spend
more than four hours per day, parents’ guidance will negatively affect the development of
digital resilience. This finding can be explained through the mindsponge theory perspective
incorporating the cultural characteristics of the parenting method in Vietnam.

Evidently, adolescents with more time operating on the Internet are likely to have the better
digital capability (knowledge, skills, and resilience) and perceive more benefits of digital
devices and the Internet than those with less usage time, possibly leading to the development
of different mindsets between those two groups (or distinct sets of information in mind).
Such different mindsets will affect the subsequent information-filtering process distinctively.
Adolescents with better digital capability tend to have higher self-efficacy and prefer more
autonomy (Cera et al., 2013; Sitzmann & Yeo, 2013; Tilfarlioglu & Ciftci, 2011). Suppose the
parental safety guidance imposes control over their thinking and behaviors. In that case, they
might perceive such information as costly and are more likely to resist, eject, or even oppose
absorbing safety information. Adolescents with low capability tend to prefer direct guidance
from parents (Vuong et al., 2021a).

Helfrich et al. (2020) find that communication and monitoring are two main strategies
parents use to prevent and minimize the negative effects of online threats, like cyberbullying.
While the communication strategy does not affect the youth’s autonomy, the monitoring
strategy tends to pose more control over how the youth should use the Internet. Due to the
deep-root of Confucianism values in Vietnamese culture, the dominant parenting style in

Vietnam is authoritative according to core tenets of =/ A& (three principles and five

virtues) (Mestechkina et al., 2014; Wiichang, 2009), so the control will be high. Therefore,
adolescents with high Internet usage frequency tend to resist, eject, or even oppose
absorbing safety information if parents’ involvement level increases. This reasoning is
supported by other studies, suggesting that parental control does not affect gifted students’
extrinsic motivations and even degrade their intrinsic motivations, while parental support

for autonomy significantly improves students’ intrinsic and extrinsic motivations (Al -

Dhamit & Kreishan, 2016; Garn & Jolly, 2015; Garn et al,, 2010).

The interplay effect between Internet usage frequency and teachers’ safety guidance is quite
different from that of parents’ safety guidance, possibly because of the Vietnamese education
structure. Following 1976, Vietnamese education reforms aimed to pursue the Soviet
education model to promote universal education and increase educational accessibility
(Nguyen et al,, 2020). Although the reform increased school enrollment dramatically, the
increase in class size is a drawback. Upper secondary school classes may approach 45-50
students (Parandekar & Sedmik, 2016). Because teachers do not have the time or energy to
differentiate the material, product, and process to meet the needs of the students, what they



can do is creating a general infosphere of Internet safety and expect all students can absorb
it. This strategy can increase the availability of information but cannot help all students
absorb the information effectively. In such an environment, students with high Internet
usage frequency tend to absorb safety-related information better because they can see the
information’s values and process and connect them to their background knowledge.
Nevertheless, students that hardly ever use or use the Internet for less than one hour a day
tend to lack sufficient knowledge to understand the information and its values, which might
increase their perceived cost of absorbing/learning the safety information. If the guidance
happens frequently, the students might lose their self-efficacy and, thus, their motivation
when comparing themselves with peers with greater progress. In addition, when the
perceived cost of learning the safety information is reinforced over a long period of time, the
students may develop avoidance thinking, making their minds oppose or even eject safety-
relevant information. Eventually, their digital resilience declines.

Based on these findings, we advocate that “children can benefit from making mistakes online”
(Hammond, 2022), so allowing adolescents to use the Internet is a better alternative to

safeguard them rather than restricting their usage. Sonck and de Haan (2013) discover that

young people who spend less time on the Internet are less likely to experience risks online.

Still, they are more likely to be harmed by seeing inappropriate or restrictive content.

Moreover, the use of the Internet aids young people in cultivating knowledge and skills and

integrating with the world's development, creating future career opportunities. However,

parents and teachers should guide the use of the Internet to help adolescents avoid negative

consequences like internet addiction (Bisen & Deshpande, 2018; Chou et al., 2005).

When guiding adolescents about Internet safety issues, parents and teachers should be
aware of the adolescents’ digital capability to design differentiated content. Here, we suggest
using daily Internet usage frequency as a useful signal for differentiation purpose. For
adolescents with high Internet usage frequency, parents should employ communication (e.g.,
promoting perspective and empowerment) and active monitoring (e.g., co-use and
discussion of media use) strategies to help prevent and minimize digital risks (Helfrich et al.,
2020). Regarding school-based education, teachers of large classrooms should cultivate
students’ digital resilience through group work. It can help enhance comprehension of
course material, reduce anonymity associated with large lecture classes, and promote
student accountability (Yazedjian & Kolkhorst, 2007). Moreover, a group-learning setting
can facilitate the information exchange between adolescents with low and high Internet
frequency usage, which helps increase the pool of digital knowledge among low Internet
frequency usage adolescents and exposes them to the benefits of digital networks (Vuong,
2023).

The study is not without limitations (Vuong, 2020). First, the dataset only covers Vietnamese
samples, so the generalization of the results should be cautious. Future studies are
encouraged to validate the information-processing reasoning approach of Mindsponge



Theory in other countries and contexts with different age groups. Moreover, the current
study considered the number of adolescents’ response measures to deal with digital threats
as a proxy for digital resilience. Although this approach is appropriate, it is overstated to
claim it can represent the whole of digital resilience, which is a wide-spectrum concept. Thus,
the current study’s findings should be validated using different digital resilience proxies for
robustness.

Supplementary

Table S1: Results of Model 1

Parameters Mean SD n_eff Rhat
DigitalUsageFrequency 0.17 0.12 5837 1
Sex[Girls] 10.86 0.50 5990 1
Sex[Boys] 10.32 0.48 6420 1
Constant 9.59 3.34 1035 1

Table S2: Results of Model 2

Parameters Mean 3tandgrd n_eff Rhat
eviation
DigitalUsageFrequency 0.22 0.12 7538 1
ParentsSafetyGuide 0.15 0.10 7202 1
TeachersSafetyGuide 0.27 0.13 7195 1
Sex[Girls] 9.49 0.64 8425 1
Sex[Boys] 9.03 0.61 8442 1
Constant 8.57 3.07 827 1.01
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Figure S2: Model 1’s Gelman-Rubin-Brooks plots
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