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Abstract
At the beginning of the COVID-19 pandemic, high hopes were put on digital contact tracing.
Digital contact tracing apps can now be downloaded in many countries, but as second waves of
COVID-19 tear through much of the northern hemisphere, these apps are playing a less
important role in interrupting chains of infection than anticipated. We argue that this is because
most countries have opted for decentralized apps, which cannot provide a means of rapidly
informing users of likely infections while avoiding too many false positive reports. Centralized
apps, in contrast, have the potential to do this. But policy making was influenced by public
debates about the right app configuration, which have tended to focus heavily on privacy, and
are driven by the assumption that decentralised apps are “privacy preserving by design”. We
show that both types of apps are in fact vulnerable to privacy breaches, and, drawing on
principles from safety engineering and risk analysis, compare the risks of centralised and
decentralised systems along two dimensions, namely the probability of possible breaches and
their severity. We conclude that a centralised app may in fact minimise overall ethical risk, and
contend that we must reassess our approach to digital contact tracing.

Introduction
In April 2020, in order to contain the spread of COVID-19, many countries imposed strict
lockdown measures, affecting a large proportion of the global population (Bates et al. 2020).
Although this was largely seen as necessary, the devastating economic impacts of these measures
led to an intense focus on potential ways of emerging from lockdown safely, avoiding the need
for their reimplementation. Fast forward to autumn 2020; after a relatively problem-free
summer, cases in Europe begin to spike again, to levels far beyond what was experienced during
the first wave (European Centre for Disease Prevention and Control 2020). In the US, which
never managed to bring the pandemic completely under control, cases also reach unsurpassed
heights (Johns Hopkins University and Medicine 2020). The second wave of COVID-19 is well
underway in the northern hemisphere – and all the previously discussed measures for avoiding
this eventuality seem to have come to nought. After much agonizing and scrambling to find any
means of avoiding a second lockdown, many European countries reimposed some level of
lockdown measures in November (Kupferschmidt 2020). The US seems to have lost the political

will and ability to impose lockdowns (except in a localised and piecemeal fashion), at the cost of
many lives (Curley 2020).
What went wrong with our pandemic containment strategy? Was there any way that the current
situation could have been avoided? Are our only options the repeated imposition of lockdowns
(as in Europe) or allowing infection to spread essentially unchecked (as in the US)? Alternate
measures that initially showed promise seem insufficient to contain the spread; cases spiked in
countries like France and Italy despite strict mask mandates and high compliance (Felter and
Bussemaker 2020), while local lockdowns only work when infection is concentrated in an
isolated area (Li Y. et al. 2020, Wise 2020). Traditional contact tracing is labour intensive and
difficult to scale (Ganyani et al. 2020; He et al. 2020), and digital contact-tracing apps do not
seem to have made much of an impact in the many countries in which they have been
implemented.
We wish, here, to revisit this latter option. Contact-tracing apps were initially heralded as the key
to keeping viral spread under control, but this promise has been all but abandoned, with
governments now downplaying the potential efficacy of the measure, and suggesting that it will
have, at best, a limited role among a host of other mitigation measures (Lomas 2020b; Taylor
2020). We argue that this is partially due to the specific “decentralised” configuration of the app
that has been adopted in many countries, which, after a debate in which the voices of privacy
advocates featured strongly, has come to be largely regarded as the ethically superior alternative,
because it is “privacy preserving by design”. We contend, on the contrary, that an app with a
different configuration, namely, an app that stores some pseudonymised information on a
centralised server (that is, a “centralised” app), and that allows for reporting before a confirmed
test, shows promise in making a real dent in viral spread, potentially allowing the app to live up
to its initial expectations.
Once this is clear, it also becomes apparent that we must widen our focus beyond privacy
concerns. Rather, we might be thought to be faced with a sort of trade-off of ethical risks: with
risks of privacy infringements on the one hand, and risks of impairing efficacy, and thus of
forgoing public health benefits, on the other. We argue that, rather than being privacy preserving
by design, decentralised systems entail risks of breaches too. Then, drawing on principles from
safety engineering and risk analysis, we compare the risks of centralised and decentralised
systems along two dimensions, namely the probability of possible breaches and their severity. In
order to possibly make up for the higher probability of achieving public health benefits that
centralised systems can provide, decentralised systems would need to exhibit considerable
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advantages on at least one of these dimensions, which we argue is not the case. Thus, once we
understand the type of ethical trade-off that must be conducted here, we can see that the
centralised app may indeed be ethically preferable.
This analysis provides a neglected perspective on how we should use technological means to deal
with pandemics, which can prevent us from repeating our initial mistakes for the rest of the
course of this pandemic. But its relevance goes beyond that. We have seen, during the COVID19 crisis, that countries that had recently dealt with epidemics had infrastructure in place that
allowed them to deal much more quickly and efficiently with the first wave (Han et al. 2020). We
should consider now the types of measures that might be justifiable and effective, so that we can
react quickly to future viral outbreaks, before cases spread and spiral out of control.
To Increase Its Chances of Being Effective, Digital Contact Tracing Requires
Centralised Data Storage
There is, by now, consensus that two factors are key if a contact-tracing app is to make a
significant impact on viral spread: it will need sufficiently high uptake, and it will need to allow
for very fast intervention (i.e. persons that are likely to be infected must be identified and
quarantined very quickly) (Braithwaite et al. 2020; Kretzchmar et al. 2020). There has been some
discussion of various ways in which uptake might be increased (see e.g. Hernández-Orallo et al.
2020; Loi forthcoming). We will focus here on increasing the efficiency of the app through
increasing the speed at which contacts can be identified and quarantined. 1 There is an obvious
way to do this. At present, digital contact-tracing systems require that persons receive a positive
test before reporting on the app that they are positive for COVID-19 (which then results in an
alert to those who they have been in high-risk contact with, advising them to self-quarantine
and/or get tested) (Ahmed et al. 2020).2 The process could be sped up significantly if people
could report that they might be infected immediately upon experiencing potential symptoms.
This is particularly essential for COVID-19, because it appears that individuals become
infectious shortly after they themselves are infected, and that a substantial degree of virus
transmission occurs before the onset of symptoms (Ganyani et al. 2020; He et al. 2020).
Allowing for reporting directly at symptom onset would allow contacts to be alerted to
quarantine before they have begun to experience symptoms, thus isolating them before they are
well into their window of infectiousness. Indeed, some mathematical modelling suggest that
“delaying contact tracing by even half a day from the onset of symptoms can make the difference
It should also be noted that increasing the speed and thus efficiency of the app might also compensate to a certain
degree for lower uptake, allowing for outbreak control without requiring an unrealistically high proportion of the
population to use it (see Hernández-Orallo et al. 2020).
2 Often by issuing them with a code which they must enter into their app when submitting a positive report, see e.g.
Dillet 2020, Robert Koch Institute 2020.
1
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between epidemic control and resurgence” (Hinch et al. 2020). No matter how quickly testing
can be conducted, it seems very difficult to imagine that tests can be routinely sought,
administered, the results received, and reported in the app within this small window.
Given the agreement that speed is of the essence here, how did it come about that such a
configuration has not been implemented? We suggest that this is largely due to the development
of the debate on contact tracing apps. Such a system, we will show, requires that some
information is stored on a centralised server. But the early debate on contact tracing apps quickly
became dominated by privacy concerns. Privacy advocates argued that the centralised storage of
information entailed the unacceptable risk of privacy breaches, and that an app configuration in
which all information was stored in a decentralised manner (i.e. on the user’s own smartphone) is
“privacy preserving by design” and thus ethically superior (see e.g. Joint Statement 2020; Lomas
2020a; Troncoso et al. 2020). The original proposal to store information on a centralised server,
and thus allow for reporting before a test, was made by Feretti et al. (2020) and Hinch et al.
(2020), and was originally used as the basis for the UK’s centralised contact tracing app.
However, as privacy advocates continued to make a stand against the centralised storage of
information, Apple and Google announced that they would only support governments
developing decentralised apps, providing them with the toolkit to accurately detect contact
events, and to allow the app to run in the background while users go about their daily business
(Scott et al. 2020). After persevering for a while with their centralised app, the UK was ultimately
unable to independently solve these technical problems, and abandoned their centralised
approach in favour of the decentralised option that could meet Apple and Google’s requirements
for cooperation, while at the same time beginning to downplay the importance of digital contact
tracing altogether (Lomas 2020b). Other countries, such as Australia, Singapore (Criddle and
Kelion 2020) and Germany (Scott et al. 2020) also considered or pursued a centralised app
before switching to a decentralised configuration to work with Apple and Google.
Before we turn to the concerns of privacy advocates that so shaped the trajectory of contacttracing apps during this pandemic, we will briefly outline why the storage of some information in
a centralised manner is necessary to allow for rapid reporting. First, we will need to get into the
fundamentals of how contact-tracing apps work. Most contact tracing apps work on the basis of
Bluetooth signals, which are used to gauge when two people (or, at least, their phones) come into
close contact, and for how long. Each person is assigned a frequently-changing series of IDnumbers (“ephemeral identifiers”). When two people come into proximity, their phones
exchange ephemeral identifiers via Bluetooth. When someone reports that he is positive for
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COVID-19 on the app, anyone who has this person’s ephemeral identifiers on her phone during
the estimated window of infection can be immediately alerted and sent into quarantine.
The difference between a decentralised and centralised app configuration, as already mentioned,
inheres in where information is stored. In a decentralised app, the ephemeral identifiers are
created and stored on each individual user’s smartphone. The central server only comes into play
when a user reports as positive – in this case, his own ephemeral identifiers for the period of
infection are uploaded to a central server and then broadcast to all app users, who are then
alerted when one of these identifiers is stored on their phone. In a centralised app configuration,
the central server plays a larger role: each user is assigned a permanent pseudonymous identifier, which
is stored on the central server. Ephemeral identifiers are created on the server, and sent to each
user’s phone. Phones exchange ephemeral identifiers, and when a user reports as positive, the
ephemeral identifiers of his contacts are sent to the server, which matches these to their
permanent identifiers and alerts the corresponding contact (Vaudenay 2020).
It is this storage of a permanent identifier which allows centralised contact tracing apps to
accommodate reporting before a test – because this provides a way to deal with false positive
reports. As many may have anticipated, this will clearly be a problem when users can submit
reports before a confirmed infection. The symptoms for COVID-19 can be difficult to identify,
leading to the possibility that many positive reports might arise from genuine mistakes. There is
also the possibility that some users might submit malicious false reports in order to disrupt the
system. One possibility for mitigating the impact of false reports could be to require that reports
are followed up with a positive test within a certain period of time – contacts could be
temporarily quarantined, and then released, say, three days later if no follow-up test is
forthcoming. The problem with this strategy is it is likely to break down completely when there
is any delay accessing a test, or any shortage of tests. It also requires that a sufficient amount of
users are diligent enough to follow up their report by immediately seeking a test and reporting
their results. If any of these conditions are not met, either the quarantine period must be
extended to allow time for a test to be sought, conducted and reported (leading to longer periods
of erroneous quarantine), or contacts must simply be released where no follow-up is
forthcoming (which could lead to the release of too many true positive cases, hampering the
effectiveness of the measure).
However, there is an alternative way to identify false positive reports, contingent on the ability to
identify clusters of cases. When a certain proportion of an index case’s contacts subsequently
contract the virus, we can identify a cluster. When none (or few, depending on the background
5

rate of infection) of an index case’s contacts subsequently become infected, this might indicate
that the initial report was a false positive (Hinch et al. 2020). This can proceed on a centralised
app by following contacts over time. The server in a centralised app has enough information to
determine, on the basis of the permanent identifiers of users, whether an initial report is followed
by subsequent reports from contacts (and how many, and the duration and proximity of the
contact). This provides a means of identifying likely false positive reports in the absence of a
follow-up test, and a means of releasing users from quarantine. This can all proceed without
directly identifying any of the app’s users – permanent pseudonymous identifiers will suffice for
this purpose. In a decentralised app, there is no way to identify clusters – each smartphone only
holds the ephemeral identifiers of direct contacts, and the server only holds the ephemeral
identifiers of infected users for the period of infection. There is no way to track contacts through
time and thus identify clusters of infection, or, more to the point, a lack thereof, indicating a
likely false positive report.
To summarize, it is clear that speed of contact tracing will be absolutely crucial as a means to
stop the viral spread of COVID-19 (or other viruses like it). Even short delays can significantly
diminish the effectiveness of this measure. We can speed up the process (from identification of a
likely case to quarantine) by allowing people to report as positive on the app directly upon
experiencing symptoms of COVID-19. This, however, leads to the problem of false positive
reports. We can mitigate this problem, minimising the duration of erroneous quarantines, by
identifying where a report of infection is not followed up by (a sufficient number) of subsequent
reports from contacts, indicating a likely false positive report, and allowing for the early release
of contacts. But this can only be done when the permanent identifiers of app users are stored on
a central server, allowing us to track contacts through time.
Inherent Safety vs Secondary Prevention Measures
Having established that, in order to increase the chances of being effective, digital contact tracing
requires the centralised storage of some pseudonymised information concerning each user, we
will now turn to a general ethical evaluation of the different contact tracing options. While there
are various values that should guide the design and implementation of contact tracing apps (see
e.g. Ranisch et al. 2020), we will focus here on those that might generate trade-offs that will be
crucial for an ethical evaluation: namely, is there a configuration of the app with the ability to
achieve the public health benefits it is supposed to achieve, while at the same time respecting its
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users’ privacy? Or does the fulfilment of one of these values require a configuration that risks
impairing the other?3
As we have shown, the centralised storage of data allows us to configure the app in a way that
can make it faster and thus more effective, which means that the public health benefits from
interrupting chains of infection are more likely to be achieved. However, advocates of
decentralised systems contend that apps for digital contact tracing should be “privacy preserving
by design” (Joint Statement 2020). They argue that this condition can only be satisfied by
decentralised systems, but not by centralised ones, because the centralised storage of information
leads to the risk of breaches that, if realised, would infringe on users’ privacy (Joint Statement
2020, Troncoso et al. 2020). If this argument holds water, we are faced with a stark trade-off
between respecting users’ privacy on the one hand, and reaping the public health benefits from
an app on the other.
To evaluate the argument, it is instructive to compare this notion of “privacy preserving by
design” to a principle from safety engineering, namely inherent safety: a design is inherently safe if
it eliminates a potential hazard altogether, rather than applying additional safety measures to
decrease its risk of being realised (Möller and Hansson 2008). For instance, making use of
fireproof materials is inherently safe while using inflammable materials is not, and while the risk
of a major fire occurring in the latter case could be reduced by means of a “secondary
prevention”, such as installing a sprinkler system, the former option is a safer alternative, all
other things being equal. This is because the sprinkler system might fail through some
unfortunate sequence of events, or be destroyed by a malicious actor, in which case a major fire
might occur, while this is ruled out if the hazard is removed entirely (Hansson 2010). Advocates
of decentralised systems can be understood as arguing that their preferred systems are inherently
safe (“privacy preserving by design”), while centralised systems are not. In centralised systems,
we have to trust that the information on the central server can be adequately protected against
breaches (Ahmed et al. 2020), and in order to underwrite this trust, legislation would need to be
enacted and strictly enforced that would prevent information on the server from being accessed
and used for foreign purposes, for instance law enforcement.4 But, being secondary
interventions, these regulations cannot entirely exclude risks of breaches. These breaches might
reveal the social graph, that is, a graph that depicts social ties between users (Troncoso et al. 2020).
In contrast, “decentralised systems have no distinct entity that can learn anything about the
We agree with Ranisch et al. (2020) that other substantive and procedural values, such as justice and transparency,
should be pursued in the development of contact tracing apps. It seems, however, that most of these values can be
had “for free”, that is, without violating other important values.
4 We will return to this point presently.
3
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social graph” (Joint Statement 2020). By removing the hazard entirely, these systems presumably
rule out the risk of breaches and are inherently safe.
The argument that centralised systems entail risks of breaches, while decentralised systems rule
out such risks, has been influential in debates about digital contact tracing and was part of the
reason that centralised apps have fallen out of favour in many places.5 However, as engineers are
well aware, inherent safety is not always possible as it may reduce the likelihood that a given
design achieves its purpose (Möller and Hansson 2008). We have suggested, thus far, that this
might be such a case – it is the very collection of this information that decentralised advocates
worry could be unmasked to reveal the social graph that allows centralised servers to identify
whether clusters result from infections, and thus opens up the possibility of allowing for more
rapid reporting. It seems, then, that failing to collect this information, even if it were to
inherently protect the system against privacy breaches, might undermine the efficiency of the
system, leaving it less able to achieve its purpose: control of the spread of infection. It is thus not
clear, in this particular case, that inherent safety is to be preferred.
Evaluating Ethical Risks: Probability and Severity
But there is also a second problem here – cryptographers have cast doubt on the claim that
decentralised systems are in fact inherently safe, as it is not central storage of data alone that
entails risks of breaches (Ahmed et al. 2020; Vaudenay 2020). Rather, they argue that different
systems entail risks of different kinds of breaches. While a chief concern raised in the against
centralised systems is that a malicious authority might access information on the central server
and identify users and their contacts, thus revealing the social graph, a problem with
decentralised systems is that, because users’ ephemeral identifiers are stored on their phones,
access to an individual’s phone would reveal more information than in a centralised system.6
Furthermore, decentralised systems are more vulnerable to breaches that would identify infected
users. This is because all of a user’s ephemeral identifiers are uploaded to a central server when
they report as infected. Because these identifiers are accessible to any user of the app, it is
possible for users to identify infected users, by recording a user’s identifiers and later comparing
them to the identifiers stored on the server (Tang 2020).

For instance, the European Parliament resolution on EU coordinated action to combat the COVID-19 pandemic
and its consequences demands that “the generated data are not to be stored in centralised databases, which are
prone to potential risk of abuse and loss of trust and may endanger uptake throughout the Union; demands that all
storage of data be decentralised” (European Parliament 2020).
6 Vaudenay suggests, for example, that in a decentralised system, “after a burglary during which a Bluetooth sensor
captured an ephemeral identifier, suspects could have their phones inspected for two weeks to find evidence” (2020,
p.6). Vaudenay futher notes that an individual’s smartphone is much easier to hack than a central server.
5
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If neither centralised nor decentralised systems are inherently safe, but rather entail risks for
different kinds of breaches, how should these risks be traded off against each other? It might at
first glance seem that preventing the risk of a major fire – that is, revealing the social graph – is
more important than preventing the risk of small fires – identifying single infected users –, and
thus that concerning the risks of privacy breaches, decentralised systems are clearly preferable to
centralised systems. However, it is not clear whether this is true. According to standard usage in
professional risk analysis, “risk” refers to the expectation value of an unwanted event, that is, the
product of the probability of that event happening and a measure of its severity, or “disvalue”
(Hansson 2004, p. 10). Adopting this notion for the comparison of the risks of different kinds of
breaches, there are two dimensions that must be compared here, namely the probability of the
breaches happening, and their severity, respectively.
As to their severity, it might appear from outside that the disvalue from revealing the social graph
is more severe than that of single infected persons being identified. However, users who are
concerned about being identified in this way if infected may come to the opposite conclusion.
This is backed up by empirical evidence; a survey conducted by Li T. et al. suggests that users are
more concerned by the privacy vulnerabilities of a decentralised system, and would be more
likely to use a centralised app, based largely on concerns about privacy. In this study (in which,
notably, they assumed that users would be directly identifiable by central authorities in a
centralised system, rather than being issued a pseudonymous identifier), some of those surveyed
considered government authorities trustworthy and were willing to provide their information to
them, while expressing concerns about the vulnerabilities of the decentralised system to leak
information to tech-savvy individuals. Others expressed concerns about privacy violations in
both systems, but regarded the vulnerabilities of decentralised systems as “a more severe threat”
(2020, p.20).
How, then, do the probabilities of the different kinds of breaches happening compare? In
decentralised systems, the probabilities of breaches appear to be high, because any user could in
principle identify infected users in the manner described above; in contrast, breaches in
centralised systems would be very difficult to achieve, and probably require a malicious
government authority to store additional information as an app user registers, which would make
identification possible (Vaudenay 2020). Thus, concerning the likelihood of breaches, centralised
systems may have an advantage over decentralised ones.
Thus, when we compare the risks of the different kinds of breaches, it is not clear whether
decentralised systems display an advantage on the severity-dimension, while centralised systems
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exhibit a clear advantage on the likelihood-dimension. Equipped with these results, we can now
turn to the overall ethical evaluation of the two kinds of digital contact tracing options. There are
two substantive kinds of ethical risks involved here: risks for privacy, and risks for public health
if the contact tracing effort turns out to be ineffective. Some have argued that the risks for
privacy may be acceptable if an app is an effective means to achieve public health benefits
(Ranisch et al. 2020, Schaefer and Ballantyne 2020). These two kinds of ethical risks are,
however, difficult to trade off against each other, or might even appear incommensurable, and
any particular claim about how they might compare will likely be subject to criticism. Rather than
directly comparing the benefits and risks for public health and privacy, we merely draw on the
principle, which is arguably plausible, that other things being equal, the higher the likelihood of a
system being effective in bringing about public health benefits, the higher the level of risks for
privacy that should be regarded as acceptable. Thus, because the likelihood of centralised
systems being effective is higher, other things being equal, a higher level of risks for privacy may
be acceptable. In other words, to possibly outweigh the risks for public health, the privacy risks
in decentralised systems would have to be clearly much lower than those inherent in centralised
systems, as might be the case if decentralised systems were to fare much better on both risk
dimensions – that is, if the severity of possible breaches were clearly lower and their likelihood
were lower, too. But we have argued that this is not the case. Because the overall ethical risks
from centralised systems are thus lower, they should be regarded as an ethically preferable
alternative to decentralised systems.
Installing a sprinkler system
Now that we have identified and evaluated the risks in both centralised and decentralised
systems, we should return to the notion of secondary prevention measures. We have now
established that both centralised and decentralised systems entail risks: neither of these systems
are inherently safe when it comes to privacy breaches, and so both will require secondary
prevention measures to mitigate privacy risk. Constructing and implementing such measures is
certainly no small task for either system. Vaudenay presents a pessimistic view of the possibility
of mitigating the propensity of decentralised systems to reveal the identity of infected users,
contending that these attacks “are undetectable, can be done at a wide scale, and…proposed
countermeasures are, at best, able to mitigate attacks in a limited number of scenarios.” Attacks
to centralised systems, on the other hand, he suggests, can be better identified and mitigated by
“accounting and auditing” (2020, p.6).
This does not quite tell the whole story; we will need an adequate infrastructure in place to
protect the centralised server against misuse of the information it stores, particularly by the
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government authority that is entrusted with this information. This will require legislation
explicitly limiting the type of information that can be collected, and preventing the use of contact
tracing data for non-public health purposes, such as that introduced in some US states (New
York State Senate 2020; New Jersey Department of Health 2020). It requires a robust and
independent judicial system that will stringently enforce these requirements (see e.g. the
Provincial Court of British Colombia’s 2014 decision about the disclosure of information
concerning HIV-positive individuals). In addition, it necessitates agencies that have the
autonomy to conduct the kind of “accounting and auditing” of the system that Vaudenay points
out could allow us to spot problems.
It should not be expected that these elements will simply fall into place without careful oversight,
discussion and planning. But nor should it be assumed that these risks cannot be minimised. Just
as many countries allow the collection of (non-pseudonymised) information for manual contact
tracing purposes, or some countries allow the centralised storage of digital health records, such a
policy should be approached with awareness of the risks and the measures necessary to mitigate
them, but not completely taken off the table. The risks here, particularly when we take into
account the risks inherent in our alternative options7, might indeed be worth taking under these
circumstances.
Conclusion
Why have the high hopes that were placed on digital contact tracing at early stages of the
pandemic been abandoned? We have argued that a contact-tracing app does provide a potentially
promising means of tackling the COVID-19 pandemic, but that in order to provide us with an
appropriate balance between a general lockdown and unrestrained viral proliferation, the app
must collect some pseudonymised information about its users on a central server. However,
privacy advocates have expressed concerns about such a system, contending that contact-tracing
apps should be “privacy preserving by design”, while at the same time arguing that this cannot be
achieved by systems that rely on central data storage. According to this line of argument, only
decentralised systems can be designed to preserve privacy, as these systems can preclude
breaches by storing very little data on central servers.

We have focused on general lockdowns and decentralised digital contact tracing as our points of comparison here,
but it should also be noted that other potential pandemic mitigation measures involve ethical risks too. General
lockdowns involve direct health risks and economic damages that may entail further risks for public health. Some
other measures have been proposed to overcome lockdowns. For instance, Savulescu and Cameron (2020) propose
a policy of selectively locking down the elderly, while allowing the rest of the population to go about their lives
unhindered. However, it has been argued that such a selective isolation policy would severely discriminate against
the elderly (White and van Basshuysen 2020). Such discrimination would risk violating another substantive value,
namely justice (Ranisch et al. 2020). In a pandemic such as COVID-19, there are no risk-free options.
7
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We have evaluated this argument by drawing on a principle from safety engineering – that we
should typically strive to make a design inherently safe, rather than merely reducing the
likelihood of potential hazard through secondary prevention. We argued, however, that
decentralised systems are not inherently safe (i.e. fail to be “privacy preserving by design”),
primarily because these systems broadcast the ephemeral identifiers of infected users, which can
be used to identify these users. After showing that both systems entail privacy risks, we
conducted an assessment of the overall ethical risks of centralised and decentralised systems,
taking into account that digital contact tracing options may not only involve risks for privacy, but
may also involve considerable risks for public health if they fail to allow for effective contact
tracing. While trading off the risks for privacy against those for public health would be difficult
and any particular claim about how these risks might compare may be disputable, our argument
does not rely on such a comparison of these two kinds of risk. Rather, we argued that, if the
likelihood of a system being effective is higher, other things being equal, a higher level of risks
for privacy should be regarded as acceptable. Because decentralised systems have a smaller
chance of being effective, it follows that their ethical risks would only compare favourably to
centralised systems if the latter were to entail privacy risks that are clearly much higher than
those of decentralised systems. This might be the case if decentralised systems were to fare much
better on both risk dimensions – that is, if the severity of possible breaches were clearly lower
and their likelihood were lower, too. We argued, however, that this is not the case. It follows
from this risk assessment that, all things considered, centralised systems should be seen as
involving less overall ethical risk than decentralised systems, and may thus be the ethically
preferable option.
Where does this leave us with respect to ethically justifiable policy making concerning digital
contact tracing? The privacy advocates’ arguments have been influential in debates about digital
contact tracing and, backed by Apple and Google’s strategy to make it difficult to produce a
centralized app which can function effectively on their smartphone systems, they have apparently
led policy makers in most countries to implement decentralised systems. It follows from our risk
assessment that these policy makers may well have been misled, as centralised systems are in fact
the option that could minimise overall ethical risks. Had these systems been implemented at the
beginning of the pandemic, this might have avoided the current situation, in which countries are
struggling to contain the spread of the virus, while digital contact tracing efforts have fallen
largely by the wayside. One would hope that this error could be corrected, and technological
solutions be better harnessed in the fight against this or future pandemics.
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