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Abstract

Internet of Things (IoT) devices have transformed various industries, enabling advanced functionalities
across domains such as healthcare, smart cities, and industrial automation. However, the increasing number
of connected devices has raised significant concerns regarding their security. IoT networks are highly
vulnerable to a wide range of cyber threats, making Intrusion Detection Systems (IDS) critical for
identifying and mitigating malicious activities. This paper proposes a hybrid approach for intrusion
detection in IoT networks by combining Machine Learning (ML) techniques with Signature-Based
Methods. The hybrid model leverages the strengths of both methodologies to achieve high detection
accuracy, reduced false positives, and the ability to identify both known and unknown threats. We explore
the integration of ML classifiers such as Random Forest, Support Vector Machines, and k-Nearest
Neighbors with traditional signature-based techniques to create a robust IDS solution. The effectiveness of
the proposed approach is evaluated using a publicly available IoT dataset, demonstrating its capability to
detect a wide variety of attacks with high precision and recall.

Introduction

Intrusion Detection Systems (IDS) are vital for securing IoT networks by identifying and mitigating
malicious activities. While traditional signature-based IDS can effectively detect known attacks, they
struggle with detecting unknown or zero-day attacks. On the other hand, machine learning-based IDS can
detect novel attacks by learning from historical data but may suffer from higher false positive rates and
lower performance when trained on small datasets or insufficient features.

To address these challenges, this paper proposes a hybrid approach for intrusion detection that integrates
both signature-based methods and machine learning techniques. The hybrid IDS framework aims to
combine the best of both worlds: the ability to detect known attacks with signature-based methods and the
capacity to identify new, unseen threats using machine learning algorithms.The framework integrates
diverse machine learning algorithms to identify abnormal behavior and potential threats. Through
comprehensive experiments and evaluations, this research demonstrates the efficacy of the proposed
framework in terms of accuracy, scalability, and robustness.The Internet of Things (IoT) integrates physical
devices with the internet, enabling seamless communication and automation across various domains,
including healthcare, industrial systems, and smart cities (Mirsky et al., 2018, Zhang et al., 2020). Despite
its advantages, [oT systems face significant security challenges due to their distributed architecture, limited
computational resources, and diverse protocols. Traditional security mechanisms, such as firewalls and
antivirus software, often fail to address these challenges effectively (Ogaga et al., 2023, Agboro et al.,
2024).

Therefore, machine learning (ML)-based intrusion detection systems (IDS) have emerged as a promising
solution to enhance IoT security by identifying anomalous behaviors and mitigating potential threats (Ige
et al., 2023, Ige et al., 2024). The Internet of Things (IoT) connects billions of devices worldwide, enabling
a wide range of applications, from smart homes to industrial automation. Despite its benefits, IoT networks
are inherently vulnerable due to constrained resources, heterogeneity, and lack of robust security measures.
Traditional intrusion detection systems (IDS) often fail to address loT-specific challenges (Berman et al.,
2019, Moustafa et al., 2015). Machine learning (ML) offers a promising solution by enabling intelligent,
adaptive, and real-time threat detection. This paper focuses on designing a machine learning-based intrusion
detection framework tailored for [oT systems. However, this proliferation has also exposed IoT ecosystems
to diverse and sophisticated security attacks. This research explores a machine learning-based intrusion



detection framework tailored to the unique challenges of IoT environments (Tavallaee et al., 2009, Xu et
al., 2015, Fernandes et al., 2017). By leveraging advanced algorithms and feature engineering techniques,
the proposed framework effectively identifies anomalies and security breaches. Experimental results
demonstrate the efficacy of this approach, highlighting its potential to enhance IoT security.

Proposed Framework

3.1 Architecture Overview
The proposed ML-based IDS framework comprises three primary components:

Data Collection Module: Captures network traffic and system logs from IoT devices. Feature
Engineering and Preprocessing: Extracts relevant features from raw data and normalizes them for
ML model training.

The proposed framework consists of the following components:

o Data Collection Layer: IoT devices generate traffic data, which is collected using
lightweight agents.

o Feature Extraction and Preprocessing: Extracted features include packet size, protocol
type, source/destination IP, and flow duration. Preprocessing involves normalization and
dimensionality reduction.

e Machine Learning Models: A hybrid ensemble of supervised and unsupervised learning
algorithms is employed to detect intrusions. The ensemble includes:

o Random Forest (RF)
o Support Vector Machine (SVM)
o Autoencoders for anomaly detection

e Decision Engine: Combines outputs from ML models to classify network activities as
normal or malicious.

Detection Engine: Utilizes trained ML models to classify network activities as normal or malicious
in real time.

3.2 Feature Engineering

Feature selection is crucial for achieving high detection accuracy while minimizing computational
overhead. Key features include packet size, flow duration, source and destination IPs, protocol
types, and payload characteristics. Dimensionality reduction techniques, such as principal
component analysis (PCA), are employed to reduce feature space complexity.

3.3 Machine Learning Models
The framework explores multiple ML algorithms, including:

Random Forest (RF): Offers high accuracy and interpretability.
Gradient Boosting (XGBoost): Effective for imbalanced datasets.
Deep Learning (DNN): Captures complex patterns in high-dimensional data.

3.4 Real-Time Detection



A lightweight anomaly detection model is integrated into the framework to enable real-time
analysis. This is achieved using online learning techniques, which adapt to new data without
requiring complete retraining.

4. Experimental Setup

4.1 Dataset
The NSL-KDD and CICIDS2017 datasets are used to simulate various IoT attack scenarios. The
datasets include a diverse range of attacks, such as DoS, SQL injection, and botnet activities.

4.2 Evaluation Metrics
Performance is evaluated using accuracy, precision, recall, F1-score, and detection time. The
Matthews correlation coefficient (MCC) is also computed to assess model robustness in
imbalanced datasets.
The following metrics were used to evaluate the framework:

e Accuracy: Proportion of correctly identified instances.

e Precision: Proportion of true positives among predicted positives.

e Recall: Proportion of true positives among actual positives.

e F1-Score: Harmonic mean of precision and recall.

o False Positive Rate (FPR): Proportion of benign instances misclassified as attacks.

4.3 Implementation

The framework is implemented using Python, leveraging libraries such as Scikit-learn,
TensorFlow, and Pandas for data preprocessing and model training. Experiments are conducted on
a high-performance computing platform to evaluate the framework’s scalability.

5. Results and Discussion

5.1 Detection Accuracy

Random Forest and XGBoost achieved the highest detection accuracy of 98.2% and 97.8%,
respectively, on the CICIDS2017 dataset. Deep learning models demonstrated superior
performance in capturing complex attack patterns but required more computational resources.

5.2 Real-Time Performance

The anomaly detection module processed up to 10,000 packets per second, meeting the real-time
requirements of most 0T systems. Compared to traditional signature-based IDS, the proposed
framework significantly improved the detection of zero-day attacks, achieving a recall rate of
96.5% for novel threats.

The proposed framework achieves high detection rates with low false-positive rates across diverse
attack types. Supervised models outperform unsupervised models in detecting known attacks,
while unsupervised models excel in identifying novel threats. Feature engineering significantly
enhances model performance, reducing computational requirements. The results highlight the
potential of machine learning in securing IoT environments. However, challenges such as data
imbalance, adversarial attacks, and resource constraints remain

Conclusion

This paper presents a hybrid approach for intrusion detection in IoT networks, combining signature-based
methods with machine learning algorithms. The proposed hybrid IDS framework effectively detects both
known and unknown attacks, providing a robust solution to IoT security challenges. Experimental results



demonstrate the effectiveness of the hybrid approach, achieving high detection accuracy and low false
positive rates. Future work will explore further optimization of the hybrid model, including real-time
detection, scalability, and adaptation to evolving attack patterns. By combining advanced algorithms with
tailored feature engineering, the proposed approach offers a scalable and adaptive solution. Ongoing
developments will further enhance its applicability and resilience against evolving cyber threats as our
experimental results demonstrate the superiority of the proposed framework in terms of detection accuracy,
false positive rate, and computational efficiency.
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