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Abstract. Unreproducibility stemming from a loss of data integrity can be pre-
vented with hash functions, secure sketches, and Benford’s Law when combined
with the historical practice of a Pli Cacheté where scientific discoveries were
archived with a 3™ party to later prove the date of discovery. Including the distinct
systems of preregistation and data provenance tracking becomes the starting point
for the creation of a complete ontology of scientific documentation. The ultimate
goals in such a system—ideally mandated—would rule out several forms of dishon-
esty, catch computational and database errors, catch honest mistakes, and allow for
automated data audits of large collaborative open science projects.
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1. Introduction

When integrity breaks down in a scientific setting, the mess can involve legal action,
investigations, accusations, and negative media coverage. To prevent that, a systematic
and unbiased way to prevent fraud or inadvertent corruption of the data or the results
is proposed. The European Code of Conduct for Research Integrity defines integrity as
“Reliability in ensuring the quality of research, reflected in the design, the method-
ology, the analysis and the use of resources. Honesty in developing, undertaking, re-
viewing, reporting and communicating research in a transparent, fair, full and unbiased
way. Respect for colleagues, research participants, society, ecosystems, cultural heritage
and the environment. Accountability for the research from idea to publication, for its
management and organisation, for training, supervision and mentoring, and for its wider
impacts”[[1]. Except for respect, training and mentoring, a loss of integrity can lead to un-
reproducible science. Within that subset of integrity issues, the hardest part is finding the
resultant hidden changes. Thus the practical manifestation of integrity in data-driven sci-
ence is: no unintentional changes, no secret changes. That is, every significant change
in content is intentional and tracked over time and space; data provenance expands to
include provenance for the application of the scientific method.
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Fraud includes any human misconduct that changes the science (most often for data
but not necessarily), including plagiarism, manipulation, or fabrication. For this paper,
corruption always refers to the sort with data, not political corruption which is simply a
motivation or qualitative description of the machinations of an act of fraud. In a broad-
form definition for what most people call plagiarism, The Council of Science Editors
(CSE) defines piracy as “the unauthorized reproduction or use of ideas, data, or methods
from others without adequate permission or acknowledgment,” even by secretly repur-
posing one’s own work. A similarly broad definition was described in the 13th century
by Persian Poet Shams-e-Qays with a useful categorization of plagiarism: 1) Verbatim
(Intihal): exact copy; 2) “Flayed” (Salkh): changing the order, re-arranging; 3) Concep-
tual (Elmam): “approaching” the exact copy in concept; and 4) Domain Transfer (Nagl):
unattributed reuse in a new domain [2]]. The CSE’s technical definition of plagiarism only
encompasses verbatim and flayed plagiarism, the others fall under piracy [3]. Is there
sufficient evidence of fraud to justify all of this work? In Chemistry of Materials, a 2019
study of chemistry articles published from 2017-2018 found that 42% of 331 retracted
chemistry papers were retracted because of plagiarism and another 16% were retracted
due to falsified data. Only 16% were due to honest errors [4] [5].

2. Hashing from the Start

A hash function maps a digital object to a finite uniform string called a checksum or a
hash with no discernible relationship to the original object, acting as a secret identifi-
cation code. Two objects that are exactly the same will always produce the same hash.
Two identical hashes are likely to come from the same object, but not necessarily (be-
cause an infinite list of potential objects mapped to a finite set of strings will some-
times produce a collision). One change to an object will produce a completely different
hash. Hashes allow for rapid checks of changes in content[6]. Hashing prevents Shams-
e-Qays’s verbatim-type plagiarism.

For version control such as Git and data management, hashing is already essential
[7]. In a recent overview of reproducibility systems, The Whole Tale Project [8]] men-
tioned “an optional checksum” of data. In this model, integrity checks within a system
(like Git) are standard, but integrity checks between different research components are
optional. If a mandatory automatic checksum is standard elsewhere, why should it be op-
tional for science? Moreover these are internal integrity checks, but scientific integrity
would be better ensured by including external 3™ party checks. After publication or at
the completion of the scientific process, data and other artifacts might go to a repository,
many of which create a checksum at this point to ensure the integrity of the data as it is
stored long-term or moved around for other uses. CoreTrustSeal requires checksums in
their certification of scientific repositories [9]. Dryad, Zenodo, 3TU.Datacentrum (4TU),
and OSF all use checksums. Dryad is notable for including an audit before final accep-
tance into the database [11]]. Libraries often include checksums in their Data Manage-
ment Policies (DMPs) [[L1]. The Open Science Chain is designed to handle provenance
and integrity after publication where data reuse is very complicated [12]]. The advantages
of using a simple hash algorithm (or collection of simple ones) is that they are: portable,
found on every modern operating system, unlikely to become obsolete, and fast.
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3. Pli Cacheté: Caching all the Hashing

A checksum is only a snapshot certification of content, not timing. Unimpeachable cer-
tification of existence in time requires physical possession by a 3™ party. Thomas Erren
makes a compelling case to create a modern version of a 3" party system called a Pli Ca-
cheté (French for a sealed envelope) first brought to prominence by the French Academie
des Sciences in the 1700s which accepted draft deposits of scientific work. Erren sug-
gests reviving the Pli Cacheté so that researchers have “the opportunity to claim priority
of sealed scientific rationale and data which may not be substantiated enough and might
mislead when published too early or even erroneously” [[13]]. Notice that it helps the sci-
entist by preventing a politically charged debate over the primacy of scientific discovery
(accurate recognition of which is a type of integrity), but also, it encourages systematic,
careful research; “reliable” in the sense of the European Code of Conduct.

Expand this concept to each stage of the scientific process including each day of
data collection, where a simple checksum from the hash function is given to a library
(rather than an academic journal as suggested by Erren) or other 3" party such as an open
repository. Instead of simply collecting the various components needed to reproduce a
scientific result, an academic publisher (or peer reviewer) can hash the received contents
and audit their checksum against the 3™ party checksums. Hashing a step and sending it
to a library takes less time than reading this article; easy to do, but easy to forget (this is
the great implementation challenge).

The full power of a cryptographic hash comes when used as a mandatory audit at
every stage of the scientific stack:

1. Hashing the hypothesis prevents post-hoc storytelling or changing the hypothesis
to fit the data;

2. Hashing the text of the domain-specific data collection methods (e.g. lab tech-
niques) certifies that methods to be reproduced do not suffer from differences in
memory; or have not changed significantly during the study;

3. Hashing the data as soon as it is recorded prevents manipulating the data or
changing the outlier policy;

4. Hashing additional stages (such as noise reduction) further adds to the difficulty
of fabrication and falsification;

5. Hashing the conclusions and results preserves the patent rights and scientific
credit; and prevents errors of publishing too soon or without sufficient evidence.

The North American Scientific Integrity Consortium highlights a primary problem:
“there are impediments and disadvantages of open science that must be acknowledged,
including concerns with intellectual property, matters of national security, and the po-
tential loss of confidentiality of research participants in human clinical trials” [14]]. The
Pli Cacheté system maintains privacy even as hashes of the data can ensure integrity
of private or secret data. In support of this approach, an editorial in the Journal Nature
includes “better record-keeping” in their proposed solutions [[15]]

4. Similar Systems Found in Law

The Paris Convention for the Protection of Industrial Property (1883) includes a
provision—still in force—that an inventor has 6-12 months to file, if desired, in the other
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“Contracting States,” retaining the original filing date as the date of discovery. But be-
cause the clock on the monopoly period in the US does not start until the US patent appli-
cation is filed, inventors can file in Europe first, then just under 12 months later in the US,
granting the inventor an extra year of patent protection [17]. In 1995, US law changed
to “give U.S. applicants parity with foreign applicants under the GATT Uruguay Round
Agreements.” Since then, US applicants can file a provisional patent in a sealed enve-
lope for up to a year, providing the same year-long grace period to filers of US patents
[L6]. The provisional application is not opened till the full application is filed, just like
the traditional Pli Cacheté.

Second, common law and many other legal systems have rules for the immediate ac-
ceptance of documentary evidence (self-authenticating (USA), self-proving (Scotland),
public instruments (British Common Law), and authentic instruments (EU)) [18]]. Third,
carbon copies create exact copies at the time of creation for the rapid authentication of
business documents. A Pli Cacheté, broadened to be like self-authenticating documents
can help avoid or ease the resolution of litigation, bureaucratic adjudication, and messy
public battles. These similar systems are summarized in Table 1.

Table 1: Summary of Similar Systems

Pli Cacheté Patents Carbon Copies | Self-Authenticated
Domain science technology business law
Purpose integrity monopoly rights disputes litagation
34 Party library patent office (varies) government

5. In the Classroom

A 1994 study found that “Eighty-nine percent of students surveyed admitted they had
cheated” [19]. Without evidence, Canada’s York University has a Teaching Policy which
states “Academic dishonesty is a serious problem in undergraduate labs. This is partly
because the culture of lab courses sometimes fosters plagiarism.” Their solution is sim-
ilar to the Pli Cacheté but uses Teaching Assistants as a 3" party: “students obtain the
TAs signature on all pages of their original lab notes and data, and submit those notes
with their lab report” or else a “carbon copy may then be ripped out and handed to
the TA before the student leaves the class” [20]. Thus, academia is already using self-
authentication to solve integrity problems. Lab classes might also require submission of
a pre-lab beforehand, where a pre-lab mirrors preregistration.

6. Comparison to Preregistration and Data Provenance

Preregistration (also called registered reports) is a reaction to the nonpublication of
negative science, also called publication bias [21] or the file drawer effect. The Open
Science Framework has guidelines for open science that state “preregistration of stud-
ies is a means of making research more discoverable even if it does not get published.
Preregistration of Analysis Plans certifies the distinction between confirmatory and ex-
ploratory research” [22]]. This preregistration of analysis overlaps with the caching of a
study plan, but the holder of the deposit is a journal (2™ party relationship. Preregistra-
tion, at a minimum, acknowledges the existence of negative results. At its best, it comes
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with a commitment to publish regardless of the result. A call-to-action from the 2019
Hong Kong Conference for Research Integrity states “Value the reporting of all research,
regardless of the results” [23]. In the event of a conflict of interest with the journal, a 3™
party Pli Cacheté preserves integrity.

One subtle integrity problem, suggested by Klein et al, is that “while embargoes
on preregistrations can mitigate the fear of being scooped, flexibility in the release of
pre-registered documents limits transparency. For example, researchers may strategically
release only those documents that fit the narrative they wish to convey once the results
are in. It is therefore preferable to encourage transparency from the outset” [21]. But a
hash of the preregistered documents would still allow reviewers and the public to verify
the completeness of an embargoed preregistration.

Data provenance is “the derivation history of a data product starting from its orig-
inal sources” as well as the information needed to process, identify, and distinguish a
dataset [24]. Both provenance and Pli Cacheté indicate the time and place of the origin
of a data product; Pli Cacheté authenticates the time, while provenance describes the
details of the journey (helpful to an auditor for investigating fraud). Pli Cacheté hashes
the contents while provenance describes the contents. Data provenance within a project
might be handled by Git; data provenance after a project might be handled by a sepa-
rate metadata file or a scientific data blockchain such as Open Science Chain (OSC)[12].
Currently, Git is for tracking the creation of something while OSC is for tracking reuse
and modification after creation. But a Pli Cacheté would use universally-available hash
already designed for rapid match checks, allowing an integrity check in any other system.

Are all three systems necessary? Consider the standard questions in Table 2 used
by journalists to ensure an accurate report: who, what, where, why, and how. Outside of
that standard list is the question of corroboration: does an independent source, a second
reporter, or some other previously unknown document corroborate the answers to the
standard list? Compare the coverage of these questions by the three systems:

Table 2: The Three Ps of Scientific Documentation

Question Pli Cachete | Preregistration | Provenance
who X X X
what X X X
where X
when X X

why X

how X

corroboration X

mid-stream X X
ownership 3rd party 2nd party Ist party

Each system’s information is held by a different party during the scientific process,
with every question answered somewhere. The goal is to use this completeness to solve
reproducibility problems and aid integrity investigations.

7. Tackling the File Drawer Effect

Scargle defines publication bias and the file drawer effect to be when the probability
of being published “depends on the statistical significance of its results” [25]. In effect,
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amalgamated research (including metaresearch and multi-grid systems) become biased
by an unrepresentative sample. Clinical studies often require preregistration by law (with
no guarantee of publication). In Selective Publication of Antidepressant Trials and its
Influence on Apparent Efficacy [26], not only is the existence and statistical effect of
publication bias demonstrated, but also acknowledged is the switching of domains after
a secondary effect shows positive results. Whether or not an amalgamated study using
secondary results is biased is up to others to evaluate, but data provenance and prereg-
istration give researchers the investigative information they need. If by fraud, a study is
changed (or fabricated) to be positive, this moves a study from negative to positive. In
Table 3, the three integrity systems illuminate how to prevent the three file drawer effects.

Table 3: The Filedrawer Effect
published | not published | domain change fraud

relationship to claim | positive negative positive positive
solution - preregistrtion provenance pli cachete

8. Conflict Resolution Amongst Scientists

A dispute can occur within a scientific group during the scientific process or even much
later, including during a retraction process when editors decide which scientists to blame.
The Bullied Into Bad By Science Campaign was started in 2017 by “postdocs and a
reader in the humanities and sciences at the University of Cambridge” who were con-
cerned about the desperate need for publishing reform to increase transparency, re-
producibility, timeliness, and academic rigour of the production and dissemination of
scholarly outputs [31]] Because, they say (and cite evidence) that early career researchers
(ECRs) “are often pressured into publishing against their ethics through threats that
we would not get a job/grant unless we publish in particular journals”. Their petition
has a amendment added by Anne Schell (not necessarily endorsed by the initial sign-
ers) that specifically addresses integrity: “Stop pressuring ECRs into conducting/writing
up underpowered, non-preregistered, p-hacked, HARKed studies. In other words: stop
teaching/advising/pressuring people to mutilate data into a ‘publishable’ form when that
distances it from actual science.” Preregistration can indeed prevent a lot of this pres-
sure. Pressure can come after preregistration, where data could manipulated to conform
with the preregistered hypothesis. This highlights the need to hash data as it is created.
Researchers can unilaterally post (OSF, github, or a library) hashes of their data without
jeopardizing the privacy of the scientific group. Later, if asked to manipulate data, this
scientist could point to the 3™ party hashes and explain how easily they would be caught:
legal and cryptographic checkmate.

In the summer of 2019 at the University of Florida, Computer Architecture PhD
candidate Huixiang Chen committed suicide—according to the suicide note posted by
his friends and academic colleagues—because he saw no way out of a dispute over the
integrity of data [28]. Despite the extra attention this action has elicited, this is not a
good way to resolve an academic dispute; this is also precisely the type of situation
an integrity system should try to prevent. In no way does the mention of this tragedy
imply the guilt or innocence of the people involved. Chen claimed that a joint paper
that had been accepted included experiments that had never been conducted, so he was
tasked “to make up for the missing experiments” [28]]. If journals, funders, departments,
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or universities required that experiments be hashed and cashed with a 3™ party when
they are created; and the peer reviewers checked the Pli Cacheté before acceptance for
publication; then disputes of this nature would be resolved easily or never happen at all.
As the International Journal of Medical Journal Editors states, “Perceptions of conflict
of interest are as important as actual conflicts of interest,” [29] similarly, perceptions of
misconduct are almost as important as actual misconduct. Openness and authenticated
documentation protects everyone from accusations and perceptions of misconduct.

In North America, the Scientific Integrity Consortium aims to form a comprehensive
approach to integrity in science, focusing on the best practices for the bureaucracies that
manage scientists. A Pli Cacheté can complement their work because they identify an
“urgent need to refocus the scientific communitys efforts on policing itself” [[14]. Anyone
can choose to use a unilateral Pli Cacheté, a form of policing oneself that prevents in-
vestigations altogether. While requiring it would be a bureaucratic solution, it minimizes
the need for bureaucratic monitoring and control.

9. Cryptographic Techniques

Consider the backwards problem to evaluate integrity solely on the basis of the data
and hypotheses revealed just when an article is published. Potential integrity problems
include: 1) computational bugs or errors introduced during data storage, processing or
analysis; 2) intentional changing of the data points to affect the final result; and 3) data
plagiarism (possibly with data owned by the scientist but dishonestly reused).

9.1. Secure Sketches and FIBE

To easily defeat a hash check for plagiarism, change any one thing, then the checksums
will be different. Shams-e-Qays might have called this type of plagiarism “flayed” data.
One solution is to borrow a method from biometric passwords called Fuzzy Identity
Based Encryption (FIBE). Typical passwords and hashes must be exact to gain access.
But a fingerprint scan, for example, is a huge data file with an error deviating from the
“true” fingerprint[30]. Instead, one FIBE method creates a secure sketch for the older
data set with a chosen tolerance for deviation. If both both data sets can unlock the secure
sketch, then they are indeed very close and candidates for investigation[30].

These techniques “apply not just to biometric information, but to any keying mate-
rial that, unlike traditional cryptographic keys, is (1) not reproducible precisely and (2)
not distributed uniformly.” Thus FIBE can also be used to honestly evaluate data that
contain slight variations when reproduced. The secure sketch is a ciphertext which “pro-
duces public information about its input w that does not reveal w, and yet allows exact re-
covery of w given another value that is close to w.” A fuzzy extractor is a similar (near)
uniform length ciphertext. Fuzzy cryptographic methods incorporate metric spaces and
distance functions where the distance between w and w' is a parameter chosen at encryp-
tion time[30]]. An enticing idea is a fuzzy data auditing system (prototyped in Li et al
[31]) for use in a large multi-grid system [32] but with tolerance for error because “ap-
parently routine data manipulation workflows become rife with mundane complexities
as researchers struggle to assemble large, complex datasets.” [33].
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9.2. Benford’s Law

Benford’s Law is an empirical observation (mathematical proofs of which are hotly de-
bated) where 1 is the most common first digit, 2 is the 2 most common, descend-
ing monotonically to 9. An unadulterated data set will often demonstrate an exponen-
tially descending Benford Curve. Manual adjustments to data can substantially change
the distribution of numeral frequency, serving as an indicator for potential fraud. Two
data sets which have exactly the same deviation from the Benford Curve would be an-
other indicator. Benford’s Law is particularly useful for detection fraud in data sets for
regression[34]. Storing copies of Benford Curves in a Pli Cacheté would serve as an ad-
ditional integrity check, one that—in the long term—would not depend on having a repro-
ducible hash function.

In the detection of plagiarism, Benford’s Law and secure sketches have a powerful
synergy. While merely one change defeats a plagiarism audit with a checksum, a secure
sketch would require many more changes. But with more manufactured changes, the
Benford Curve would likely be more erratic—and therefore possibly fraudulent. Defeat a
Secure Sketch, get caught by a Benford Curve.

9.3. Resampling Detection

A method to detect stretching and rescaling is the Expectation-Maximization algorithm
which “is applied to estimate the interpolation kernel parameters, and a probability map
(called p-map) that is achieved for each pixel provides its probability to be correlated to
neighbouring pixels. The presence of interpolated pixels results in the periodicity of the
map, clearly visible in the frequency domain” [35]]. This is an argument for the caching
of raw data. Bowman and Keene advocate for the preservation of raw data in general
because it “will allow the researchers to view the entire spectrum of what was done rather
than simply what was reported” [36].

9.4. Auditing Amalgamated Research

A four step plagiarism audit process emerges: 1) Does the checksum match another
dataset?; 2)Does the secure sketch match another dataset?; 3) Is the Benford curve er-
ratic?; 4) Is there evidence of resampling if the data is raw? This is a check of a proposed
dataset against previously adopted datasets. Passing this, a new hash of the proposed
dataset should be checked against the original hash stored with in a Pli Cacheté (hope-
fully from the date of its creation). Failing this check leads to an investigation: 1) If the
secure sketch still matches, then the changes are minor; and 2) Are the Benford Curves
consistent with a random change, erratic change, or remain a consistent Benford Curve?

10. Conclusions
While a Pli Cacheté can be immediately and unilaterally, some promising directions for
future research include:

1. Establish an effective and universal secure sketch or fuzzy extractor (like SHA);
2. Find or create a resampling test suitable for scientific data audits;
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3. Create an open repository of fraudulent and corrupted data for testing;
4. Audit an already constructed amalgamated research database; and
5. Create a standardized ontology of reproducible science.

The biggest barrier to implementation is the social challenge of convincing a scientific
community to adopt any mandatory methods. Herein lies the importance of the back-
wards problem: as investigations reveal fraud or unintentional errors, then the case for
the forward problem of preventing the loss of integrity becomes more compelling.
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