
A D  A L T A   J O U R N A L  O F  I N T E R D I S C I P L I N A R Y  R E S E A R C H  
 

 

MODERN INFORMATION AND COMMUNICATION TECHNOLOGIES IN THE DIGITAL 
ECONOMY IN THE SYSTEM OF ECONOMIC SECURITY OF THE ENTERPRISES 
 
aTETIANA SHMATKOVSKA, bIGOR BRITCHENKO, cSERHII 
VOITOVYCH, dPETER LOŠONCZI, eIRYNA LORVI, fIULIIA 
KULYK, g
 

SVITLANA BEGUN 

a,gLesya Ukrainka Volyn National University, 28, Vynnychenko 
Str., 43025, Lutsk, Ukraine 
bState Higher Vocational School Memorial of Prof. Stanislaw 
Tarnowski, 50, Henryka Sienkiewicza Str., 39-400, Tarnobrzeg, 
Poland 
c,e,fLutsk National Technical University, 75, Lvivska Str., 43018, 
Lutsk, Ukraine 
d

email: 

University of Security Management in Košice, 2373/1, Košťova 
Str., 04001, Košice, Slovakia 

ashmatkovska2016@gmail.com, bibritchenko@gmail.com, 
cgnidawa@ukr.net, dpeter.losonczi@vsbm.sk, ei.lorvi@lutsk-
ntu.com.ua, fy.kulyk@lntu.edu.ua, g
 

begun.svitlana@vnu.edu.ua 

 
Abstract: The article considers the features of ensuring the economic security of 
enterprises in the conditions of intensive introduction of information technologies in 
their activities in the process of forming the digital economy. It is determined that 
digitalization creates important advantages for enterprises in terms of implementing a 
long-term strategy for their development, strengthening economic security, and 
achieving significant competitive advantages in doing business. It is studied that the 
system of economic security of the enterprise is an organized set of elements of the 
management infrastructure of the enterprise, which are focused on ensuring stable and 
effective development of the business entity, neutralization, and elimination of internal 
and external threats. 
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1 Introduction 
 
The intensive development of globalization processes together 
with the digital transformation of the world system of economic 
relations into the digital economy is increasingly manifested in 
the growing role of information, strengthening the 
transformation of financial infrastructure, increasing and 
accelerating financial flows, increasing competition in financial 
services. That is why the functional and technological diversity 
of the spread of digitalization processes in these markets causes 
a situation of uncertainty in the impact on all components of 
financial security.  
 
In this aspect, the study of the principles of financial security in 
the digital economy and the development on their basis of 
effective mechanisms for improving the financial system, 
ensuring financial stability, and sustainable economic 
development become especially important. 
 
In today`s world, financial relations are undergoing constant 
transformational changes. At the same time, the trends of the 
modern financial market are characterized by the challenges of 
the financial environment and the impact of digital 
transformation, forming new, unpredictable trends in this 
market. Therefore, it is now urgent to identify new trends, 
determinants, and digital models that can ensure the safe 
development of the financial market based on the principles of 
the digital economy. 
 
At the same time, as practice shows, the use of digital software 
products for processing financial and economic accounting 
information greatly simplifies the management, analysis, and 
control of enterprises, institutions, and organizations. Thus, the 
financial security of all entities involved in business processes 
can counteract the potential risks and threats to financial stability 
and development success of both individual enterprises and the 
financial market as a whole.  
 
Therefore, the effective development of the digital economy is 
possible only if the forecast and expected development of the 
situation in financial markets, which with their resources and 
ensures global digital transformation. 

 
2 Literature Review 
 
Research on financial security is not new to modern economics 
and addresses a wide range of issues – from the stability of 
financial markets to the financial security of enterprises and 
specific business processes. In this aspect, it is necessary to note 
the significant contribution made in the study of practical aspects 
of financial security as a structural component of economic 
security of the state and economic entities in particular, which is 
made by researchers such as O. Agres [1], O. Amosov [2], 
V. Arefiev [4], I. Balaniuk [6], E. Boichenko [9], E. Dukas [13], 
A. Epifanov [22], R. Howell [24], Y. Popova [31], R. Sodoma 
[35-38], O. Stashchuk [39-41], Z. Varnalii [43], І. Yakoviyk 
[45], O. Yatsukh [47] and others. 
 
At the same time, in the process of development of post-
industrial society in scientific publications, there has been a 
significant deepening of the theoretical foundations, essential 
characteristics, and categorical features of financial security in 
the context of the digital economy. This topic is revealed in the 
works of such scientists as O. Apostolyuk [3], I. Bakhov [5], 
O. Binert [7], A. Boiar [8], Y. Chaliuk [12], M. Dziamulych [14-
21], I. Kolodii [25-26], N. Moşteanu [27], O. Pakhnenko [28], 
T. Shmatkovska [32-34], Ya. Yanyshyn [46], I. Zhurakovska 
[48]. 
 
In our opinion, it is worth noting the approach proposed by 
O. Panchenko, who argues that digital technologies can both 
ensure financial stability and security and threaten these two 
components. On the one hand, the latest information 
technologies can be used to disseminate and exchange ideas and 
strategies to achieve financial security, as well as to implement 
and coordinate plans and operations to ensure its provision to 
financial market participants. However, on the other hand, 
information technologies can be used in such a way as to 
threaten the financial stability and security of the market as a 
whole and its individual subjects [29]. The value of this 
approach lies in revealing the essence of digital innovations 
implemented in financial markets, as possible benefits and, at the 
same time - potential threats to financial security. 
 
In terms of disclosing the essence of financial security, we 
follow the view of N. Pantelieeva, who argues that the signs of 
financial security differ depending on the subject of economic 
relations. At the same time, their difference is to clarify the 
target direction of the resulting action of financial security with 
varying degrees of detail, but most often it is associated with the 
state of a subject and emphasizes the influence of external and 
internal factors, the ability to resist them [30]. 
 
With regard to practical approaches to financial security in terms 
of digitalization of economic relations, it is worth noting the 
study of B. Carin, who notes that the security of the financial 
sector in the introduction of new information technologies will 
significantly expand opportunities to stimulate innovation, use 
the potential of the digital economy for inclusive global growth 
and development, modernizing traditional industries and 
promoting structural reform, minimizing risks to the financial 
sector and other infrastructure, and ensuring security. in a way 
that promotes creativity [11]. 
 
In general, it can be argued that there is an objective need to 
update approaches to the financial security of both financial 
market participants and individual business processes in the 
context of integration of the financial and manufacturing sectors 
with digital economy technologies. 
 
3 Materials and Methods 
 
The main method of research was the use of content analysis, 
which examined the specifics of modern scientific approaches to 
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understanding the essence of such key categories as 
"digitalization", “financial security”, and “digital economy”. The 
concomitant application of methods of analysis and synthesis 
made it possible to explore the nature and features of the 
transformations that have taken place in the financial market in 
the context of ensuring the financial security of its participants 
under the influence of the global digital economy. 
 
An important aspect of assessing the level of impact of digital 
technologies on a particular industry or field of activity is to take 
into account specific indicators of digitalization. It should be 
borne in mind that such indicators are relatively subjective in 
nature, so the assessment of the impact of digitalization on 
financial markets and financial security should be based on the 
use of a set of individual criteria and indicators. Such indicators 
include: 
 
 The Digital Economy and Society Index (DESI) is a 

consolidated index that summarizes the relevant indicators 
of the effectiveness of digital technologies in the field of 
digital competitiveness. The data covers five main areas: 
communications, human capital, Internet use, integration of 
digital technologies and digital public services [23]; 

 Global Findex database, which shows indicators of access 
and use of financial services around the world, based on 
which new data on the level of use of financial 
technologies (fintech), including the use of mobile phones 
and the Internet for financial transactions [42]; 

 The indicator of the share of traditional credit substitution 
with alternative online financing (ALTF), which shows the 
share of alternative online financing in total lending to the 
entire private sector, including loans raised by businesses 
and households through online platforms [10]. 

 
Based on these indices and data, you can determine the overall 
average level of impact of digitalization on the financial market 
of a country using the following formula: 
 

 
 
where DL – level of digitization; 
w i

 

 – the corresponding weighting factor і-th indicator (DESI, 
Global Findex, ALTF). 

In this case, if necessary, this formula can be adjusted by 
introducing additional indices that will reflect the desired 
direction of the impact of digital technologies on the functioning 
or development of financial markets. 
 
4 Results and Discussion 
 
Serial production, the flexibility of the technological process, the 
universality of computer decisions promoted a decrease in cost 
characteristics of products and complexes, adjustment of service, 
creation of the system of education based on information 
technologies. The creation and improvement of electronic 
computing devices contribute to the formation of the 
infrastructure of information support of almost all sectors of the 
economy. Applied development and implementation of digital 
principles of information processing in industry and agricultural 
production, control devices for technological equipment, in the 
management of the enterprise unified electronic components, 
units, software modules of these systems. 
 
It is undeniable that the intensification of digitalization processes 
has a positive impact on the financial and economic results of 
enterprises involved in the use of certain tools, and the 
innovation potential of the state as a whole. However, important 
to ensure the high efficiency of such processes is to ensure safe 
operating conditions for both business entities and state 
institutional and legal infrastructure in the face of exacerbation 
of information security problems or uncontrolled certain 
information areas of the global network. 
 
At the same time, the speed of access to information entails 
another problem – the threat to the information security of the 

enterprise. In addition, all competitors are free to obtain 
information from the Internet (pricing policy, activities) and use 
it to form their activities on the same basis or even better (for 
example, giving more discount than a competitor; more 
favorable terms of cooperation, etc.). Peculiarities of consumer 
behavior in certain highly competitive areas do not allow to 
avoid the reflection of prices, terms of delivery, or payment in 
online stores, and therefore competition intensifies and if the 
company is not able to develop all the time, offering more 
favorable conditions than competitors, there is a threat loss of 
market position. 
 
Therefore, the information process at the enterprise should be 
aimed at obtaining scientific and technical, production, planning, 
control, accounting, and analytical information in information 
systems that are unified and based on the implemented digital 
technology. An important role in the use of information is played 
by methods of its registration, processing, accumulation, 
transmission, storage, and issuance in the required form, as well 
as methods of recycling numerical, graphical, textual, and other 
information. 
 
As today`s digital transformation of enterprises has undeniable 
advantages in the implementation of activities, the latest 
information technologies and corporate software products should 
be integrated into business processes and provide strategic 
management of such processes. Accordingly, the development of 
a digital security strategy of the enterprise should be based on a 
concept based on the following basic principles: 
 
 Digital and information security of the enterprise must be 

unique, based on its organizational structure, production 
specialization, and the availability of digital technologies; 

 The functioning of the digital security system of industrial 
and agricultural enterprises can be ensured only if the 
comprehensive security of all its functional components; 

 Effective digital security of the enterprise is possible only 
with a well-thought-out concept and appropriate security 
measures. 

 
Implementation of computerized systems in the management of 
technological processes and the enterprise requires significant 
resources. The use of knowledge-intensive tools requires the 
creation of specialized departments with certain production 
areas, technical means, highly qualified personnel. Due to the 
short life cycle of computer systems, the created complexes must 
be periodically updated. In addition, the components of the 
information system in complex complexes require additional 
maintenance, which complements the quantitative and 
qualitative composition of computer equipment for certain 
financial resources. 
 
The financial aspect is the main component of security 
management, covering a wide range of issues on the 
organization of efficient movement and use of financial 
resources in the enterprise, which is significantly affected by 
digitalization processes, from nominal growth of expenditure 
digitization of accounting and analytical functions in the field of 
financial management. 
 
In general, modern technologies make it possible to significantly 
expand the markets in which agricultural and industrial 
enterprises operate. It is not necessary to be physically present in 
a particular region, because the Internet allows you to participate 
in foreign markets, which potentially opens a new market, and 
various order management and accounting programs and 
warehousing warehouses allow you to manage the sales process 
remotely access. Banking technology allows you to get paid also 
in the country of the physical base of the enterprise. 
 
Thus, it is possible to determine the specifics of resource and 
cash flows that affect the economic security of the enterprise, in 
the structure of revenues or expenditures of which a significant 
share is occupied by information technology (Figure 1). 
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Figure 1 – The main factors influencing the level of security of 
the enterprise when using information technology [44] 

 
Thus, we can conclude that the degree of penetration of modern 
technology into business is so deep that it is not limited to 
information, but also affects other elements of the enterprise, 
affecting overall economic security in general. Therefore, 
managers of agricultural and industrial enterprises face 
additional tasks to control the level of economic security, taking 
into account current trends. In addition, ensuring the economic 
security of industrial and agricultural enterprises should be 
implemented in two ways: eliminating potential threats posed by 
the active development of digital technologies, as well as – 
providing opportunities that generate the same digital 
technologies. At the same time, the economic security of the 
enterprise can be ensured only with a balanced consideration of 
all these aspects, which results in the formation of an effective 
dynamic information protection system with the effective 
functioning of the digital innovation market monitoring system. 
 
5 Conclusion 
 
As a result of research, it is established that intensive 
development of information technologies today allows 
increasing the efficiency of functioning of the enterprise as a 
whole, to form new opportunities, to increase the efficiency of 
work of its personnel. Thus, the impact of information 
technology is present at all stages of the enterprise – from 
business planning to the formation of long-term development 
strategy. 
 
However, ensuring the economic security of the enterprise 
depends on the level of digitalization of this process. At the same 
time, the expediency of digitalization is determined by the speed 
and understanding of the state of economic security of the 
enterprise, the establishment of a system of effective 
communication networks. Intensification of the process of 
digitalization of the economic security of the enterprise allows 
its management to develop strategic forecasts for the future, 
which specifies the most effective use of strengths and 
capabilities of the enterprise. Thus, a key factor in the success of 
the digital security system of industrial and agricultural 
enterprises is to build an effective strategy for its implementation 
and operation on the basis of long-term development goals. 
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